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1 Scope and Purpose of this document 
 

This document describes the security concept for MindSphere and MindConnect Elements. It 
is intended to assist in achieving a better understanding of the typical cybersecurity 
challenges, and the measures required to protect the integrity, confidentiality and availability 
of MindSphere and MindConnect Elements against unauthorized access or cyberattacks. 
The aim of the document is to introduce the security framework and to help in answering 
questions and concerns relating to cybersecurity. 

This document is in general applicable to the ‘Out of the Box Analytics’ offerings, and will be 
updated on a regular basis. 
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2 Introduction 
We are at the cusp of another industrial revolution, enabled by the Industrial Internet of 
Things (Industrial IoT). These trends are characterized by increasing digitization and 
interconnection of products, value chains and business models. While this offers significant 
opportunities to generate additional value and ensure competitiveness, it also poses its own 
set of challenges, especially in cyber-security and data protection. This paper describes the 
security approaches for the Siemens Industrial IoT Platform – MindSphere. 

MindSphere is an industrial cloud platform that is designed to enable an open ecosystem for 
industrial companies to expand their portfolio of digital services, starting from basic 
diagnostic services to advanced services surrounding preventive maintenance, energy 
management and resource optimization. Machine manufacturers and plant constructors can 
leverage on the MindSphere platform to build and advance their service capabilities across 
global operations and drive greater value for their customers through increased asset 
utilization, reduced operational downtime and maximized productivity. Founded on the 
platform of data-driven services, MindSphere is also conceived to foster the development of 
new innovative business models for OEMs and end-users. 

 

 
Figure 2-1: MindSphere – Concept and Overview 
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The MindSphere Platform is the Siemens Industrial IoT Platform comprising the core cloud 
services and applications (MindApps), whereas the MindConnect Elements provide secure, 
cost-efficient and easy connectivity from the field/machine to the MindSphere Platform. The 
following sections describe the security concept for MindSphere and the MindConnect 
Elements. 

  



 

 

MindSphere and MindConnect Elements – Security Whitepaper 

Entry-ID: 109741061, August 2016 Unrestricted 7 
 


 S

ie
m

en
s 

AG
 2

01
6 

Al
l r

ig
ht

s 
re

se
rv

ed
 

3 Security of MindConnect Elements 
MindConnect Elements provide secure, cost-efficient and easy connectivity from the 
field/machine to the MindSphere Platform. The MindConnect Nano is the first connectivity 
element that is released in order to connect to the MindSphere ‘Out of the Box Analytics’ 
offering. 

 

For future MindConnect Elements, Siemens envisions using a similar security concept. The 
security concept explained in detail in this document is applicable for MindConnect Nano. In 
case Siemens offers further MindConnect Elements in the future, those may have differing or 
additional security features that are not described in this version of the security whitepaper.  

The MindConnect Nano (MCN) is a simple and secure gateway for the transfer of industrial 
data to MindSphere. MCN collects data from SIMATIC S7 PLCs and OPC-UA data sources 
and transfers it to the MindSphere Platform via secured means. The MCN is an industrial 
appliance designed and configured to collect machine and process data. Further information 
about MCN can be found in the product datasheet [1]. 

 

 
Figure 3-1: MindConnect Nano 

 

The following figure shows the reference topology for connecting a machine/automation-
system to the MindSphere Platform using MindConnect Nano. 
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Figure 3-2: MindConnect Nano – Typical Deployment Scenario 

3.1 Secure on-boarding process 

The MindConnect Nano has to be on-boarded before it can send data from a machine to the 
MindSphere Platform [2]. The on-boarding process is performed with the Asset Configuration 
tool in MindSphere. 

Every MindConnect Nano has a unique identification number embedded in hardware (may 
not be applicable to other connectivity elements). During onboarding, this number is used to 
register a particular MindConnect Nano at a particular customer. A MCN box is on-boarded 
only if it presents a valid unique ID and an on-boarding security token which is issued to an 
authenticated and authorized user. This way, only valid MindConnect Nano boxes from 
Siemens are on-boarded to MindSphere. 

During on-boarding, the initial configuration is deployed on the MCN box via a USB stick. 
The configuration files deployed in this manner are encrypted, so as to provide for the 
confidentiality of the configuration files to be deployed on the box. The configuration files and 
the initial security settings on the USB stick are valid only for 7 days. As the USB stick is 

Production / 
Machine Network

Asset –
Field  Devices 
(Examples)

MindConnect
Nano

Internet Router

Internet

MindSphere 
Platform

Production / Machine Network
Corporate / Office Network with route to the internet
… or direct internet access, e.g. via a DSL modem

Reference Topology

SIMATIC PLCs

HTTPS

OPC UA Asset

Firewall

Firewall (in case of DMZ)
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provided/owned by the customer, it is the customer’s responsibility to ensure the security of 
this device. The MCN reads/writes only the designated files on the USB stick. 

The MCN box uses a CFast card with the MindConnect software. A security seal protection 
on the CFast card provides evidence in case of any unauthorized replacement of the card. 

3.2 Security set-up between MindConnect Nano and MindSphere 

The MindConnect Nano employs security mechanisms so as to connect and send data only 
to the MindSphere Platform. It identifies the MindSphere back-end by validating its security 
certificate. Certificate and key management measures are applied to handle the certificates 
and keys used by MCN. 

During the on-boarding process the MCN must go through an authentication process with 
MindSphere.  Once this is accomplished, the two entities agree on cryptographic keys for 
use in further communications. 

Thus, the MindSphere Platform is designed to receive data only from valid MCN boxes which 
have successfully completed the authentication procedures during the on-boarding process. 

3.3 Encrypted communications with MindSphere 

All communications between the MCN and the MindSphere Platform are encrypted via the 
Transport Layer Security (TLS) 1.2 standard with an encryption key length in between 128 
and 256 bits. The TLS configuration is regularly checked to comply with the applicable 
Siemens Information Security guidelines. This helps in protecting against man-in-the-middle 
attacks or any manipulation of communication between MCN and the MindSphere Platform. 

3.4 Security of the automation network 

As the level of digitalization increases, so too does the importance of comprehensive 
security concepts for automation applications. With defense in depth, Siemens provides a 
multi-layer concept [3] on plant security, network security and system integrity as 
recommended by ISA 99/IEC 62443. Please refer to the operational guidelines for Industrial 
Security  [4]. 

 

The MCN has the following features to protect the integrity of the of the automation network: 

• Only Outbound HTTPS connections from MCN: Only outbound HTTPS connections are 
established from the MCN to the MindSphere Platform. The connection is always initiated 
by MCN (and never by the MindSphere Platform). The “outbound only” rule is followed 
even for firmware updates on the MCN box. 

• Separate physical interfaces: The MCN uses two separate network interfaces for 
connecting to the automation network and to the external network. In addition, it also has 
an internal firewall to reduce the exposure of the automation network to the external 
network. The internal firewall is specific to the MCN use case and cannot be configured 
by customers. 
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• Read-only access to automation systems: All data acquisition drivers in MCN have read-
only access to the data sources. The MCN is not designed to modify any data or send 
any control signals to the data source. 

• Security hardened software: The MCN software is based on a customized Linux 
operating system that is limited only to a set of components and services as required by 
the MCN use case. The MCN has no open inbound ports. 

• Firewall friendly connectivity: The MCN communicates via firewall friendly outbound 
internet traffic over HTTPS. Only a single outbound port (HTTPS port 443) and a fixed 
URL1 need to be open at the firewall. No inbound port is required to be open. 

• Proxy support: The MCN supports proxies for outbound traffic to the MindSphere. The 
proxy settings can be configured via the Asset Configuration tool in MindSphere. 

• Off-boarding: Off-boarding a MCN stops data collection and detaches it from the 
MindSphere. 

3.5 Transparency and control 

The MCN collects only the data that is configured to be collected in the Asset Configuration 
tool. Security relevant events, such as connection to MindSphere, installation of firmware 
updates – that occur on the MCN are logged. 

3.6 Firmware updates 

Security patches and updates for potential software security vulnerabilities are made 
available for installation on the MCN through online firmware updates. The MCN queries 
MindSphere regularly for a firmware update. When an update is available, it is transferred 
from the MindSphere Platform to the MCN through a connection which is established by an 
outbound request from the MCN. The MCN only accepts firmware updates signed by 
Siemens, so as to minimize the risk that a compromised firmware update is deployed on a 
MCN. Firmware updates can be installed on the MCN when an update is released by 
Siemens on the MindSphere Platform or otherwise made available. 

3.7 Secure product development lifecycle 

Siemens employs a security development life cycle through all stages of development 
including security validation, penetration testing, code reviews, static code analysis, threat 
modeling and reviews to prevent back doors in the MCN code base. A vulnerability 
management process is followed for all open source and third party components used in the 
MCN software. Siemens received TÜV SÜD certification based on IEC 62443-4-1 for the 
interdisciplinary process of developing Siemens automation and drive products, including 
industrial software2. 

 

                                                      
1 Following URL needs to be opened: https://smartagentcom.apps.mindsphere.io 
2 www.siemens.com/press/PR2016080373DFEN 

http://www.siemens.com/press/PR2016080373DFEN
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Penetration tests: Penetration tests for MindConnect Elements are performed at regular 
intervals in Siemens test environment by the Siemens CERT Security Assessments (CSA) to 
assess potential security issues in the MindConnect Nano. 
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4 Security of MindSphere Platform 
Certain parts of the security framework for the MindSphere Platform are aligned to the 
principles of industry standards such as the ISO standard 27001 Information Security 
Management System (ISMS) framework [3] and IEC 62443 [4]. 

Parts of the MindSphere Platform are based on Cloud Foundry and the SAP HANA Cloud 
Platform (HCP) from SAP. Siemens works together with SAP to define, implement and 
manage the security for the MindSphere Platform. 

 

4.1 Security architecture 

MindSphere is a multi-tenant Platform-as-a-Service (PaaS) that hosts field connectivity 
services and analytics applications (MindApps). 

All communication to the MindSphere Platform by MindConnect Elements or Web-Browsers 
is done using HTTPS (over TLS). Furthermore, the internal HTTP communication within the 
MindSphere Platform is done using HTTPS, where possible. Internally, MindSphere 
organizes the platform services and MindApps in various Cloud Foundry spaces to maintain 
a logical separation of these elements. Every space has its own databases and message 
queues. While some core security related platform components are shared with other 
tenants (each customer is assigned to its own tenant in MindSphere), some components are 
exclusively deployed for every tenant. 

Each user of a tenant in MindSphere is explicitly authenticated and authorized to access the 
MindApps and the platform services. MindSphere supports single sign on and relies on the 
following industry standards for authentication and authorization: OAuth 2.0, JWT and 
SAML.  

MindSphere provides for a logical separation of data from different customers using the 
following lines of defense: 

• application sandboxing, restricting and managing the capabilities of an application 
within the container in which it runs 

• network sandboxing, restricting and managing the capabilities of an application to 
access other systems in the landscape 
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Figure 3-1: Overview of MindSphere Architecture 

4.2 Information security policies 

Certain parts of the security framework of MindSphere are aligned to the principles of the 
relevant industry security standards (ISO/IEC 27001 [3], IEC 62443 [4]) and governmental 
recommendations3 for data handling in cloud environments. At current, Siemens plans to 
obtain formal certifications for compliance to the relevant standards. 

 

  

                                                      
3 "Security Recommendations for Cloud Computing Providers.", issued by the Federal Office for Information Security (BSI), 2011 
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4.3 Organization of information security 

Information Security Governance: Siemens has dedicated Product and Solutions Security 
(PSS) and Information Security (I-Sec) organizations to deal with the security topics in its 
products, solutions and services, including MindSphere. While I-Sec focuses on security for 
the cloud and IT infrastructure, PSS has its focus on security of the delivered products, 
solutions and services. These are headed by a Chief PSSO and a Chief I-Sec officer 
respectively. 

4.4 Asset Management 

Data classification: As MindSphere is a cloud platform for industrial use cases, it focuses on 
the processing of machine and process data. This data is generally classified as operational 
data. MindSphere should not be used for collecting or processing personal data. 

Siemens treats all customer data stored in MindSphere as “Company Confidential” according 
to ISO 27001 standard. 

 

Data retention: Logs from applications are generally retained as follows: Maximum 7 days for 
development logs; Maximum 18 months for audit logs. 

 

Data deletion and Media handling: Data deletion causes the storage device to free up the 
space and then re-use the storage space by overwriting the previous data. The 
decommissioning of equipment is done according to standard data center regulations: if a 
server reaches the end of its lifecycle, the server shutdown process is triggered. The server 
is disassembled along with peripherals and removed from the datacenter. Before dismantling 
and handover for further use or return to the vendor, the data is wiped securely from the 
server. If the data deletion is not successful, the storage media is thermally or mechanically 
destroyed, and no further use is possible / no return to vendor takes place. 

4.5 Access control 

User Access Management within a Customer Account: A customer account in the 
MindSphere Platform is a security domain for user management and access control. The 
account administrator role for the customer account is granted to the user designated by the 
customer during the account onboarding process. The account administrator is responsible 
to manage the users, permissions, and security configurations within the customer account. 
The default authentication mode for customer accounts is with username and password. The 
MindSphere Platform, upon request, also supports two factor authentication for customer 
accounts. 

 

User Access Management for MindSphere Administration: Administrative access to data 
processing systems in the MindSphere Platform is subject to strict requirements for 
personnel. Only a limited number of authorized persons have administrative access rights 
and this list is reviewed and controlled on a periodic basis. Administrative users are required 
to use two factor authentication. 
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Password Policy: Passwords are subject to a set of minimum requirements like length, type 
of characters, etc. Password change is enforced at regular intervals and re-use of expired 
passwords is not allowed. 

4.6 Cryptography 

Cryptographic controls 

Encrypted communications: All communications to the MindSphere Platform from an external 
network (e.g. from MindConnect Nano or Web-Browsers) is done using HTTPS. The TLS 
configuration follows the latest security recommendations for strong encryption (currently 
with 128 or 256 bit keys for encryption). Also, the internal HTTP communication within the 
MindSphere Platform is done using HTTPS, where possible. 

 

Encryption of data at rest: Parts of the platform data storage covering the core services are 
encrypted (PostgreSQL, MongoDB, RabbitMQ, Redis, Cloud Foundry Virtual Machines, 
etc.). The machine and process data is stored unencrypted, and secured via physical and 
logical access restrictions. 

 
Key Management: Siemens has a key management process in place which includes topics 
such as preferred cryptographic algorithms, key sizes, key lifetime, and mechanisms for key 
establishment and management. Siemens maintains an inventory of all encryption keys used 
in MindSphere. 

4.7 Physical and environmental security 

All data collected by the MindSphere Platform are hosted in data centers as specified in the 
customer contract. On-site security measures include electronic photo-ID badging, 
cardholder access control, biometrics, recorded digital video surveillance, and alarm 
monitoring. The data centers are operated in accordance with industry best practices. 

Siemens neither transfers customer data outside the region(s) defined in the customer 
contract nor shares information with unauthorized third parties. 

4.8 Operational security 

Operational procedures and responsibilities 

Change management: The MindSphere Platform follows a change management process 
aligned with ISO27001:2013 principles. The process controls require that all changes are 
evaluated, authorized, prioritized, planned, tested, implemented, documented and reviewed 
prior to implementation. The process has a standardized methodology to handle changes 
efficiently and to minimize the risks and the severity of any impact and disruption. The 
Change Management process covers software and configuration changes on operating 
system, network, and application level. Emergency changes, e.g. triggered by “Incident 
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Management” or “Security Patch Management” processes have accelerated testing, 
approval, and implementation. 

Risk Management 

Siemens performs risk assessments to identify, quantify, and prioritize risks for MindSphere 
services. Risks identified are reported to the Siemens’ Information Security and PSS 
organizations and risk mitigation plans are put in place. Risk assessments for the 
MindSphere Platform are performed at regular intervals to identify potential threats and 
vulnerabilities. 

Protection from malware 

The MindSphere Platform employs Firewalls, Anti-malware, Intrusion Detection/Prevention 
Systems (IDS/IPS) and the corresponding management processes designed to consistently 
and continuously maintain secure service delivery free of malware. These controls are 
configured individually for the components to be protected. 

Backup 

All data in the MindSphere Platform have a formal system backup process and schedule, 
which includes hardware independent restore and recovery capabilities. Processes and 
automated tools are in place to validate backup integrity. Please be aware that the customer 
remains responsible to maintain independent backup copies of customer content. 

Logging and monitoring 

Logging is performed for the relevant components like Cloud Foundry infrastructure, 
operating systems, backing services and applications. Access to these logs is restricted to 
the authorized users. The logs contain information such as user, timestamp and system 
information. Security logs contain events such as failed login attempts, login of non-existing 
users, user modification or deletion. 

Availability of the MindSphere Platform and its components is monitored by an automated 
system and the operations personnel. 

Technical vulnerability management 

Vulnerability management focuses on identifying, assessing, and mitigating common known 
vulnerabilities and configuration issues that might represent a potential risk to the security of 
systems or services. The following services are part of the Vulnerability Management 
system. 

 
Vulnerability Scanning: Vulnerability scans are performed at regular intervals. Besides this, 
open source components are monitored for publicly known vulnerabilities. The assessed and 
prioritized vulnerabilities are followed-up within the patch and change management 
processes. 
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System Hardening: All systems in the MindSphere Platform stack are hardened. This means 
that all non-essential services are deactivated in the system. In addition, access rights that 
are not required are deleted. 

 

Penetration Testing: Penetration tests for the MindSphere Platform are performed at regular 
intervals by the Siemens CERT Security Assessments (CSA) to assess potential security 
issues in the MindSphere Platform. Findings from the penetration tests are followed-up 
according to their criticality. 

 

Security Patch Management: The security patch management process mitigates threats and 
vulnerabilities according to the applicable Siemens security standards. Security teams rate 
security patches based on the CVSS (Common Vulnerability Scoring System) standard for 
operating systems, databases and virtualization in cloud services upon occurrence and 
assigns them into categories. The security teams discuss the priority of the relevant patches, 
assess the risk, set the final priority, and work out an implementation plan. The 
implementation plan is carried out by the change management process. 

4.9 Communications security 

All communications to the MindSphere Platform from an external network (e.g. from 
MindConnect Nano or Web-Browsers) is done using HTTPS. 

 

Customer Segregation / Network Segmentation: The MindSphere Platform is setup in a 
fenced network, separated from the Siemens or the supplier’s internal network. 

Individual applications run in sandboxed environments, isolated from each other, and also 
isolated from the systems that manage the MindSphere Platform infrastructure. The internal 
traffic is controlled by firewalls. 

4.10 System acquisition and development 

All third party software components, in particular, open source components, are evaluated 
for threats and vulnerabilities against Siemens standard product guidelines. 

4.11 Supplier relationships 

Sub-contractors are reviewed for IT compliance requirements. Evidence (e.g. audit reports, 
certificates etc.) is requested from the sub-contractor, if specific IT compliance requirements 
need to be fulfilled.  

4.12 Information security incident management 

Management of information security incidents and improvements 

Security Incident Management: MindSphere follows a security incident management process 
which is aligned with Siemens Information Security guidelines, to enable the restoration of 
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normal service operation as fast as possible and minimize the adverse impact on business 
operations. All identified security incidents concerning MindSphere are handled by Siemens 
ProductCERT4 (productcert@siemens.com). This is the central team for responding to 
potential security incidents and vulnerabilities related to Siemens products, solutions and 
services. 

 

Continuous Improvement: Siemens identifies and documents the lessons learned from 
information security incidents and vulnerabilities. This information is used to perform 
improvements to the security organization and / or security framework as well as the security 
incident management process if necessary. 

 

Obligation to Notify: Siemens will notify via defined communication channels about data 
security breaches to the affected customers according to the applicable regulations. 

4.13 Information security aspects of business continuity 
management 

Business Continuity 

Disaster Recovery: Within a data-center site, a formal system backup process and schedule 
is followed. MindSphere Platform is currently not enabled for multi-site disaster recovery. 

The MindSphere Platform provides for business continuity by measures such as Security 
Incident Management, data back-up/restore and availability management. 

 

Redundancies 

Highly dependable equipment, such as routers, switches, and load balancers, are configured 
and deployed redundantly in the cloud infrastructure designed to provide high availability 
access. 

 

 

                                                      
4 http://www.siemens.com/cert 
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For more information on how to get started using 
MindSphere, visit 

www.mindsphere.io   

 
 

 

 

Security disclaimer 

Siemens provides products and solutions with 
industrial security functions that support the secure 
operation of plants, systems, machines and networks. 

In order to protect plants, systems, machines and 
networks against cyber threats, it is necessary to 
implement – and continuously maintain – a holistic, 
state-of-the-art industrial security concept. Siemens’ 
products and solutions only form one element of such 
a concept. 

Customer is responsible to prevent unauthorized 
access to its plants, systems, machines and networks. 
Systems, machines and components should only be 
connected to the enterprise network or the internet if 
and to the extent necessary and with appropriate 
security measures (e.g. use of firewalls and network 
segmentation) in place.  

Additionally, Siemens’ guidance on appropriate 
security measures should be taken into account. For 
more information about industrial security, please visit 
http://www.siemens.com/industrialsecurity. 

Siemens’ products and solutions undergo continuous 
development to make them more secure. Siemens 
strongly recommends to apply product updates as 
soon as available and to always use the latest product 
versions. Use of product versions that are no longer 
supported, and failure to apply latest updates may 
increase customer’s exposure to cyber threats. 

To stay informed about product updates, subscribe to 
the Siemens Industrial Security RSS Feed under 
http://www.siemens.com/industrialsecurity. 
 
 
 
 
 
 
 
 

General disclaimer 

This document is not part of and/or subject to the 
agreement regulating the use of the MindSphere 
Services or the purchase of MindConnect Elements. 
Siemens has no obligation to pursue any course of 
action outlined in this document, nor to develop or 
provide any security features or functionality 
mentioned in this document. The information in this 
document is not a commitment, promise, or legal 
obligation to deliver any material, or to develop and 
provide and security feature or functionality. All 
forward-looking statements are subject to various 
risks and uncertainties that could cause actual results 
to differ materially from expectations. Readers are 
cautioned not to place undue reliance on these 
forward-looking statements, which speak only as of 
their dates, and they should not be relied upon in 
making purchasing decisions This document is 
provided without a warranty of any kind, either 
express or implied, including but not limited to, the 
implied warranties of merchantability, fitness for a 
particular purpose, or non-infringement. Siemens 
assumes no responsibility for errors or omissions in 
this document, except if such damages were caused 
by Siemens intentionally or grossly negligent. 
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