
104

SUMMARIES OF THE SESSIONS

Crypto-currencies: 
which policy approach?

1. Potential benefits and challenges associated with 
crypto-currencies and DLT
1.1. Prospects of crypto-currencies and their underlying 
DLT technology
An industry representative believed that, in a digital world 
and a digital financial context, there is a need for some kind 
of digital currency. Bitcoin has triggered in-depth analysis 
about what these currencies involve, but it is probable that 
it will not be the model for crypto-currencies in the future. 

An official emphasized that crypto-currencies should 
be distinguished from the underlying technology (i.e. DLT 
(Distributed Ledger Technology) or blockchain). There is 
a broad agreement among the public authorities and the 
industry that the potential applications of the underlying 
DLT technology are worth exploring. The official also 
remarked that there is a focus on bitcoin at present, but 
there are more than 1,500 crypto-currencies in use. The 
first four are however considered to represent 70% of 
transactions.

Several panellists agreed that while the prospects 
of crypto-currencies are uncertain, the DLT technology 
underlying bitcoin could have very positive applications in 
the financial sector. An official mentioned that DLT can 
help to cut out intermediaries in financial transactions and 
reduce fees. An industry representative emphasized that 
DLT protocols are extremely useful, with many potential 
applications that could provide improved efficiency, 
transparency and traceability of operations. Where 
DLT can be the most beneficial is to help accelerate and 
improve the efficiency and reliability of complex processes 
involving many intermediaries and operations and the 
handling of large amounts of documents. That is the case 
for example of trade finance transactions for which tests 
have proved that the standard delay of 7 to 10 days can be 
reduced to 2.5 days with a DLT system. Other interesting 
areas of potential application include long-term credit 
and loans to large companies, cross-border payments and 
foreign exchange.  

DLT however has limitations in terms of scalability 
and speed at present due to its decentralised nature and 
the need to manage identity and privacy. Central banks 
are assessing the possible use of DLT with permissioned 
blockchain to optimise some of their processes, such 
as collateral management or real-time gross payments, 
an industry representative mentioned. Concerning 
payments, there could be some efficiency gains compared 
with the current TARGET2 system, but these would not 
be huge and it is doubtful whether DLT technology will 
eventually allow sufficient scalability for this to be possible, 
because the execution of payments involves only a limited 
number of participants (a few thousand institutions 
related to a central bank). An official confirmed that there 
is no benefit at present in using DLT to replace existing 
financial market infrastructures (FMIs) but this may 

come in the future. Another official added that limited 
speed is another drawback of decentralised technologies, 
compared to the infrastructures currently used in the 
interbank space that allow the processing on a real time 
basis of hundreds of thousands of transactions. DLT has 
not reached that capacity yet and this might take decades. 
This is an important element because the financial world 
operates in real time. Another challenge is providing a 
sufficient level of trust to the different counterparties 
participating in a transaction, an industry representative 
stressed. This might require moving to a system that is not 
fully decentralised, with a few trusted agents specialising 
in specific fields.

The industry representative added that there are 
also interesting applications in the tokenisation of assets, 
which is indirectly related to crypto, such as initial coin 
offerings (ICOs). This type of funding is an alternative or 
complement to private equity and it may help to increase 
the investor pool. Unfortunately, ICOs are exposed to 
frauds and raise concerns in terms of investor protection 
and anti-money-laundering (AML) which will need 
mitigating with further regulation. 
1.2. Issues raised by private crypto-currencies
Different issues and shortcomings associated with the use 
of current versions of crypto-currencies were discussed. 
An official noted that the General Manager of the BIS 
had summed up these issues well, describing bitcoin 
as ‘a combination of a bubble, a Ponzi scheme and an 
environmental disaster’. 

Firstly, bitcoin and other so-called crypto-currencies 
raise terminology issues, an official stated. They claim to 
be currencies, but from a central-bank point of view they 
are not because they do not satisfy the three functions of 
money: (1) their value fluctuates very significantly meaning 
that it is difficult to use them as a unit of account; (2) as 
a medium of exchange they are less effective than fiat 
currencies since their price fluctuates significantly, they 
generate relatively high transaction costs and there is no 
guarantee of reimbursement, and (3) their lack of intrinsic 
value and guaranteed convertibility into fiat currency and 
the fact that they are not based on any underlying economic 
fundamentals mean that they cannot be used as a trusted 
store of value. This is an important problem because in the 
eyes of the public a currency has attributes and protections 
associated with it, starting with the capacity to convert it 
at par into bank notes or central-bank money or the ability 
to be repaid if there is fraud. Nothing like that currently 
exists for crypto-currencies, so misleading messages need 
to be avoided. 

Their benefits in the retail area are also doubtful, 
several speakers pointed out. An official emphasized that 
there is already a great deal of supply of payment solutions, 
both domestic and cross border, so it is difficult to see what 
additional benefits can be brought by crypto-currencies in 
that area. Commercial bank money is the most used asset 
for retail payments, but the existing payment systems 
perform the bulk of transactions with central-bank money, 
which is not the case for crypto-currencies. The official 
added that it is often claimed that crypto-currencies may 
help to bring down costs, but the balance between costs 
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and safety needs to be looked at for retail solutions. What 
has not been developed yet is a disruptive solution which 
brings down cost and provides the same level of security 
and safety that central banks have collectively delivered for 
the payment system. 

Thirdly crypto-currencies are exposed to risks 
of fraud and can easily be used for criminal activities. 
An official mentioned that with a fully distributed and 
decentralised ledger, it is possible, when owning more 
than 50% of the coins or items issued, to manipulate the 
technology, even to the point of shutting it down. A study 
produced for the ECOFIN has also shown that bitcoins 
are widely, up to one third, exchanged for Russian 
roubles, with transactions in dollars, pounds or euros 
representing a much lower proportion. This indicates 
that not all bitcoin purposes are legitimate. An industry 
representative emphasized that anonymity is also a key 
feature of crypto-currencies. This preserves privacy and 
means that they can potentially be used as a substitute 
to physical cash, but also for criminal, money-laundering 
or terrorist financing activities. However, if we decide to 
move towards fully identified digital currencies, there is a 
risk that other anonymous currencies might develop, e.g. 
a dollar-based anonymous currency, so caution is needed 
in this area.

A fourth issue are the increasing amounts of energy 
that crypto-currencies are burning. An official mentioned 
that there are several analyses and estimates for bitcoin 
varying between 9 TWh and 70 TWh, which corresponds 
to the energy consumption of some small countries, so 
it is not sustainable. This comes from the decentralised 
nature of the network, which makes it energy-intensive 
and slow. An industry representative however observed 
that many experts believe that this technical limit 
may be solved eventually through an improvement of 
technology, because every block does not need to contain 
all the information. 

2. The prospects of Central Bank backed 
crypto-currencies (CBCC)
2.1. Potential benefits and risks of CBCCs
Several panellists suggested that central bank backing 
with certain types of blockchain could offer opportunities 
to crypto-currencies in the future to become alternatives 
or complements to traditional currencies in certain 
circumstances. Central bank backed crytpto-currencies 
(CBCC) could facilitate access to finance in emerging 
countries for example, where financial inclusion is limited. 
An official described the specific legal situation in Sweden, 
where the central bank, the Riksbank, is considering the 
issuance of a central-bank digital currency, the e-krona. 
The reason behind this is that Sweden does not have a legal-
tender obligation, meaning that shopkeepers are stopping 
to store cash, because it is expensive, and accept only 
digital cash. That worries the Swedish Riksbank because it 
might lead to a situation where people have to rely mainly 
on digital cash backed by private banks. Another official 
emphasized however that central bank backing might 
take away one of the major appeals of crypto-currencies at 
least to some people, which is their decentralisation. Some 
central banks such as the Riksbank might start issuing a 
digital currency one day, but that might not be in the way 
that the supporters of crypto-currencies want it to be.

Another concern that some speakers raised is that 
CBCCs could facilitate bank runs, because they could make 
it easier to move cash from commercial banks into digital 
assets backed by the central bank. An official noted that 
the Bank of England had issued a working paper in May, 

which suggests ways in which CBCCs can be designed to 
avoid bank runs. The main idea is that the CBCC would 
not be exchangeable with commercial-bank deposits in 
all circumstances. Limiting the convertibility of CBCCs 
might mitigate the risk of a bank run and make CBCCs 
safer but might also take away one of their major benefits. 
When thinking about these issues, it is important however 
to separate the implications of a system built from scratch 
from those of a system building on the current position, 
the official observed. Starting from the current position 
means that conditions regarding convertibility may be 
necessary and most central banks are likely to require 
non-convertibility for the provision of central-bank 
digital currencies. 
2.2. Implications of central bank accounts
An official suggested that providing everyone with the 
possibility of opening a central-bank account could be 
an alternative to a central-bank digital currency. Several 
panellists however believed that this possibility should be 
approached with caution due to its implications for the 
banking sector and the financial system at large. Some 
panellists pointed out that there may be no difference 
between allowing access to the central bank account, the 
central bank issuing digital currency, and CBCCs.

An industry representative emphasized that it is 
necessary to consider the overall impacts of central-bank 
accounts. They have advantages in terms of monetary 
policy, since negative rates can be applied if necessary for 
example, but have far-reaching implications that need 
bearing in mind. An account in a ‘super-safe institution 
with deep pockets’ such as a central bank would indeed 
offer people a level of safety that can be found nowhere 
else in the financial system. This means that the central 
bank would naturally attract a large amount of deposits 
and savings, unless commercial banks were able to 
offer high interest rates, thus depriving the latter banks 
from resources and reducing their lending capacity. 
If banks can no longer lend enough to the economy, 
an alternative could perhaps be to set up a new public 
institution related to the central bank in charge of 
screening loan applications and managing risks. This 
would however lead to the creation of a ‘super-monster’ 
in charge of a large part of the financial system including 
monetary policy, financial stability, supervision and the 
entire range of banking activities, which is difficult to 
imagine in the existing open-market economy. Another 
official agreed that with central-bank accounts, the role 
of the central bank in the financing of the economy 
might change dramatically. Also, there is an implicit 
division of labour between banking institutions and the 
central bank, in terms of serving retail needs that might 
be jeopardised.

A public representative believed that access to 
central-bank accounts and central bank backed digital 
currencies are two different questions and that one can be 
developed without the other. In additional a model where a 
large amount of the money used would come directly from 
the central banks rather than being created via private 
banks could be an interesting model to further evaluate. 
This would have a transformative impact on banking 
models, but it would also raise interesting questions about 
the responsibility of central banks. The speaker was not 
convinced by the arguments that this would make central 
banks too large, because to some extent their balance 
sheets have already significantly increased. The speaker 
added that it is possible to run a bank without a great deal 
of deposit-taking and to run a central bank with significant 
deposit-taking.
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An industry representative stated that a bank, by 
definition, is an institution that takes deposits in order to 
grant loans. So, if there are no more deposits, it is no longer 
a bank. A public institution close to the government can 
be created for screening loan demands, if many deposits 
move out of commercial banks, but that would be an entire 
change of model. The capacity for commercial banks to 
create money can be curtailed or made safer in many ways, 
but a bank needs to take deposits to be considered as such.

3. Possible policy approach regarding 
crypto-currencies
3.1. Main questions to be addressed regarding the 
regulation of crypto-currencies
An official suggested that the starting point when thinking 
about policy actions in the area of crypto-currencies 
should be the interface between the digital and the ‘real’ 
world, since that is where most risks might materialise. 
This includes consumer and investor protection issues as 
well as money-laundering risks. Some of these issues might 
emerge also solely in the digital world, for instance in the 
context of ICOs. When looking at the legal background, 
many digital assets seem similar to real world assets, so 
the present legal system should be capable of dealing with 
possible issues. 

A public representative mentioned that the European 
Parliament report on crypto-currencies and blockchain 
had recommended addressing risks at the interface 
between the digital currency and the rest of the world, 
which includes mitigating risks associated e.g. with digital 
wallets and proposing Know Your Customer measures. A 
positive aspect about DLT technology is that it makes it 
somewhat easier to trace transactions than with cash. 

Another official stated that in terms of the possible 
regulation of crypto-assets three questions need addressing. 
The first question is who to regulate. One issue with crypto-
assets is that there is no identified issuer behind the asset. 
That is a fundamental and unprecedented characteristic. 
In terms of regulation of payments, those who provide 
services associated with the issuance of assets and their 
conversion into fiat currency or commercial-bank money, 
will therefore probably be the main target, although this is 
still a developing ecosystem. The second question is what 
type of risk to regulate. For the time being, the priority is 
criminal abuse. Money-laundering, investor and consumer 
protection risks and market integrity issues including the 
manipulation of the prices of conversion are important 
issues. Financial stability risks are less of a priority for the 
moment, given the limited state of development of cryto-
currencies compared to the total amount of currency in 
circulation. The huge price fluctuations that can be observed 
might however create shocks in the future, with spill over 
effects and financial-stability consequences, therefore 
these risks need monitoring as well. The third question 
concerns implementation. In terms of geographical scope, 
the cross-border dimension of these activities requires 
close coordination between jurisdictions, a first step in 
Europe being the fifth anti-money-laundering (AML) 
directive that establishes a common stance for that type 
of risk. A second requirement is regulating technology in 
a way that is proportionate and does not stifle innovation. 
An industry representative agreed that a technology that 
is in its infancy cannot be regulated in detail, but on the 
other hand waiting for it to develop could eventually create 
problems. DLT should not be regulated too early, but 
there should be on-going cooperation between the public 
authorities and the private sector to develop joint learning 
in this field.

A third official was not sure that crypto-currencies 
are easy to regulate. The touchpoints with the standard 
financial system can be regulated, but crypto-currencies 
could develop into an alternative financial system, 
becoming units of account and means of payment that 
never touch the regular financial system. There are 
already cases where bitcoin must be owned in order to 
participate in ICOs, so this is a potential risk. In addition, 
the official did not consider that risks associated with 
crypto-currencies are specific, although they are quite 
challenging to mitigate. Consumer protection is mostly 
related to financial literacy, which is a general concern 
in the financial sector. AML is a major issue, but it is not 
specific to crypto-currencies either and there are major 
risks with ordinary cash.
3.2. Possible policy approach
An official believed that a safe environment provided by 
an appropriate supervisory and regulatory framework 
is needed to foster the development of technology and 
suggested two ways of addressing the regulation of crypto-
currencies. The first is some form of labelling, which 
would be an optional application of a crypto-currency 
framework aiming to identify services that fulfil a set of 
predefined requirements. Then potential users and the 
market can decide. The other is based on the principle 
of proportionality. This has been used in Europe for 
payments, with requirements indexed on the degree of 
development of a given activity. Reduced requirements are 
possible, depending on the scale of the activity, as well as 
some exemptions. 

An industry representative stressed that moral 
persuasion on the part of the authorities could be an 
effective way forward. The recommendation that the EBA 
made in 2014 to the national supervisory authorities to 
discourage banks in particular from buying, holding or 
selling crypto-currencies has been effective. If the banking 
system is not involved, it is difficult for a currency to 
develop, especially if not backed by a public authority. 

An industry representative emphasized that 
DLT standards need to be developed with a European 
perspective from the outset, in order to avoid extensive 
harmonisation and interoperability work down the line. 
The EU blockchain initiative that was launched at the 
beginning of 2018 with the support of 23 countries ready 
to experiment and share knowledge, together with the 
private sector, is a positive example in this regard. The 
commitment of the FSB to issue guidance at the end of 
the year on DLT also gives hope that global thinking can 
move forward in this area. Answering a question from the 
audience about the need for common European standards 
(e.g. regarding bitcoin trading platforms) in order to avoid 
regulatory arbitrage, an official stated that a level playing 
field is needed based on common definitions of financial 
instruments and trading venues. A public representative 
emphasized the tension that needs tackling between 
national jurisdictions in the EU developing new activities 
and trying to attract new business (e.g. in the area of 
ICOs) on the one hand, and on the other hand the need to 
ensure that appropriate standards are met at the European 
level. The speaker recommended a cautious approach 
at the European level in order to ensure sufficient 
investor protection. 

v
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Harnessing the potential 
of fintech and digitalisation 
in the EU

1. How can fintech and digitalisation 
benefit markets and consumers, and what 
are the risks? 
1.1. Examples of areas of development and specific 
projects that showcase the potential of fintech and 
digitalisation – artificial intelligence, blockchain, and 
the cloud
An industry representative stated that digitalisation will 
fundamentally change the ways that consumers and 
corporate clients interact, buy products, buy services, 
and leverage things. Over time, this will become more 
experience-focused and less of a transactional interaction. 
Barriers to accessing the digital space are falling away, 
although more still needs to change, and as such the 
quality and provision of products is going to increase 
exponentially. An industry representative stressed in 
this respect that although securities markets have been 
digitalised for some time, the same processes that were 
used during the days of floor trading have been more or 
less replicated in the digital world. Securities markets now 
need to rethink their value chains, because new technology 
can make these markets much more efficient, especially 
with distributed ledger or blockchain technology.

Another industry representative stated that their 
company has embarked on a major Distributed Ledger 
Technology (DLT) project, re-platforming its trade 
information warehouse, and it is noted that although 
some temporary new friction has inevitably been created, 
their company sees a great deal of promise in it. This is 
currently a private chain that is not particularly distributed, 
but as build phases continue, this is likely to be its end 
state. Their company is also looking closely at artificial 
intelligence, which is showing particular promise on the risk 
management side, and in the cloud space. Their company 
has been having an important ongoing conversation with 
its cloud vendor to resolve the issues that have arisen. 
The industry representative added that their company is 
interested in bitcoin ETFs, although no ETF product has yet 
been approved by the national supervisor. 

A central bank official stated that the core of 
digitalisation is innovation, which their institution sees 
as very positive. This major innovation, which contains 
elements of creative destruction, is positive for consumers, 
because it offers more choice and more efficiency along 
the value chain and creates a much broader offer across 
Europe. Financial services are no longer bound to a certain 
place, and making information about markets much easier 
to access is good for those markets and for economists.

A panellist commented that blockchain technology 
will also be able to greatly benefit the public sector as it 
becomes more established and secure. One example is 
securities transactions, where regulators will be able to 
access real-time data and use it as a trial for detecting 
market abuse.
2. How does the EU’s approach to fintech and 
digitalisation differ from other regions?
2.1. The major differences and points of similarity 
between the EU and the US
An industry representative stated that there is currently 
friction in the value chain; this friction is particularly 

noticeable in the EU, which is 28 markets containing 500 
million people, as opposed to the US, which is a single 
market with 320 million people. This friction will reduce 
as a result of new technology, but it is not yet clear whether 
current industry players will introduce this technology, 
or whether other organisations will do so. One panellist 
commented that it is clear that Europe will need to rethink 
the Capital Markets Union, and new technologies might 
play a key part in encouraging integration and breaking 
down barriers.

Although the European Commission’s FinTech action 
plan is good, Europe is lagging behind in this area, and 
needs to become more agile and faster in terms of decision-
making. For instance, their institution had wanted to use 
a solution based on cloud technology, currently in use in 
the US and in the Nordic countries; however, it was not 
allowed to do so, because the regulators did not have a view 
on how to handle data in the cloud. This institution was 
therefore forced to ‘de-cloud’ that solution, incurring extra 
costs and friction; 12 months later, it received approval to 
put the solution into the cloud, and is now working on ‘re-
clouding’ that technology. 

Another industry representative commented that 
one helpful aspect of the US’s policy approach is that 
policy in capital markets is generally technology-neutral. 
This allows firms to try new and different tools as they 
emerge, which has served the US marketplace and 
investors well. 

An official stated that the single market is one 
major advantage of the European Union. In the areas 
of blockchain and artificial intelligence, the financial 
industry needs to implement them and inform regulators 
of what impediments they have identified in the current 
legislation. Regulators will then need to remove those 
impediments while ensuring financial stability and 
investor protection. The official noted that they would be 
reluctant to use legislative action to ‘push’ a market, as this 
often has the opposite result to the one intended. 
2.2. Regional variations in approach
2.2.1. Can, and should, the Nordic approach be replicated in 
other areas of the EU? 
The speaker stated that the success of the Nordic countries 
is due to a combination of digital and cultural factors. 
The exchanges that their organisation runs have been 
digitalised for quite some time, and contain very well-
developed online banking, online brokerage and online 
trading environments, among others. This, combined 
with the culture of equity investments, has created an 
ecosystem that is favourable for capital raising and good 
investments. 

The Swedish ecosystem listed 100 new companies 
last year, the fifth consecutive year in which it listed a 
large number of small companies. This is the result of 
a combination of decisions over the past 20 years or 
more, the first of which was how Sweden deals with 
its pension system: investors and savers decide for 
themselves where a small part of their pension should 
be invested. Six years ago, investment saving accounts 
were introduced in Sweden, which represented a 
revolutionary development; they have now been 
copied as best practice in Norway and Denmark, and 
a couple of weeks ago, Finland decided to implement 
it as well. This makes it easier than ever before to save 
into ETFs, mutual funds and direct equity. The industry 
representative expects that a ‘Nordic pole’ will emerge, 
and the EU could do more to share best practice, such 
as by creating a handbook dealing with how to create a 
culture of investment. 
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A panellist observed that Sweden’s methods of 
financing small companies are quite persuasive. Cultural 
factors, such as the treatment of tax and language issues 
and knowledge of technology, appear a significant 
part of it. 
2.2.2. What specific developments are taking place in France 
and in Germany?
An official stated that in late 2017 France modified 
its securities law, enabling the transfer of property 
materialised through a blockchain. Doing so means 
defining a blockchain from a legislative perspective, which 
is not easy, and also ensuring that security measures 
are introduced to ensure that the transfer of property 
is genuinely materialised. Conversations about this are 
currently taking place with the European Commission 
and data privacy regulators, with the goal of remaining 
technology-neutral. 

Another official added that all of Germany’s existing 
players are innovating dramatically. Fintech companies 
may no longer be the main players in this space: the 
larger players are innovating much more, and have far 
more power, banking licenses, and means available to 
them. The challenge for regulators is now managing 
the financial technology being developed by a variety of 
players, including banks, fintechs, and large technology 
companies. 

They added that regulators and supervisors are also 
innovating: real-time supervision carried out by sensors 
in banks’ IT systems represents a major opportunity 
for supervisors.

3. An environment conducive to harnessing 
the potential of fintech and digitalisation
3.1. Regulatory challenges regarding digitalisation 
and fintech
An industry representative stated that regulation tends 
to be based on the entity, rather than the activity and 
risk level, which puts banks at a disadvantage. Their 
organisation either builds businesses internally, invests in 
them externally, or buys them; if it aims to build a business 
internally within the fintech space, it will probably incur a 
‘regulatory drag’ of about 30% to 40%. 

Responding to this point, an official stated that 
supervisors and regulators face problems as a result of 
the fragmentation of the value chain: banks split their 
core business into different parts and different tasks, 
and regulators need to be sure that the responsibilities 
of the bank managers are not cut off by these positive 
technological developments. That is why they insist that 
management take responsibility for the services that they 
have attributed to computers, algorithms and clouds in 
various parts of the world. However, supervisors do not 
want to act as an obstacle to increased efficiency in the 
banking industry, and need to find a way to meet their own 
responsibilities for the financial stability and resilience of 
institutions.

Another industry representative stated that a 
locational policy is not the best way to ensure privacy 
or data security. The EU and policy-makers around the 
world have been very good at dealing with some of these 
technologies, especially newer ones like distributed 
ledger technology and AI. Policy-makers have spent time 
educating themselves about how these technologies 
might impact the marketplace; however, more education 
is necessary.

Another central bank official stated that 
digitalisation poses large and interesting challenges for 
legislators and regulators. First, they need to be good 

at understanding what digitalisation means, including 
recruiting people who have this specialised knowledge. 
Regulators need to protect financial stability, investor 
protection and other important safeguards while 
simultaneously understanding the potential benefits that 
new technologies can create. 

The panel agreed on the fact that getting the 
regulatory approach right is very important, and this 
matrix of technologies and regulatory approaches could 
be a significant driver of European integration in the 
future; there is a need to be very careful in this space. 
3.2. The importance of technological neutrality
An industry representative stated that remaining 
technology-neutral requires regulators to take some 
positive action: the regulation produced 10 years ago 
was not written with blockchain technology or artificial 
intelligence in mind, and regulators will need to identify 
whether it contains some impediments to the sound 
development of such technologies.

An official added that this space is evolving, and the 
only thing that regulators know for sure is that they do not 
know what this area will look like in one to three years’ 
time. As such, it is important to create an evolving piece 
of legislation; it is easier to do so when the industry asks 
for this kind of legislation. This has been the case with 
blockchain, crowd-funding and ICOs. It is what France 
intends to do with the PACTE bill that is currently going 
through the legislative process. 

Another official agreed that the regulatory and 
supervisory approach needs to be technology-neutral, 
enabling the development of new technologies and 
products that do not fit into the framework of existing 
regulation. The task of regulators is to devise rules to 
mitigate the risks that exist.

A second industry representative agreed that they 
would like an environment of technological neutrality, 
which does not currently exist in some areas. Unless there 
is a level playing field in the area of data, companies like 
theirs are at a significant disadvantage, particularly where 
they are using machine learning and AI to help them make 
decisions faster and experiment more. 
3.3. Leveraging sandboxes
An industry representative stated that the sandboxes 
that exist are not broad enough, even if they are 
developing in the right way. In particular it is difficult to 
have a sandbox within an organisation: often, creating 
a business or putting a proposition to a client is based 
on fixing a problem, and that problem is often made up 
of multiple technological areas and components. If the 
regulation and approach is different for each, this has a 
significant impact. 

Another industry representative agreed that there 
is a regulatory drag on institutions that have a host of 
significant responsibilities from regulation. However, 
in this representative’s view, regulators and supervisors 
have mostly struck the right balance. They have to ensure 
that regulations that have been in place for a long time, 
and with good reason, are adhered to. Supervisors should 
not  suspend regulations relating to prudential practice 
‘willy-nilly’.

v
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The role of digitalisation in 
further integrating EU retail 
financial services

Retail financial service markets in the EU have 
not integrated much in recent years, which is likely to 
change due to digitalisation. In this perspective, the 
panel considered areas of expected high impact and the 
challenge of that impact for the industry. The impacts 
on retail payments and on market infrastructures, such 
as derivative-market infrastructures or securities-market 
infrastructures, were not covered.

The panel had two parts: first, the issue at hand, services 
expecting the highest impact from digitalisation and why. 
It also considered current obstacles to further cross-border 
integration and notably the extent to which customer and 
data protection may create new challenges and complicate 
things. The second part dealt with policies and the future EU 
frameworks, which may be needed to reach new frontiers for 
digitalisation and avoid fragmentation. 

1. The main impacts of digitalisation and its role 
in further integrating EU financial markets
1.1. Benefits and concerns associated with the 
development of digitalisation and related 
disruptive processes
An industry representative advised that there is a personal 
and institutional passion about what technology can bring 
to end-investors, market participants and society at large. 
Opportunities in this respect are the two main challenges 
for retail investors who do not save enough for retirement 
via Pillars II and III savings and often only hold cash. 
According to an Investor Pulse survey, two-thirds of retail 
investors’ assets are held in cash, which is suboptimal to 
achieve a long-term beneficial outcome for investors. 
Technology can help here.

An industry representative noted that retail clients 
are increasingly adopting digital channels and mobile 
phones for investments. In a country like Germany, one 
third of clients buy a mutual fund online; in Sweden, 
it is already 60%. This rate increases every year, so is a 
good basis.

A public representative advised that this is not a 
business as usual situation. Digitalisation comes with a 
disruptive way of doing business and of dealing with day-
to-day issues. It is a disruptive process, which requires 
recreating the way business was done up until now and 
reinventing internal mechanisms of functioning, as well 
as how customers and databases are dealt with. Improving 
existing business models will not be enough to do the job. 
Furthermore, such a disruptive process will not only change 
financial systems and economies, but also impact social 
and financial inclusion, and financial and digital literacy. 
Citizens must be prepared to deal with new technologies, 
because a bank, company or start-up has the means to adapt 
or create new rules. That is difficult for the normal citizen.

A public representative stated that the impact on 
citizens’ day-to-day lives and how consumers will deal 
with new technologies must be considered. Technologies 
should be available to and benefit everyone. It will be 
more cost-efficient and more transparent. It solves many 
problems, but whether European citizens will have access 
to this technology and be able to understand or deal with 
it properly is key. There are dangers and customers need 

protection. Cybersecurity is another important issue. It is 
a complex environment and the European Commission is 
already working in this field. Discussions with industry are 
more efficient than ever. 

An industry representative noted that things are 
not always smooth. It is often said that digitalisation 
will promote access to banking services, but that is not 
necessarily the case. It may not be everywhere or for 
everyone. Banks have a strong and long experience of 
fragile clients and a specific public mission of banking 
accessibility that has been undertaken for decades. A 
decision was made recently to tackle banking and digital 
exclusion together. It should not be forgotten that 
digitalisation also creates banking exclusion. 

An industry representative advised that digitalisation 
has two business models: the first and most common 
is full, non-fee-paying, funded by resale; then there is 
fee-paying with personal data protection. European 
citizens and European policy must study whether these 
models can coexist, the choice given to customers and 
the macroeconomic consequences. Balanced models that 
allow for a wide provision of services are required.
1.2. Opportunities and threats for incumbents 
associated with fintech
A Central Bank official noted that European banking 
practice is small compared with other countries. Only 
Germany is among the top seven global fintech hubs, with 
a staff size of one-sixth and an investment one-tenth of 
California’s. European fintechs must improve greatly in 
order to play a major role. However, at present the issue is 
primarily matching non-EU tech firms and EU incumbent 
banks, not fintechs and non-EU tech firms.

An industry representative noted that moving the 
discussion towards service providers and away from banks 
makes sense. Customers expect banking services to be 
available everywhere, at any time, with real-time answers, 
which is a tremendous challenge for banks. Digitalisation 
provides an opportunity to meet this new demand. Banks 
are investing billions of euros in upgrading systems 
and implementing digitalisation for KYC and online 
authentication, so fintech and traditional actors should 
not oppose this investment.

An industry representative advised them that fintechs 
bring to traditional banks the ability to develop answers 
to new challenges, on a small scale but rapidly. The bank’s 
knowhow is on scaling up solutions that are imagined 
and drafted by service providers. Designing a service that 
seems to function for tens of thousands of customers and 
scaling it to tens of millions of customers is different. This 
is typically banks’ knowhow, but other actors will have the 
same knowledge available. Banks have experience of many 
customers and of regulation and supervision. Fintechs 
should not be seen as a threat but as partners.

A Central Bank official questioned the strengths 
of the different institutions. The GAFAs can build new 
infrastructure from scratch without legacy IT. They have 
economies of scale and are attractive employers to fintech 
talent, with a data-driven business and a large database on 
customer behaviour. Alternatively, incumbent banks also 
have strengths, the most important being trust. They bother 
about data privacy, which can be an asset in this debate. 
In addition, they have a physical asset base in the form of 
complex products as well as an established relationship with 
key customer segments, which could be another advantage. 
1.3. Robo-advice for retail investors shows high 
development potential
An industry representative advised that standard 
transactions are going digital, while the hybrid model 
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will be the most successful for more complex needs and 
the provision of advice. Monitoring 200 robo-advisors 
providing online investment advice globally shows 80% of 
flows with institutions that offer digital advice in a hybrid 
model, where there is access to a financial advisor via 
webchat, phone or in branch. Financial advisors are still 
needed, but it is a different way of transacting with end-
investors. A segment will be fine doing it online alone, but 
many clients still need the trusted human to talk to.

An industry representative considered that two areas 
of investment technology generating the most passion 
are robo-advice and digital passporting. Discussions with 
major distribution partners about offering robo-advisor 
technology are ongoing, and that it facilitates ease of access 
for end-investors and improves investment outcomes is 
clear. Some call it the democratisation of private banking 
because robo-advice can combine financial wealth and 
retirement-planning tools: particularly proper, fully 
compliant advisory processes that guide the end investor 
to a portfolio usually offered to clients and which is well-
diversified, focused on asset allocation and able to be 
implemented with cheap and efficient building blocks. This 
has the benefit of demonstrating to end-investors the need 
for longer-term investment horizons and perspectives, 
and guiding investors to portfolios that match their needs, 
requirements and risk profiles, something which can be 
adjusted.

This can have two benefits: including one for 
investment performance. For the cash and securities 
holdings of retail investors in a country like Germany or 
Austria, just 1% higher performance on average would 
correspond to a 1% GDP effect, which is quite a benefit 
for society. Second, on costs, the average mutual fund 
bought by a retail investor in the EU three years ago would 
have costs of at least 2.5%, considering production and 
distribution. Market robo-advice offerings have all-in fees 
of between 1% and 1.5%, which is half the price level for an 
all-in investment offering to retail clients.

A panellist asked about the number of robo-advisors 
and the industry representative noted roughly 200. The 
panellist wondered whether that number is the entire 
universe and was advised that new robo-advisors are 
introduced to the market daily. The panellist also asked if 
they were followed by clients investing in them. 

An industry representative compared Europe and the 
US. An estimated aggregate of robo-advisor assets would 
be slightly more than 200 billion sitting with these models, 
of which around 4-5 billion is in the EU. The rest is in the 
US. The biggest dynamics in Europe are in Germany and 
the UK. Germany has 40 models in the market, and the 
UK follows close behind. Austria has one small provider. 
Europe is lagging behind the US significantly, and cross-
border provision of the service is currently concentrated 
in large countries.

A panellist noted that 200 robo-advisors with 200 
billion under management does not mean much under 
management on average. The industry representative 
agreed as it is still in the early stages.
1.4. Giving the same access to client data may facilitate 
the cross-border provision of financial services
An industry representative considered pass-porting in 
the provision of cross-border services, where the end-
investor faces situations such as switching a provider. 
There are new fact checks every time, namely Know Your 
Customer (KYC) and profiling checks, which make it 
difficult for a private investor to have an overview of the 
entire financial situation. It is not a motivation to be open 
to new offerings. A project that could bring real benefits 

to end-investors and make their lives easier would be to 
give the same access to client data. It would also benefit 
insurers, asset managers and bank industries as well as 
regulators. This is positive provided that proper data 
protection is in place and clients are assured that they 
control their data.

2. The possible need for a faster and more proactive 
regulatory approach at the EU level to foster an 
appropriate development of digitalisation
2.1. Building on national initiatives, a more proactive 
and harmonized regulatory approach at the EU level 
should contribute to reducing the domestic and 
regional bias prevailing in retail digital services
A regulator advised that such services constitute an 
important area that grows in importance every day. 
Establishing cross-border digital services in the EU is a slow 
process. Progress is quicker on a domestic and regional 
basis, as in the Nordic countries. That is demonstrated by 
figures issued by the European Commission in its Digital 
Economy and Society Index, showing that over 90% of 
internet users use online-banking services in countries 
such as Sweden, Finland, the Netherlands, Estonia and 
Denmark. In other countries, however, the percentage 
reaches only 9%, so there are huge differences between EU 
countries. More digital capabilities from service providers 
are needed, as are digital skills in the consumer sector, 
which cannot be created overnight.

A regulator mentioned banks operating in 
neighbouring countries, which can be done when there is 
trust in service providers. There is perhaps more of a home 
bias for digital services, as well as cultural and language 
affinities. However, crowdfunding initiatives are perhaps 
promoting cross-border crowdfunding but are likely to 
remain small-scale. 

Harmonisation in Application Programming 
Interfaces (APIs) should be a priority because they would 
reduce the cost of entering new markets. EU-wide 
electronic IDs in the private sector are also missing. 
While it will be obligatory in the public sector, it will not 
in the private sector, which requires service providers to 
integrate national solutions and makes providing services 
more cumbersome. Obstacles are technical as well as skills.

A public representative noted that the FinTech action 
plan and crowdfunding regulations on pass-porting will 
assist. The EU has no common market; there are 28, soon 
to be 27, realities and business models must adapt to each 
to work across Europe. Pass-porting will help new and 
existing businesses.

Answering a question on the cross-border 
development required for the avoidance of fragmentation 
of future fintech and digital retail financial services and 
whether action plans have been drawn up an industry 
representative noted that the cross-border angle is 
independent of innovation. It is a general statement. 
The closer the harmonisation of the rulebook, and for 
regulation and the interpretation of the EU rulebook in 
individual countries, the more cross border industry will 
flourish. A good example is the Undertakings for Collective 
Investment in Transferable Securities (UCITS) and the 
Markets in Financial Instruments Directive (MiFID), 
which is advanced in having a common approach. UCITS 
successfully provides funds across the EU and beyond. No 
provider has registered funds in every EU country, because 
markets still add individual, local flavours and ask for 
recordkeeping or standards not found in other markets. 
Closer harmonisation is better for cross-border trade and 
will help it catch up with larger markets like the US.
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Dealing with initial coin offerings (ICOs) will be a 
national solution. This is not so good as having Europe-
wide regulation, but as that takes time, it should start at the 
national level to provide safety, and then be combined. A 
Central Bank official agreed. If not, everything is hindered, 
which should be avoided, or it leaves room for large 
tech companies. Something must be in place to support 
customers. A Central Bank official considered pass-
porting to be a good idea. It was proposed a few years ago, 
but Europe-wide usage was not supported. Approaching 
cybersecurity at the EU level is key, as a decentralised 
register is more accessible to those seeking to use it for 
unintended purposes. A regulator noted that if legislative 
proposals are not Europe-wide, they will be drafted locally 
and be more difficult to change.

However, a regulator considered it possible to agree 
with the FinTech action plan, while disliking its focus 
on monitoring, assessing, following and encouraging. It 
is a slow process. The European Securities and Markets 
Authority (ESMA) drafted the crowdfunding proposal to 
the Commission a few years ago which was also a slow 
process. Now crypto-assets are being considered and again, 
countries are drafting their own domestic legislation, as 
happened with crowdfunding. Perhaps the EU should be 
more proactive.
2.2. In the face of multiple possibly competing national 
initiatives, and powerful international technology 
providers, ESAs have an important role to play to 
increase EU negotiation power, build trust in order to 
enable and develop cross border operations
A regulator advised that the European Supervisory 
Authorities (ESAs) should play an important role in cross-
border services. The more cross-border services there are, 
the more confidence in the work of the home authorities 
is needed. If a proper job is not done in the host countries, 
and if they do not have consumer legislation in place 
where they could react, the ESAs should have powers to 
intervene. They should also have a say in the authorisation 
process to avoid a situation where countries’ authorisation 
processes are too lax because of competition between 
countries for new business. ESAs should be involved in the 
authorisation process. It is not problematic for banks in the 
eurozone because it is an intrusive authorisation process. 
There are grey areas where newcomers test the limits 
of how much can be done without a licence, although a 
licence gives greater credibility. That is an area that should 
be tackled.

An industry representative noted that examples from 
day to-day bank life are useful to demonstrate the need for 
European policies. Banks are fragile in negotiations with 
cloud-computing companies, which are mainly big US 
tech players, and struggle to impose the required technical, 
regulatory and security constraints. A reference framework 
is needed at the European level, with guidelines developed 
at the European level. A European scheme rather than 
national provisions is essential for the cloud and the same 
can be said about regulatory sandboxes. It is mandatory to 
ensure a fully level playing field between new entrants and 
existing actors.

An industry representative considered that investors 
are not granted the same level of protection through 
crowdfunding as regular investors. There is no reason for 
an exemption of provision of investment advice for these 
investors. More European regulation is needed to protect 
markets and actors against other actors who should 
submit to the same rules. Knowledge coming from across 
the Atlantic, which is no longer European, such as cloud 
technology, needs an answer at a European level.

2.3. Competitiveness and effective consumer protection 
require pragmatism and agility and faster regulatory 
processes, at the EU level
A public representative advised that there is a need to 
anticipate and try to adapt to technologies which will 
emerge in six months or one year’s time, although it is 
impossible to regulate something that is not yet there. 
There are discussions for the future to regulate and create 
a framework, which is impossible. Last year, there was no 
discussion in the European Parliament about distributed 
ledger technology (DLT), which is mostly known as 
Blockchain relating to cryptocurrencies. However, DLTs 
are more than just cryptocurrencies. There is now more 
than one Parliament debate each week about Blockchain 
and how it will change people’s lives.

A public representative advised that a Blockchain 
report dealt with DLTs to understand them better. 
Regulators need to understand the business first and try 
to regulate it. When considering new technologies and 
actors in the industry, the message was that business 
plans can only be created for six months, not even for one 
year, because what will happen in six months or one year 
from now is unknown. It is a fast-changing and dynamic 
environment. Regulators can only organise different 
debates to boost dialogue with the industry, try to be there 
to understand what is coming next and how to regulate 
it. However, European legislation cannot be changed. New 
technologies being invented must be faced. The process in 
Brussels is slow. It is crucial to anticipate and create rules 
to give freedom and allow companies to innovate, adapt 
and create new models that contain everything that is 
perceived as useful for them, to be more efficient.

A Central Bank official advised that there is 
agreement that digitalisation is there and should be there, 
as it will support cross-border activities. Supervisors must 
square the circle for necessities without regulation. The 
challenges are speed, personnel and methodology. Speed 
is especially difficult for supervisors because they tend to 
be perfectionists. This is not exactly what is needed now. 
National ministries have organised fintech advisory boards, 
where fintechs, banks and supervisors discuss these issues 
together. Yet the official noted that it is difficult to get 
technology experts on official pay.

An industry representative was concerned about 
complaints of being behind the US in digital development, 
followed by proposals to regulate the market to death 
in the name of consumer protection. A point raised in 
Sofia, on new cross-border distribution rules, was about 
empowering the national competent authorities (NCAs) to 
have 10 business days’ pre-approval for marketing material. 
A robo-advisor does not communicate with clients by mail. 
Although it is digital and immediate, it is being regulated 
to 19th century levels. The decision is between moving 
forward or protecting consumers against anything that 
happens.

A Central Bank official agreed that Europe must speed 
up. Regulators must be open and leave some responsibility 
with the client, which requires work on financial literacy. 
No one should be excluded from services; however, a 
backstop for misuse is necessary.
2.4. The operational arrangements and regulatory 
frameworks of Sandboxes still raise concern
There is an issue of methodology and how to operationalise 
sandboxes, as discussed by the fintech advisory board. 
There is the question of whether deciding who is let 
into the sandboxes is for supervisors or for people who 
are advanced in discussing business plans. There is an 
advantage for those who know what a sandbox will look 
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like. It is possible to get into real life without fulfilling 
all the banking regulations but only for a limited time. It 
should be accessible for existing banks; otherwise, they 
must comply with the regulations and new ones do not.

3. Other issues regarding the regulation and 
supervision of fintech and digital financial services
3.1. Technological neutrality and level playing 
field issues
An industry representative considered that actors will still 
be needed, typically banks, to provide citizens with services 
everywhere in the EU, whatever their skills, whatever their 
access to the internet and whatever the complexity of 
their device. One can imagine a business model of banking 
services in the future that cover these needs. However, in 
the very-low-interest-rate environment that has existed 
for years, profitability in retail banking is a real challenge. 
And it will be more of a challenge if new actors capture 
some parts of the value chain without being submitted to 
the same regulations and supervision as banks. Respecting 
a level playing field is of the utmost importance.

Supervision is taking a technology-neutral stance.
While the industry must assess the technology, a 
supervisor judges the banking service that is to be 
supervised according to banking rules, so not declaring 
one technology as winning over another. The question 
is whether regulators want to cover it in depth or take a 
similar neutral approach. 

A public representative insisted that there are 700 
MEPs, all with different approaches. Some are keener to 
understand and go more in-depth into the technologies 
to better understand them; some are not. The debate in 
the European Parliament is between those who would 
stay neutral and let the industry do its job and others that 
believe it must be understood and the future anticipated. 
New technologies and accelerated digitalisation will not 
only change the economy and financial system but also 
politics. Democracy in the digital era will also change.

An industry representative noted the right approach 
to digital innovation in financial services and cross-border 
provision is balancing the facilitation of innovation. A 
rulebook is in place for the provision of financial services, 
which should be the core standard. At the same time, it 
is beneficial in such a dynamic environment as the digital 
space to be in close dialogue with industry participants, 
to watch and to monitor, and be flexible to adapt where 
required. It requires the same rules for established players 
as for innovators.

A regulator advised that financial regulation should 
be technology-neutral, with a level playing field between 
incumbents and newcomers. In areas like crowdfunding 
initiatives, the regime is lighter for entrants. Increasing cross-
border digital transactions requires regulation regarding 
API standardisation to develop platforms and foster open 
banking, the harmonisation of electronic IDs in the private 
sector and common practices on standards for innovative 
consumer-due-diligence solutions on the technical side.
3.2. A principle-based framework should foster 
innovation
A Central Bank official advised that the opinion is that a 
transaction-based regulatory approach is better. However, 
there is a question regarding how supervisors can get a grip 
on transactions. There are challenges since a supervisor can 
act only within a framework as decided by the regulator. 

A public representative outlined regulators’ 
experience in facing new challenges. The first fintech 
report came before the European Parliament 18 months 
ago and prompted a discussion about potential regulations. 

Strict regulations would kill innovation, which is desirable 
in Europe, as it needs to go at the same speed as the US 
or Asia. Innovation and creativity in Europe are essential 
and must be endorsed. The best approach would be a 
principle-based framework that encourages innovation, 
while respecting the basic rules.
3.3. Data access and sharing issues require an answer at 
the European level
A public representative advised that the fight between banks 
and new, smaller start-ups, intermediaries and financial 
services was also discussed. The debate was about whether 
client data should be on the bank’s database or shared with 
intermediaries. It was a huge debate at that time.

An industry representative advised that there are 
data working groups outside Europe. Interaction and 
the exchange of information is often spoken about and is 
supposed to be in customers’ best interests. Banks are fully 
in line with the current European regulation but a G20 
group on data protection urges sharing with others not 
only direct information from customers but also data that 
has been processed and to which value has been added by 
banks. This goes too far, so support and an answer at the 
European level is needed.
3.4. Conditions for the provision of digital services to 
retail investors 
A regulator advised that cyber risk is important because 
not all of the risks are understood. Cooperation and a free 
flow of information between authorities and companies 
should be supported, along with the test-resilience 
framework contained in the action plan. Service providers 
and applications must be reliable and safe for services to 
flourish and for consumers to be satisfied.

An industry representative concluded that 
digitalisation and increasing the quality of services 
provided to customers is desirable, but not at the expense 
of consumer protection and operational risk. Cyber-
resilience goes throughout the value chain. Cyber risk is 
a threat for digitalisation and so ensuring cyber-resilience 
is a priority more so in today’s climate of multiple 
cyberattacks. An industry representative agreed. 

An industry representative considered data 
protection and cybersecurity key. End-investors will 
not adapt it without being assured that data usage is 
controlled. The end-investor must be in charge of what 
happens to their data and be in control of their own data 
points. They need to be assured that there is no risk of data 
theft. That is a key area to establish the foundations for 
everything to come.

Disclosure standards and cost transparency for 
investments are also important. Every investor must be 
able to easily find out about the risks and costs involved. 

There can be no compromise on KYC procedures and 
suitability requirements, but a digital ID and passport will 
help in that it does not have to be redone every single time. 
A product can be purchased, or a provider switched and 
wherever checks are done, the same standards are applied 
to everyone.

Algorithms often drive investment decisions. 
Ensuring that investment professionals and proper 
standards for robo-advice are in place is key so that 
retail clients’ money is invested in a way that follows 
common best practice. It is also about order-handling and 
transactions.

v
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Digital and regulatory 
disruptions in EU retail 
payments

1. Areas of technological disruption in European 
payment systems 
1.1. The payment environment across Europe 
is changing
An industry representative stated that, at least in 
Scandinavia, many disruptions have already taken place; 
in Sweden, only 1% of payments are made in cash, and 
the figures for Denmark are probably similar. Even small 
businesses that previously faced heavy costs if they 
received credit card payments are now getting access to 
cheaper payment systems.

Another industry representative agreed that digital 
business is already widespread in Nordic countries. 
However, markets are global, and the real differentiator 
is being able to give customers different payment options 
and choices across the globe. In most European countries, 
the technology exists to develop digital business, but in 
remote areas of Chile or the Philippines, for example, cash 
still needs to be used. 

A central bank official explained that Europe has quite 
a varied landscape: some detailed data from 2016 indicates 
that in some countries more than one third of retail 
payments, in value terms, were made using cash. Statistics 
from the Eurosystem level indicate that the amount  of 
banknotes in circulation has been steadily increasing by 
7% to 8% per year, in the context of 1% inflation.

An industry representative stated that different 
European countries take different approaches: in 
Scandinavian countries, consumers can identify 
themselves using the EID, but in countries like Spain, it 
is very difficult to process payments online. Legislation 
should not create a single model, but rather opportunities 
for all consumers.
1.2. Is regulation helping or holding back the pace and 
quality of adjustment?
A central bank official stated that blockchain and crypto-
currencies have not yet delivered any real efficiency or 
safety in the European environment. The first policy 
action of the Euro Retail Payment Board was to push for 
the introduction of instant payments, asking banks to be 
involved in these kinds of schemes. This led the ECB to 
develop TIPS as a solution for settlement as opposed to 
clearing and, as part of this, the ECB looked at different 
forms of technology. However, decentralised technology 
such as DLT is not yet efficient enough. Conversely, the 
energy required for instant payment and settlement 
through TIPS is negligible, and its cost is very low. 

PDS2 is a very important framework for modernising 
the regulatory environment in which payments are 
taking place today. However, banks still resist providing 
a harmonised and standardised way of interacting with 
third-party providers and providing their customers with 
services, and more needs to be done in this field. It is 
very important to have a harmonised solution in Europe, 
so that payments do not take place outside the banking 
system or via non-European providers.

Another central bank official stated that PSD2 is an 
example of good regulation, as it introduces the concept 
of open banking with third-party providers. This increases 
competition and the diversity of services that can be provided; 

these services are provided in a regulated manner that gives 
users confidence in the reliability and trustworthiness of the 
system. The official commented that generally, introducing 
regulation inevitably means imposing constraints, and 
it is important when doing so to not favour one form of 
technology over another, as well as to avoid imposing 
excessive regulation or an excessive amount of caution. 

Another example of good regulation is the 
Interchange Fee Regulation (IFR), which imposes a 
maximum on the interchange fee that can be charged. 
In the first two years after IFR came into effect, in a large 
European country interchange fees decreased by almost 
40%; the merchant fee decreased by about 20%; and credit 
card use increased by 7% to 8%. This promotes the use of 
electronic payment methods and decreases costs for users 
and the economy as a whole.

A public representative stated that regulators and 
public policy-makers need to keep up with developments 
in technology, because technological developments are 
driven by consumer demand. Consumers demand faster, 
more efficient and better products, and the private sector 
responds to this demand, but the public sector is less 
flexible. For example, it is still a legislative requirement to 
obtain secure customer authentication for transactions 
over £30, but public representatives do not believe that 
this helps consumers; rather, it is a ‘tick-box exercise’ that 
makes people in the public sector feel better. 

2.  Europe is adjusting to benefit from 
digital disruptions
2.1. TIPS in going live
A central bank official stated that the TIPS project was 
agreed by the ECB’s governing council in June 2017, and 
will go fully live on 30 November 2018; he emphasised 
that this represents a very quick development of a central 
bank project. The pilot phase for TIPS is open: all of 
the tests have been validated, and all banks can connect 
through the pilot scheme and make instant payments in 
less than one second across Europe. One benefit of TIPS is 
that it is a settlement system that is open to all TARGET2 
participants, and as such there is no limit to its reachability. 
Opening an account will be free. 

The official’s institution believes that most banks will 
gradually connect to an instant payment service locally 
over the course of the next few months or in 2019. It will 
also be made possible for them to receive money in a TIPS 
account, to give them full reachability across Europe. 

Another central bank official stated that instant 
payments will be a ‘game-changer’ in the context of the 
European retail market, but they will not be surprised 
or alarmed if these payments do not become common 
quickly. Northern European markets are much more 
familiar with these kinds of instruments, but they are not 
known in some other countries. With the introduction 
of TIPS, the market has made it clear that it wants one 
solution, and has even requested that the ECB’s solution 
should be a multi-currency solution. As such, at the end 
of October, the Danish krone will move onto the ECB’s 
platform, and two central bank currencies will be able 
to be settled using the TARGET2 services. For the new 
generation of payment services, including TIPS, which will 
be introduced in November, the ECB has been asked to be 
multi-currency, and there is a clear interest in extending 
the same service to other currencies.

One question raised was whether the growth 
of instant payments will actually increase the use of 
electronic payments, as opposed to cash. A central bank 
official replied that their guess is that instant payments 
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will create use cases for transactions that are currently 
settled using cash, such as fuel deliveries in rural areas 
or transferring small amounts of cash between family 
members. In countries like England and Denmark, the 
growth of instant payments has not significantly affected 
the card payment business, but millennial customers tend 
to pay using their phones, and will use whatever channel 
allows them to do so, whether this is SCT Inst or card. 

An industry representative stated that fraud is 
their institution’s biggest concern in the area of instant 
payments; although its fraud rates are very low, it still 
experiences some fraud. 

There are clearly issues with instant payments, which 
are currently being discussed among the ECB, the EPC 
and banks in the advisory group. However, the central 
bank official noted that cash is also susceptible to fraud: 
it can be stolen, and it is very difficult to recover or trace 
if it is taken. 
2.2. Incumbents and disruptors are working together 
for the benefit of customers 
An industry representative noted that bankers are 
generally not technical experts, but they are open to new 
forms of technology and technological development. 
Symmetrically, most fintech companies employ very 
creative people with good ideas about how to develop 
new systems, but these people are generally not skilled in 
adhering to compliance or regulatory requirements, such 
as those relating to the protection of customer data. 

Another industry representative stated that their 
company, working with some technology companies, has 
been testing the ability of artificial intelligence to speed 
up its Know Your Customer evaluation. If a transaction 
is flagged, their company has been able to use artificial 
intelligence and technology to make much information 
from public sources around the world available to the 
investigator, saving days or weeks of investigation time 
regarding that particular transaction, person, or company. 
Speeding up and perfecting Know Your Customer activities 
will take time, but should be achievable.
2.3. Further meaningful regulatory harmonisation in 
the EU is necessary
A public representative stated that the role of policy 
providers is to ‘not get in the way’. Regulators and public 
policy-makers often create problems through poor 
legislation: in the area of data protection, for instance, 
there is a difference between the wording in PSD2 and in 
GDPR. In PSD2, there is a requirement for explicit consent, 
but in GDPR, the word used is ‘consent’, and regulators and 
policy-makers have not indicated which takes priority. As 
a breach of GDPR can result in massive fines, lawyers and 
CEOs might choose to err on the side of caution, and this 
caution stifles innovation. Big business wants maximum 
harmonisation because it is more efficient for them, but 
in the public representative’s experience, legislation at a 
European level tends to be fairly heavy-handed. Rather, 
they would advocate national competent authorities 
having discretion.

An industry representative responded that maximum 
harmonisation does not mean creating regulation that 
fintechs or local players cannot manage to abide by; rather, 
it means creating an environment in which the same rules 
apply across Europe. And these rules should be accessible 
for both incumbents and disruptors.

Another industry representative stated that there 
should be a level playing field for incumbents and 
newcomers. Most long-standing companies respond 
to regulations and inconsistent standards by creating 
very large compliance departments that adopt the most 

restrictive standard imposed by any regulation, even if 
another, less restrictive regulation applies. This is easy for 
incumbents who can invest a lot of money, but is more 
complicated for fintechs and start-ups, and this holds 
back innovation. Regulators play a very important role in 
facilitating dialogue between all stakeholders, including 
incumbents and fintechs; the Euro Retail Payments Board 
is a good example of how all stakeholders can be brought 
around a single table to agree rules and build trust. 

Regulators should develop rules that are flexible 
enough to keep pace with innovation, even though this 
might present some short-term challenges to incumbents. 
The more widespread electronic payments become, and 
the more technology enables merchants to take payments 
electronically, the better this will be for the industry overall. 
Incumbents can act as critical partners to fintechs, helping 
them to understand regulations and acting as a ‘backbone’. 
It might also be beneficial for these innovative companies 
to begin in a sandbox environment, with regulators and 
incumbents working with these companies to determine 
which regulation is right for them without giving them a 
‘complete pass’. 

Another central bank official stated that they 
approve of innovation; the European Central Bank 
and Eurosystem are working to support it as much as 
possible. The ECB has developed a fintech lab to help it 
understand the technology involved, and has undertaken 
projects alongside other central banks, including some 
analysis of how this technology can be used for RTGS 
payments via the ‘Stella Project’ that it has carried out 
with the Bank of Japan and published on its website. The 
ECB is also considering creating a page on its website to 
host innovation events at which visions and ideas can be 
shared; it has no current plans to introduce a sandbox for 
innovators, but would consider doing so if it believed that 
this would promote innovation. 

An industry representative stated that their company 
has a strong digital division within its business, growing 
at a rate of more than 20% year on year, and is investing 
heavily in its compliance programme. However, there are 
still some gaps in the legislation; GDPR conflicts with 
PSD2 in some areas, and their organisation sometimes 
struggles to exchange information with law enforcement 
agencies, because sharing third-party information creates 
conflicts. There also exist conflicts within individual pieces 
of legislation, such as the Fourth Money Laundering 
Directive; this industry representative’s colleagues find 
it hard to understand that although the Directive applies 
across Europe, its implementation is focused on countries’ 
individual needs. 

A central bank official agreed that the implementation 
of directives differing between countries is becoming 
an even more critical issue as instant payments are 
developing. These slight differences are difficult to deal 
with in situations where instant payments occur across 
different European countries and need to be settled in a 
matter of seconds. It is a general challenge for the European 
Union to improve how its directives are implemented on 
a national level. 
2.4. ‘Sandbox’ pros and cons
An industry representative stated that benefits might 
arise from creating sandboxes or other tools that would 
allow fintechs to develop new systems, but it is also 
important to maintain high standards in order to prevent 
money laundering and stringent Know Your Customer 
requirements. Striking the right balance is vital; the 
banking industry is skilled at complying with these rules, 
and technology experts within fintechs are skilled at 
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developing more efficient systems, so these two skillsets 
need to be brought together. Although sandboxes can 
be useful, there needs to be a level playing field so that 
no market participants can circumvent their anti-money 
laundering requirements.

The public representative observed that regulators 
need to trust the industry and come up with better 
solutions. The concept of sandboxes allows for this kind of 
experimentation, but there are different types of sandboxes 
in different European countries.

Another public representative added that they are 
not sure that a huge European sandbox would work, 
because Europe does not directly regulate many industries. 
It might be possible to have a sandbox for credit rating 
agencies, but this representative does not believe that 
much activity would take place in it. He or she noted that 
the FCA has a sandbox in London for more innovative 
companies, and stated that as the United Kingdom’s legal 
system is based on the common law, where companies 
can do what they like so long as they do not break any 
regulations, sandboxes are more effective in the UK than 
in more ‘dirigiste’ regimes such as France.

v

Data privacy: implications 
and challenges

1. Assessing the GDPR a few months after enforcement
1.1. Data Definitions
Data is omnipresent and cuts across all sorts of sectors and 
companies. Every citizen’s life is affected by data, in one 
way or another. The panel first looked at the positives and 
negatives of a legal definition of data privacy in the ground 
breaking new GDPR. A regulator stated that GDPR gives 
control over personal data by creating a balance between 
a human’s fundamental right to protect their data and 
improving legal certainty for companies doing business 
across Europe, but an industry representative believed the 
regulation is missing a piece of the puzzle around guidance. 
Data itself is such an intangible asset to define, and there are 
complications around it that have not been addressed. GDPR 
comprises legislation that is new and ground breaking in 
many ways, but the hardest part of the problem, is that there 
is a lack of clarity around the application of key concepts. 
1.2. Opportunities and challenges for the incumbents – 
Banks, insurers, FANGs1 and BATs1

An industry representative adopted a broader scope by 
noting how banks have always been custodians of personal 
data. Trust is their foundation. Many Europeans grew up 
with a small local bank, then the banks grew and scaled up. 
They replaced their branches with digital platforms and 
lost a sense of personalisation. Another change is coming 
in the competitive landscape where banks will have to face 
new competition from companies utilising data better and 
providing more relevant services. Such changes are being 
driven by technology and improvements in data analytics. 
Big tech firms are coming that specialise in digging out 
the gold from data and doing so in a super user friendly 
way. The incumbents have to compete not just against the 
FANGs, but also the BATs.

Into that mix is a third driver, which is regulations, 
but PSD2 as much as GDPR. The European Payment 
Services Directive pries open accounts and payment 
systems to third parties and, because their business models 
are built on the data they collect, they can offer for free 
services that the banks currently charge for. The banks 
must utilise their customers’ data better and modernise 
their core interfaces to offer a personalised service to 
customers who are used to Netflix knowing more about 
their habits than they do. 

An industry representative described GDPR as an IT 
problem focused on innovation. It was designed for Google, 
Facebook and the other big tech companies, which have a 
great deal of this data and have benefited from being able 
to extract the nuances from it. While a new entrant trying 
to enter the consumer business or financial services is 
not able to gain easily the same understanding of data, an 
undoubted positive from GDPR is the huge opportunities 
it brings to the European technology market.  

In June, California produced some new laws that are 
very similar to what Europe is trying to do, but Silicon 
Valley does nothing for free. However, the way that 
technology companies learn to deal with data privacy gives 
them a competitive advantage compared to the rest of the 
market. In aggregate, old economy actors are struggling 
with this legislation when new entrants and the FANGs 
have a technology estate that has developed flexibly, so it is 
easier for them to conform. This should provide motivation 
for old-economy companies to renew and improve the way 
they manage data within their systems. 

A participant emphasised how seriously the insurance 
industry takes data protection and digital responsibility, 
seeing them as points of differentiation. It is even looking 
beyond legal requirements and asking if there should be an 
ethical code on top. GDPR has raised the bar for everyone 
and means other companies can compete against financial 
services, but it should also be seen an opportunity for 
financial services. Companies can show their customers 
what they are doing and thus gain their trust. The man on 
the street wants to see he is being treated fairly and know 
his data is being used appropriately. This ultimately it 
comes down to transparency and fairness. 

Insurance companies have been processing data for 
hundreds of years. The basis of their operations is that, 
to assess, price and manage risk, data must be processed. 
Over time, the amount of data has increased and ways to 
analyse it have become more sophisticated. This speaker 
therefore cautioned against the suggestion that insurers 
are late to the table, late in harnessing data; it has always 
been an integral part of their business model. 

Yet, financial services more generally are behind 
other areas in the way they manage data within their 
organisations. Coping with GDPR is really about 
revamping legacy systems to meet these new requirements. 
There is still a huge opportunity for the financial industry, 
because GDPR forces them to revamp legacy technology 
and systems. The hope is that financial services will 
embrace this opportunity and put responsibilities in the 
right places, although this industry speaker believed more 
guidance is needed for them to succeed.  
1.3. Has the GDPR levelled the playing field? Are there 
any unforeseen consequences?
Some statistics from the UK about access requests show the 
public has not responded to the Freedom of Information 
Act in the way many predicted, perhaps because there is 
no payoff from GDPR for the end consumer. It grants them 
protection, but an industry representative questioned 
whether it has been implemented in the right way. 
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An official saw GDPR as a remarkable opportunity for 
the EU market, but a number of challenges must be tackled 
for it to realise its full potential. It offers legal security and 
user protection across the EU that goes beyond PSD2 
coverage. A second opportunity comes from integrity, 
which could play a differentiating role, as consumer 
confidence is key in the new data economy, particularly 
so in the financial sector, which deals with private data 
about savings and earnings. A third opportunity is for new 
entrants, as data portability is a major asset. 

Important questions about cost exist. This regulation, 
in its crystallisation of fines and associated penalties, has 
made people realise that data is not the new oil; it can be 
both a liability and an asset. There is a cost to compliance, 
at above €100 million for the average global corporate. 
Around 25% of this is being invested in trying to solve data 
problems. Most established old economy companies have 
parts missing from their technology estate, which makes 
it difficult for them to meet the GDPR standard. Finding 
other ways to do this is a big issue for them. There is also 
an ongoing conflict around records management and how 
long to retain data for. 

An industry representative described the GDPR 
guidelines as too broad for what is actually happening in 
the trenches. Firms such as Facebook and Google have had 
years to learn how to price data, which is how they are able 
to offer so many services for free. Financial services firms 
are late in joining that conversation. With this liability 
looming over them, they may be too late. 

Another industry speaker stated that there are 
always unforeseen consequences to implementing new 
legislation. If the barrier to entry is raised by putting 
a significant incremental cost on the marketplace, the 
smaller players and competition will fall away and the 
bigger players will consolidate into a smaller group. This 
reinforces the fear of ‘too big to fail’, which applies today 
beyond financial services to tech companies too. Anyone 
who has tried to negotiate with Google or Amazon knows 
that the final contracts always favour the larger entity. The 
industry speaker hoped GDPR will not cause the industry 
to deal only with the ‘too big to fail’ players, but still defend 
innovative SMEs. Increased guidance should help in this 
respect. It will thus be a huge opportunity for them too. 

One industry representative believed there is benefit 
from guidance containing more examples of how aspects 
of GDPR apply to SMEs and tech companies in general, and 
another industry participant emphasised that, in the short 
term, guidance from the European Data Protection Board 
(EDPB) will be useful to avoid a fragmented landscape. 

Such dialogues with the regulator need to happen 
soon, because fragmentation issues are starting to emerge 
and need to be stopped before they run out of control. 
Another industry representative thought complying with 
GDPR is manageable, though not cheap. He has received 
good guidance from the authorities and is able to discern 
the differences that exist between the regulations. 

2. Regulatory harmonisation and implementation
2.1. The European Data Protection Board, the 
supervisory authorities and dialogue between them
The EDPB is not new to working together, as the successor 
to the Article 29 Working Party. It is an independent EU 
body with decision making and legal powers, capable of 
adopting binding decisions that can be challenged before 
the European Court of Justice. It also issues opinions and 
writes letters. Its website has been in operation since 25 
May, alongside Twitter and LinkedIn pages. There are 
explanations of the one stop shop mechanism and meeting 

agendas are posted on these sites. The EDPB’s power goes 
beyond that of the former working party; together with the 
ESAs it aims to ensure a harmonised application of GDPR 
throughout the EU, as well as consistent protection for all 
EU data subjects. Allocated with new tasks and assigned 
new powers, a regulator believed the EDPB could count on 
the strong expertise of its robust membership network of 
connected supervisory authorities. 

The EDPB has to ensure a high and consistent level 
of data protection for individuals, wherever they are 
based within the EU. Their one stop shop mechanism 
makes it easier for individuals to enforce their rights and 
for companies to comply. A regulator recognised that the 
strength of the EDPB is in its capacity to speak with one 
voice, while at the same time taking the independence of 
each ESA into account. Hence it strengthens cooperation 
between individual authorities. 

An official described some of the challenges ahead, 
specifically financial stability and access to data for 
supervisors and regulators. The Commission identified 
this topic in its FinTech action plan, but some pragmatic 
implementable solutions are needed to enhance the 
security integrity of the European financial sector. An 
industry representative perceived another challenge, as 
much for heavily regulated banks as small fintech and 
regtech startups, in the amount of dialogue they are 
required to have with the regulators.

A regulator saw GDPR as an evolution, not a revolution. 
Companies on both sides of the Atlantic and of all sizes are 
well prepared for it, and the EDPB includes guidance as 
part of its obligations. The trust of customers, of insurance 
companies, banks or others from across the financial sector, 
is as big an issue as capital. This regulator stated that data 
protection authorities are not fining machines; they look for 
consent and talk to companies as well as complainants.  

Dialogue with the United States is important, and the 
EDPB has a permanent dialogue with different companies 
and the government sector. Everyone will have to deal with 
the ethical use of personal data, because every CEO is also 
an individual who wants their personal data to be protected. 
2.2. Interpretation of the regulation by national 
competent authorities
A public representative explained how data enforcement 
is national, but regulation exists under European law. 
This should remove any national discretion, but the 
harmonisation of GDPR by national competent authorities 
is a significant question. In France, President Macron 
has launched an exercise on regulation in data affairs. 
An industry participant saw that the aspiration of the 
regulation is to apply EU wide and not require national 
implementation, but the reality is GDPR contains 
flexibility clauses and a margin for manoeuvre, which 
pose a significant challenge. Not only are some companies 
operating across Member States, but beyond the EU as well. 

One specific example from insurance concerns 
processing sensitive personal information. An insurer 
needs to be able to process health data at the time of 
underwriting and when assessing a claim, but there is a 
debate about whether consent is an appropriate legal basis. 
GDPR is strict in that any consent needs to be freely given 
and cannot be conditional upon fulfilment of a contract. 
Certain Member States, but not all, have asked for a clear 
derogation and will legislate to allow insurance companies 
to process health data in order to fulfil their contracts. 
The situation between states is therefore fragmented. 
Some of the specific advice on consent goes beyond the 
already high hurdle of the regulation. Separately, from a 
reinsurance perspective, it is neither practical nor realistic 
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for insurers to tell their clients about every single third 
party to which they may transfer information. It is also not 
within the spirit of the GDPR’s notion of transparency and 
of information to consumers being concise and accessible. 
A balance is needed between giving people enough 
information to make informed decisions and supplying 
too much to make them better informed.

A regulator explained how in general the EDPB 
will act through consensus, but GDPR foresees a dispute 
resolution mechanism. Article 70 listed numerous tasks 
to help companies and national supervisory authorities 
prepare for this regulation. Fining is a new issue for many 
and some authorities have not had the opportunity to deal 
with complaints in the way now prescribed. There has 
been a huge preparatory effort, this regulator thought. 
2.3. Global consistency and regulations from other 
jurisdictions
A negative likely outcome raised by an industry speaker is 
that, if there is no global consensus on the implementation 
of a regulation, its ultimate structure will be fragmented. 
These inconsistencies lead to a high degree of cost and 
the potential for arbitrage. GDPR is European, but there 
is no consistent US equivalent yet and other geographies 
are developing or have developed similar regulations. Knee 
jerk reactions might send values suddenly up or down. 
This speaker cited the Cambridge Analytica scandal earlier 
this year, and the high level of political interest it received.

A Data Protection Directive was issued in 1995. Data 
protection issues have been around at least 20 years, but 
the US is getting more serious about it now. A white paper 
was recently drafted by Senator Warner entitled The 
Potential Policy Proposals for Regulation of Social Media and 
Technology Firms. This includes a US version of GDPR, which 
any company described as a ‘tech firm’ is expected to follow. It 
lists decisions that can be made by a bot versus a human, with 
the intention to isolate corporate behavioural analysis. 

Data privacy is an issue that not only Europe is 
grappling with. It is a theme for regulators around the 
world, and there is now a risk of sectoral overlay. An 
industry speaker warned that if, in addition to GDPR, ESAs 
come up with their own guidelines on how companies use 
big data, it may un level the playing field that GDPR has 
sought to create. People can be confused by conflicting 
legislation, such as MiFID asking companies to collect all 
their clients’ data and GDPR telling them to give it up. An 
official believed a dialogue between data regulators and 
financial regulators is needed to resolve this conflict. 

When asking for a great deal of data there is a risk 
that competing issues will arise, which is why functional 
regulators are more pragmatic about what they ask for. Any 
potential MiFID III will have to take GDPR into account. If 
done properly, it will help improve the data requirements 
of financial institutions. The G20 commitment to trade 
repositories means all transactions on derivatives have to 
be reported, which entails a huge amount of data. This 
raises questions of storage and the need to develop big data 
instruments. An official hoped GDPR will prove a valuable 
tool to help financial institutions better use the data they 
have. Financial regulators reinforced the protection of 
financial entities in reaction to the crisis 10 years ago; data 
regulators may now need to improve their supervision of 
data protection activities.

An official saw how GDPR could enhance the service 
for users and that that is part of its political mandate, but 
care must be taken around financial stability and ‘too big 
to fail’, married to aspects of digital conduct. An industry 
representative summarised the issue as one of guidance 
and alignment in reinforcing it. It requires dialogue on 

a global basis, particularly with the US. Equivalence 
decisions for other jurisdictions was tabled as a topic for a 
future Eurofi panel.
2.4. Can we outsource GDPR liability?
An industry speaker raised a problem with the liability 
issue. There are no precedents for fines in this area and 
whenever there is potential for a huge liability people 
try to outsource that liability. In the financial industry, 
software buyers are trying to outsource their uncapped 
liability to the tech providers. This puts tech providers 
in a very difficult position as software buyers will often 
insist that these terms are non-negotiable and that they 
must be accepted by all suppliers.  Surely this is not the 
reason GDPR was made, yet this is how contracts are 
being formed. Guidance around relationships between 
vendors and suppliers would assist here. It would give tech 
providers an official standpoint to refer to when faced with 
these situations in contract negotiations. It is important to 
understand that one sided contracts could stifle innovation 
and ultimately drive the whole financial services industry 
in the direction of only interacting with companies that 
are too big to fail, which has created problems in the past. 

Another industry speaker saw a related situation in 
that, for reasons of administrative law, insuring fines is 
possible in certain Member States. The legal cost associated 
with any GDPR action is insurable and elements of overall 
compliance with the GDPR should also be insurable. The 
fines themselves are a different situation, but the landscape 
varies across Member States. 

3. Trust, transparency and digital conduct
An industry speaker stated that the big advantage for the 
banks is that people trust them far more than they do social 
media networks or big tech firms. This is frequently measured 
in surveys. It gives the banks a buffer and is something on 
which they need to capitalise. Speaking pessimistically, some 
feel that GDPR only brings the other up to this standard and 
improves trust in the competition. This could cut both ways 
if GDPR means consumers get cleverer at valuing their own 
data. It could give back a meaningful sense of control over 
ways of utilising data that are useful to consumers, with 
which the banks may be able to compete.

Regulators in financial services have often debated 
whether data or technology neutral products should be 
offered to people. If there is a demand for such products, 
they will exist, but companies cannot be forced to offer 
them. The risks associated with them will differ according 
to the products.

It is in the overlay of digital conduct and the 
responsibilities of organisations that the trust question will 
be operationalised. The industry is seeing an accelerating 
growth of concern about privacy, protection and human 
rights issues, so the regulators must engage in this dialogue 
soon. The US is the undisputed data powerhouse of the 
world and also where the FANGs are based, so strong 
alignment is needed on issues around digital conduct. 

An industry participant questioned whether 
companies need to consider the ethical use of data as part 
of their sustainability frameworks, and if they need to 
talk to consumers to understand their expectations. One 
cannot assume that all consumers across the generations 
have the same attitude to data. 

1.  FANG: Facebook, Amazon, Netflix and Google – BAT: Baidu, Alibaba and Tencent. 

v
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Cyber-resilience: priorities 
at global and EU levels

1. Key components of an effective 
cyber-resilience approach
An official stated that there are three main phases on the 
‘road to cyber resilience’. First is problem identification 
and the recognition of the importance of the issue by the 
private sector. This issue cannot be only tackled by IT 
departments; it must be addressed regularly at CEO level. 
The second phase involves thinking about the solutions and 
designing the tools which will increase the cyber resilience 
of different entities within the financial ecosystem: 
i.e. identifying best practices, defining guidance and 
standards, developing and structuring information  and 
cyber intelligence-sharing mechanisms between different 
stakeholders. The final phase is the implementation of 
these tools. The official considered that most parts of the 
financial system have completed the first phase and are 
designing solutions to improve cyber-resilience. Some are 
already transitioning to the implementation phase.

A regulator believed that an appropriate cyber resilience 
vision is for firms to be threat aware and to be able to defend 
themselves effectively and respond proportionately to cyber-
attacks. Firms must assume that disruption will happen from 
cyber-attacks and ensure they are able to recover and respond 
effectively. This is not simply thinking about reinstating a 
system, but also about how critical services can continue to 
be offered. The interconnected nature of the financial sector 
globally also necessitates the building of a cyber-resilience 
capability both between the industry and public authorities, 
and across jurisdictions. Cyber-resilience is not a tick-box 
exercise. In addition, as said previously, it must be driven 
top-down from Board  or CEO level and must be part of 
the overall business strategy, because these risks need to be 
addressed at all levels: people, processes, and technology. In 
terms of people, market participants must ensure there is a 
cyber resilience secure culture; in terms of processes, market 
participants must ensure they can recover and respond; and 
in terms of technology, they must keep step with the latest 
developments. 

An industry representative emphasised the importance 
of considering cyber resilience from the point of view 
of threat. First, the threat is undoubtedly increasing in 
intensity, frequency and sophistication, and it will continue 
to increase. Defensive strategies must focus on detection, 
response and anticipation (and also on related information-
sharing and collaboration), and not only on prevention. 
Secondly, the threat is truly global, but the regulatory 
ecosystem is fragmented across jurisdictions. Further effort 
is required to harmonise the regulatory environment, with 
a principle and risk based approach likely to facilitate agility 
and reward collaboration. A stronger focus is also needed 
on practical approaches such as the TIBER-EU Framework1, 
rather than more “paper based” ones. Thirdly, cyber 
attackers will always look for the weakest link or entry point 
to achieve their goals. From that perspective, it is important 
that the rules, requirements and supervision applied to 
organisations are based on their activity, rather than their 
size or status and that they are implemented across the 
whole value chain in a context where more new players will 
be entering the sector notably following the implementation 
of Payment Services Directive (PSD2). Some new players 
may indeed hold millions of records containing highly 
sensitive information, which previously were held in more 

secure environments. Following a comment that PSD2, if 
implemented as planned with an authorisation of access to 
data should help to secure a process that is currently not 
secure, the industry speaker also underlined that the firms 
that access data should be regulated and supervised with 
the same level of requirements as the firms owning the data 
for the process to be sufficiently safe.

2. Ongoing approaches to cyber resilience at the 
global and EU levels
2.1. Cyber-resilience initiatives at the global level
An official agreed with the previous speaker that cyber-
attacks have no country border and therefore require a 
global approach but considered that global initiatives 
are usually more successful when they build on strong 
national or regional pillars. CPMI has published two 
important reports on cyber over the last couple of 
years. First, in 2016 the Guidance on cyber resilience for 
Financial Market Infrastructures (FMIs) with IOSCO. 
Secondly, earlier in 2018 a strategy to address the risk of 
fraud in wholesale payments stemming from so called 
endpoints2, which is essentially the CPMI’s collective 
response to the Bangladesh central bank incident in 2016. 
This incident was a pivotal moment because it exposed 
vulnerabilities in what the industry otherwise thought 
was a highly secure structure, and it was a call to further 
action for all market participants. These two reports map 
out a two pronged global strategy for managing cyber risk 
in payment clearing and settlement arrangements. The 
first one focuses on protecting the core of the financial 
industry, the FMIs themselves, whereas the second one 
is about protecting the periphery. The underlying theme 
of these two reports is that cyber-risks are evolving, which 
means that everybody must move and learn together with 
close engagement from the authorities and the industry. 

A regulator stressed that cybersecurity is also a 
responsibility shared at the international level by industry 
participants, authorities, and central banks. CPMI 
IOSCO in particular has held workshops with industry 
participants and authorities from across the world to share 
information about how firms are applying these principles 
in FMIs and how the industry can progress further. There 
is also the G7 Cyber Expert Group, which works with the 
industry to look specifically at third party vulnerabilities, 
third party resilience and cross border exercises. Similarly, 
the Financial Stability Board is preparing a lexicon and 
undertaking industry workshops.
2.2. The Eurosystem cyber-resilience strategy
An official outlined the Eurosystem’s three pillar strategy: 
reinforcing the resilience of FMIs, evaluating financial 
sector resilience and improving industry engagement and 
dialogue with the authorities. This cyber-resilience strategy 
has been approved by the Governing Council of the ECB, 
indicating the strength of its political backing and is being 
developed in Member States in line with the Eurosystem’s 
three pillars. The immediate priority is to move from 
designing tools to real implementation by applying the 
guidance and tests defined and putting relevant groups 
and information sharing networks to work.

The first pillar is FMI readiness and ensuring the 
cyber-maturity of individual FMIs. This is an area where 
a substantial amount of work has been done recently, 
especially for systemically important payment systems 
such as TARGET2 and devising tools to measure their 
cyber-maturity. Two important pieces of work have been 
undertaken in this perspective within the Eurosystem: 
TIBER-EU mentioned previously and the Cyber Resilience 
Oversight Expectations (CROE). The objective of CROE, 
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which is under consultation, is to make actionable the 
global high-level standards developed by CPMI and IOSCO 
by providing practical guidance on implementation. 
It covers the entire cycle of cyber resilience, including 
governance, identification, protection, detection, response 
and recovery. Regarding the second pillar, financial sector 
resilience, the official suggested that the industry must 
look beyond FMIs and try to map and understand the 
interconnections between the different stakeholders in the 
financial system. Overseers are also undertaking business 
continuity exercises to understand the entirety of the 
ecosystem. In terms of strategic dialogue, the third pillar, 
the Euro Cyber Resilience Board (ECRB) has been created, 
aiming to facilitate high level strategic dialogue on cyber 
resilience. The ECRB includes the ECB, several Eurosystem 
central banks, the main FMIs, other European regulators 
and interested public bodies. Another important area to 
consider within the Eurosystem is the operation of FMIs 
and platforms such as TARGET2 and TARGET2 Securities 
(T2S) which are currently being enhanced and technically 
integrated. Investments are also being made in this context 
to improve the cyber-resilience of these platforms. 
2.3. Cooperation between the industry and the 
authorities in defining requirements
An industry representative concurred that the Bangladesh 
Bank heist was a wake up call for the industry. SWIFT for 
example decided to build a Customer Security Programme 
(CSP) aiming to improve its community’s cyber readiness. 
The CSP involves amongst other things a security controls 
framework, which is comprised of 27 controls, which all 
relate to prevention, detection, response and sharing, and 
all aim to improve endpoint security, much as the CPMI-
IOSCO guidelines. Coordination between the industry 
and regulators in defining requirements and making 
sure they are achievable is essential, because different 
requirements will increase complexity and the burden for 
financial industry participants. It is in everybody’s interests 
to make it as easy and fast as possible to implement these 
requirements and to develop them over time, because they 
will need to evolve.

A regulator agreed that regulators should seek 
to cooperate with industry participants. Many of 
the international and national standards are broadly 
consistent, but it is important for these rules to remain 
principle based and risk based and not be excessively 
prescriptive. Otherwise this will create opportunities for 
cyber-criminals.

An official stressed that the SWIFT Customer Security 
Programme and the CPMI strategy are complementary, 
noting however that there are other providers in the 
market e.g. in terms of messaging services and that it is 
important to cover all bases. Additionally, the ‘industry’ 
should include central banks in their role as operators. 
Another official confirmed that Eurosystem institutions 
are applying endpoint security rules to their own system, 
as operators.

An industry representative summarized that there is 
a common need for a joint space where industry players, 
regulators and supervisory authorities can develop 
collaboration, in order to harmonise rules and guidelines 
and remove barriers. 

3. The importance of information sharing and 
education
3.1. Information sharing objectives and challenges

An industry representative emphasized that 
information sharing between regulators and the industry 
is very important. When cyber attacks occur, banks already 

share a great deal of information with SWIFT, which then 
reviews what has happened and publishes back to the 
community the indicators of compromise anonymously 
in order to assist banks and other players in anticipating 
future attacks. It would be very good if regulators could 
strongly support information sharing within the whole 
industry, beyond the SWIFT community. There are 
however barriers that limit information-sharing related 
to liability exposure, competitive information, privacy and 
data issues and questions around whether firms can share 
data on suspected cyber fraud or only on confirmed cases. 
Regulators and supervisors can help to address these issues 
and enhance the information sharing process, which is 
about trust and confidence.

A regulator agreed with the importance of a broad 
sharing of knowledge and threat information between 
industry members and the authorities. In the UK for 
example cyber coordination groups are designed to enhance 
information sharing between different sectors. Initially 
there was some information sharing taking place regarding 
critical national infrastructures but much less in other 
regulated sectors, and hence the FCA established these 
groups. The regulator agreed that information sharing is 
based on trust and that there is an issue here around what 
information is shared and between whom. Many firms 
express a desire to share information but then decide not 
to when prototype platforms are developed. This has been 
apparent in some of the international committees. 

An official noted that cyber-resilience specialists 
express frustration at the fact that information-sharing 
networks often do not work at their full capacity because 
people hesitate to share information when a threat has 
affected institutions. Public bodies have a role in ensuring 
this information is properly anonymised and shared. This 
will be a very slow process, however, since it is based on 
trust. The incentives to cooperate will appear gradually 
as entities receive feedback that is actionable and useful 
in facing threats. One important aspect of this is to focus 
on sharing small amounts of information very soon after 
an incident has taken place, which is more useful than 
sharing large amounts of information some time after an 
incident. Another issue is that there are probably too many 
different groups working on cyber issues and information-
sharing networks, which can be explained by the fact 
that the sector is a very complex puzzle. The official felt 
that these groups could be streamlined or harmonised 
somewhat and that existing groups should be made to 
work together more.

Another official emphasized some challenges 
associated with the management of information-sharing 
groups. Many people want to join these groups because 
they are a means of circulating information. The industry 
has several different fora. There is the ECRB also, which is 
not an industry wide body. It is clear that as many market 
participants as possible should be involved, but as soon 
as a circle is enlarged and expands beyond a country, it is 
difficult to maintain trust. The official noted some further 
challenges associated with information-sharing, which 
were observed during a cyber-resilience test conducted 
recently by the central bank community with the key FMIs 
in Europe. This exercise involved a key payment system, 
large retail institutions, CCPs, CSDs and central banks 
(as operators and overseers). One of the key findings from 
this was that the sharing of information is challenging, 
even when participants know each other well and believe 
in collaboration. A first need is to increase the speed at 
which information about threats can be shared. This 
requires harmonising the type of technical information 
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that is being shared and possibly also revisiting the MOU 
(Memorandum of Understanding) arrangements that 
exist across authorities and institutions in order to better 
organise information-sharing. Secondly, these exercises 
demonstrated that information sharing is also needed 
after cyber events. When a problem has been detected and 
resolved, it is necessary to communicate actively across 
different ecosystems to ensure that firms restart in a 
trusted, safe and coordinated manner. 

An industry representative stressed that collaboration 
is growing, country by country, and to a certain extent 
across countries but there is perhaps space for more EU 
wide and global collaboration. The barriers to cross border 
collaboration should be eliminated because it is sometimes 
not possible to share vital information due to privacy or 
confidentiality rules. These rules must be weighed against 
the risks they create. 
3.2. Education and developing “cyber talent”
An industry representative felt that regulators and market 
participants could collaborate more on education and 
building awareness about cyber-risk in all parts of the 
financial sector. Many market participants have internal 
training programmes which help to create awareness and 
vigilance and increase employee involvement. However, 
regulators should ensure that such programmes are 
expanded across the whole financial sector and are not 
limited to participants in the financial industry. The 
public also needs to become more aware of these issues. 
Regulators can play a role in supporting central banks, 
banking associations and other institutions in educating 
the public about the dangers of cyber attacks.

Another issue is the availability of talent in the field of 
cyber-resilience. Having the appropriate experts is difficult 
for industry players and possibly even more difficult for 
the public authorities. The industry and governments 
could work together to share the existing pool of talent 
on specific tasks and educate new specialists, an industry 
representative suggested. There must be a step change in 
this area because the industry needs to move faster, and 
ideally as fast as the “bad guys”. This requires the creation 
of more knowledge and talent in particular. 

A regulator agreed that there is “a war for talent” in 
the field of cyber resilience. It is very positive that in some 
areas there are new professional bodies which are training 
people to enhance their expertise in the area. In terms of 
education of the wider public, including customers and 
industry players, all market participants have a role to play. 
In the UK, there is the National Cyber Security Centre 
and the industry plays a huge role in communicating 
with their customers. There are adverts on the television 
about how consumers could be defrauded by cyber attacks 
for example.

4. The systemic dimension of cyber-resilience
Responding to a question from the audience about the 
risk of a broader attack against the whole of the financial 
sector (rather than individual entities) and of a total loss 
of data integrity, an industry representative underlined 
that regulators are considering worst case scenarios 
and assessing how firms will be able to respond to them 
and recover. Regulators are looking at issues that affect 
financial stability, financial resilience and also broader 
impacts across the economy. The speaker however felt that 
not every part of the financial sector or of a sub-set of it 
(e.g. the SWIFT community) would be attacked at the same 
time. What is important is considering where the data may 
be safe at the moment of an attack in a given network, how 
the data can be recovered from those entities and how 

participants can be sure that it is reliable. If a worst case 
scenario occurs, participants will want to know whom they 
can trust and where they can get the data they rely on to 
continue their business. In this perspective it is necessary 
to perform tests to ensure that networks can recover in a 
very short period of time, because in the end the objective 
is to restart the business as soon as possible.

An official highlighted that two of three pillars of 
the Eurosystem strategy focus on the ecosystem as a 
whole and not merely on individual entities. It is essential 
to integrate this picture of the whole ecosystem and the 
interconnectedness between the different parts into any 
cyber-resilience analysis. 

Another industry representative stressed that broad 
worst case scenarios are always considered with regard to 
cyber resilience. These include fraud but also the disruption 
and destruction of systems, along with integrity issues and 
require a combination of approaches related to cyber, anti 
money laundering, fraud and many other disciplines. This 
convergence of issues must be considered and be looked at 
in a sufficiently holistic way.

Conclusion 
The Chair concluded that the industry as a whole must 
perform a cultural paradigm shift as an ecosystem, moving 
from a defensive strategy to one that is much more about 
the capacity to recover after an incident. This means 
thinking about cyber resilience after an incident has 
happened and not only before; it also means thinking 
dynamically and not statically. The financial industry will 
have to constantly regenerate its system. This problem is 
about ecosystem protection, not merely protecting critical 
service providers.

1.    The objective of the TIBER-EU Framework (Threat Intelligence based Ethical Red 
Teaming) is to stage simulated cyber-attacks as closely as possible to the tactics, 
techniques and procedures of real life attackers. The TIBER-EU Framework relies 
on external teams of ethical hackers or ‘red teams’ who subject a financial market 
infrastructure to an attack based on detailed intelligence information gathered 
beforehand. Importantly, this takes place without the prior knowledge of most of 
the entity’s staff, who do not know that a test is taking place.

2.  An endpoint in the wholesale payment ecosystem is defined to be a point in place 
and time at which payment instruction information is exchanged between two 
parties in the ecosystem, such as between a payment system and a messaging 
network, between a messaging network and a participant in the network, or 
between a payment system and a participant in the system (BIS).


