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MOTION FOR A EUROPEAN PARLIAMENT RESOLUTION 

on cyber defence 

(2018/2004(INI)) 

The European Parliament, 

– having regard to the Treaty of Lisbon, 

– having regard to the document entitled ‘Shared Vision, Common Action: A Stronger 

Europe – A Global Strategy for the European Union’s Foreign and Security Policy’, 

presented by the Vice-President of the Commission / High Representative of the Union 

for Foreign Affairs and Security Policy (VP/HR) on 28 June 2016, 

– having regard to the European Council conclusions of 20 December 2013, 26 June 

2015, 15 December 2016, 9 March 2017, 22 June 2017, 20 November 2017 and 

15 December 2017, 

– having regard to the Commission’ communication of 7 June 2017 entitled ‘Reflection 

Paper on the Future of European Defence’ (COM(2017)0315), 

– having regard to the Commission’s communication of 7 June 2017 entitled ‘Launching 

the European Defence Fund’ (COM(2017)0295), 

– having regard to the Commission’s communication of 30 November 2016 on the 

European Defence Action Plan (COM(2016)0950), 

– having regard to the Joint Communication of the Commission and the High 

Representative of the Union for Foreign Affairs and Security Policy to the European 

Parliament, the Council, the European Economic and Social Committee and the 

Committee of the Regions on the Cybersecurity Strategy of the European Union: An 

Open, Safe and Secure Cyberspace of 7 February 2013 (JOIN(2013)0001), 

– having regard to the Commission staff working document of 13 September 2017 

entitled ‘Assessment of the EU 2013 Cybersecurity Strategy’ (SWD(2017)0295), 

– having regard to the EU Cyber Defence Policy Framework of 18 November 2014, 

– having regard to the Council conclusions of 10 February 2015 on cyber diplomacy, 

– having regard to the Council conclusions of 19 June 2017 on a framework for a joint 

EU diplomatic response to malicious cyber activities (‘cyber diplomacy toolbox’), 

– having regard to the Council conclusions of 20 November 2017 on the Joint 

Communication to the European Parliament and the Council on Resilience, Deterrence 

and Defence: Building strong cybersecurity for the EU (JOIN(2017)0450), 

– having regard to ‘Tallinn Manual 2.0 on the International Law Applicable to Cyber 
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Operations’1, 

– having regard to the Commission’s communication of 28 April 2015 entitled The 

European Agenda on Security (COM(2015)0185), 

– having regard to the Joint Communication of the Commission and the High 

Representative of the Union for Foreign Affairs and Security Policy to the European 

Parliament and the Council on the Joint Framework on countering hybrid threats a 

European Union response (JOIN(2016)0018) of 6 April 2016, 

– having regard to the Joint Declaration of the Presidents of the European Council and the 

Commission and of the Secretary-General of NATO of 8 July 2016 on the common set 

of proposals endorsed by the EU and NATO Councils on 5 and 6 December 2016, and 

the progress reports on the implementation thereof of 14 June and 5 December 2017, 

– having regard to its resolution of 22 November 2016 on the European Defence Union2, 

– having regard to its resolution of 13 December 2017 on the implementation of the 

Common Foreign and Security Policy (CFSP)3, 

– having regard to its resolution of 13 December 2017 on the implementation of the 

Common Security and Defence Policy (CSDP)4, 

– having regard to Rule 52 of its Rules of Procedure, 

– having regard to the report of the Committee on Foreign Affairs (A8-0000/2018), 

A. whereas the cyber defence of Europe’s armed forces has become one of the critical 

issues in debates about defence modernisation and Europe’s common defence efforts; 

B. whereas several Member States have invested substantially in setting up well-staffed 

cyber commands to meet these new challenges; whereas cyber defence is an activity 

that can best be tackled cooperatively as its operational domain recognises neither 

national nor organisational boundaries; 

C. whereas while cyber defence remains a core competence of the Member States, the EU 

has a vital role to play in ensuring that these new endeavours are closely coordinated 

from the start to avoid the inefficiencies that mark many traditional defence efforts; 

whereas a substantial cyber defence capability is a necessary part of the development of 

the European Defence Union; 

D. whereas the EU has contributed in improving Member States cyber defence capabilities, 

both through dual-use research and projects coordinated by the European Defence 

Agency (EDA); 

E. whereas both Permanent Structured Cooperation (PESCO) and the European Defence 

                                                 
1 Cambridge University Press, February 2017, ISBN 9781316822524, https://doi.org/10.1017/9781316822524. 
2 Texts adopted, P8_TA (2016)0435. 
3 Texts adopted, P8_TA(2017)0493. 
4 Texts adopted, P8_TA(2017)0492. 

https://doi.org/10.1017/9781316822524
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Fund (EDF) are new initiatives with the necessary scope to facilitate cooperative 

projects in the cyber defence domain; 

F. whereas Member States participating in PESCO have committed themselves to ensuring 

that cooperation efforts on cyber defence – such as information sharing, training and 

operational support – will continue to grow; 

G. whereas training needs in the area of cyber defence are substantial and increasing, and 

are most efficiently met cooperatively at the European level; 

H. whereas the EDA has launched a number of projects to meet Member States’ need for 

cyber defence capability development, including on education and training; 

I. whereas the European Security and Defence College (ESDC) network is the only 

European training provider for the CSDP structures, missions and operations; whereas 

its role in pooling European training capacities is planned to be substantially increased 

in the cyber domain; 

J. whereas the EU and NATO have agreed to a broad agenda of cooperation in the EU-

NATO Joint Declaration of 8 July 2016; 

K. whereas command and control systems, information exchange and logistics rely on 

classified and unclassified IT infrastructure, especially at the tactical and operational 

level; whereas these systems are attractive targets for malicious actors seeking to attack 

missions; 

L. whereas cyber defence is an important consideration at all stages of the planning 

process, and whereas adequate capabilities need to be available to mainstream it fully 

into mission planning and provide critical support; 

M. whereas the UN Group of Governmental Experts on Information Security (UNGGE) 

has concluded its last round of deliberation; whereas even though it failed to arrive at a 

consensus report this time, the 2015 and 2013 agreements still apply, in that 

international law, in particular the Charter of the United Nations, is applicable and 

essential to maintaining peace and stability, and to promoting an open, secure, peaceful 

and accessible cyberspace; 

N. whereas the recently launched framework for a joint EU diplomatic response to 

malicious cyber activities, the EU cyber diplomacy toolbox – aimed at developing the 

EU’s and Member States’ capacities in order to influence the behaviour of potential 

aggressors – foresees the use of proportionate measures within the CFSP, including 

restrictive measures; 

O. whereas different state actors – Russia, China and North Korea, among others – have 

been involved in malicious cyber activities in pursuit of political, economic or security 

objectives that include attacks on critical infrastructure, cyber-espionage, disinformation 

campaigns and limiting access to the internet (such as Wannacry, NonPetya); whereas 

such activities could constitute wrongful acts under international law and could lead to a 

joint EU response, such as using the EU cyber diplomacy toolbox; 
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Capability development for cyber defence 

1. Commends the work done by the EDA and the Commission in the field of cyber 

defence; notes in particular the EDA projects on cyber ranges, the Cyber Defence 

Strategic Research Agenda and the development of deployable cyber situation 

awareness packages for headquarters; 

2. Welcomes the cyber projects to be launched in the framework of PESCO, namely an 

information-sharing platform for cyber incidents and a rapid response team for cyber 

incidents; 

3. Recognises that many Member States consider possession of their own cyber defence 

capabilities to be at the core of their national security strategy and to constitute an 

essential part of their national sovereignty; stresses, however, that – as with other 

military branches, and also owing to the borderless nature of cyberspace – the scale 

required for truly comprehensive and effective forces is beyond the reach of any single 

Member State; 

4. Strongly emphasises, therefore, that, in the framework of the emerging European 

Defence Union, cyber defence capabilities of Member States should be closely 

integrated from the start to ensure maximum efficiency; urges, therefore, the Member 

States to cooperate closely in the development of their respective cyber commands; 

5. Urges the Member States, in this context, to make the best possible use of the 

framework provided by PESCO and the EDF to propose cooperation projects; 

6. Recommends finding ways to complement NATO Smart Defence projects (e.g. the 

Multinational Cyber Defence Capability Development); 

Cyber defence of CSDP missions and operations 

7. Emphasises that cyber defence should be considered an operational task for CSDP 

missions and operations, and that it should be included in all CSDP planning processes; 

8. Recognises that planning a successful CSDP mission or operation requires substantial 

cyber defence expertise, both at operational headquarters and within the mission itself, 

to conduct a thorough threat assessment and provide adequate protection in the field; 

calls on the EEAS, and on the Member States providing headquarters for CSDP 

operations, to strengthen their cyber defence expertise to ensure the safety of the EU’s 

missions; 

9. Recognises, in particular, the importance of keeping the cyber footprints and attack 

surfaces of CSDP missions and operations to the necessary minimum; urges the 

planners involved to take this into account from the start of the planning process; 

Cyber defence education and training 

10. Strongly supports the Military Erasmus initiative aimed at enhancing the 

interoperability of the armed forces of the Member States through an increased 

exchange of young officers; stresses that there is a need for more experts in the cyber 
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defence domain; calls on the military academies to pay more attention to, and create 

more possibilities in, the field of cyber defence education; 

11. Welcomes the introduction by France, with the support of Portugal and Belgium, of an 

EU pilot module on cyber defence; 

12. Welcomes the implementation – by eleven member states of the Cyber Ranges 

Federation project – of the first of four cyber defence projects launched under the EDA 

Pooling and Sharing agenda; calls on the Member States to promote greater mutual 

availability of virtual cyber defence training and cyber ranges; 

13. Believes that such initiatives contribute to improving the quality of education in the 

cyber defence field at EU level, in particular through the creation of wide-ranging 

technical platforms and the establishment of a community of EU experts; 

14. Strongly encourages the development of a collaborative platform, the planned Cyber 

Defence Education, Training and Exercise Coordination Platform, within the ESDC 

with a view to facilitating the pooling and sharing of training and exercises; calls on the 

EDA to launch the Cyber Defence Training and Exercise Coordination Platform to 

support the Cyber Ranges Federation as soon as possible; 

EU-NATO cooperation on cyber defence 

15. Calls for identifying new initiatives to further cooperation between EU and NATO, 

taking into account as well the possibilities of cooperating within the NATO 

Cooperative Cyber Defence Centre of Excellence and the NATO Communications and 

Information (NCI) Academy; welcomes the recent creation of the European Centre of 

Excellence for Countering Hybrid Threats; 

16. Is convinced that increased cooperation between EU and NATO is vital in the area of 

cyber defence; calls, therefore, on both organisations to increase their operational 

cooperation and coordination, and to expand their joint capacity-building efforts, in 

particular joint training for cyber defence staff; 

17. Welcomes the arrangement between the EU’s Computer Emergency Response Team 

(CERT) and the NATO Computer Incident Response Capability aimed at facilitating the 

exchange of information, logistical support and the sharing of best practices; stresses 

that it is important to encourage information exchanges between CERTs and to work 

towards increasing the level of trust; 

18. Welcomes the cooperation between the two organisations on cyber defence exercises; 

notes the participation of EU representatives in the annual Cyber Coalition Exercise; 

recognises the progress that the EU’s participation via the Parallel and Coordinated 

Exercises (PACE) 17 in NATO Crisis Management Exercise 17 represents, and 

welcomes in particular the inclusion of a cyber defence component; urges both 

organisations to intensify these efforts; 

19. Urges the EU and NATO to organise regular strategic level exercises with the 

participation of the top political leadership of both organisations; welcomes, in this 

regard, the Estonian exercise EU CYBRID 2017 where, for the first time, the Secretary 
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General of NATO participated in an EU exercise; 

20. Notes that there is substantial scope for a more ambitious and concrete cyber defence 

cooperation programme that goes beyond the conceptual level of cooperation in the 

context of specific operations; urges both organisations to present more ambitious 

proposals for the next review of the implementation of the Joint Statement; 

International norms applicable to cyberspace  

21. Regrets that, after several months of negotiations, the UN Group of Governmental 

Experts failed to adopt a consensus report; recalls, however, that international law 

applies to cyberspace and that the 2013 and 2015 UNGGE reports still provide relevant 

guidelines, in particular as regards the prohibition for states to conduct or knowingly 

support cyber activities contrary to their obligations under international rules; 

22. Notes the relevance of the Tallinn Manual 2.0 in this context as an excellent basis for a 

debate on how international law applies to cyberspace; notes that it is now time for the 

Member States to start analysing and applying what the experts have stated in the 

Tallinn Manual; 

23. Confirms its full commitment to an open, free, stable and secure cyberspace, which 

respects the core values of democracy, human rights and the rule of law, and where 

international disputes are settled by peaceful means; calls on the Member States to 

promote further implementation of the common and comprehensive EU approach to 

cyber diplomacy; strongly supports the development of voluntary, non-binding norms of 

responsible state behaviour in cyberspace; 

24. Recognises that, owing to difficulties in enforcement, bilateral agreements between 

states do not always bring expected results; considers, therefore, that building coalitions 

within groups of like-minded countries willing to generate consensus constitutes an 

effective way to complement multilateral efforts; 

25. Calls on the strengthening of the EU’s cyber diplomacy capacity and instruments across 

the board, so that they can effectively reinforce the EU’s norms and values, as well as 

help the parties concerned to reach consensus on rules, norms and enforcement 

measures in cyberspace globally; 

Civil-military cooperation 

26. Calls on all stakeholders to reinforce knowledge transfer partnerships, implement 

appropriate business models and develop trust between companies and defence and 

civilian end-users, as well as to improve the transfer of academic knowledge into 

practical solutions, in order to create synergies and port solutions between the civilian 

and military markets – in essence a single market for cybersecurity; 

27. Recalls the importance of R&D, in particular in the light of the high-level security 

requirements in the defence market; urges the EU and the Member States to give more 

practical support to the EU cyber-security industry, in particular SMEs and start-ups 

(key sources of innovative solutions in the area of cyber defence), and to promote closer 

cooperation with university research organisations and large players with a view to 
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reducing dependencies on cyber security products form external sources and to creating 

a strategic supply chain inside the EU; notes, in this context, the valuable contribution 

that can be made by the future EDF and other instruments under the MFF; 

28. Notes that the protection of civilian critical infrastructure assets is becoming a vital 

defence task that should form part of the remit of national cyber commands; stresses 

that this will require a level of trust, and the closest possible cooperation, between 

military actors and the affected industries, and urges all stakeholders to take this into 

account in their planning processes; 

29. Calls on the EEAS and EDA, in close cooperation with the Commission, to take work 

forward on the update of the EU Cyber Defence Policy Framework to ensure that it 

remains fit for purpose as the relevant policy mechanism for achieving the EU’s cyber 

defence objectives; 

30. Calls for cyber security capacity building through development cooperation, taking into 

account that in the coming years millions of new internet users will go online, most of 

them in developing countries; 

31. Emphasises the need to mainstream cyber defence into external action and common 

foreign and security policy, and calls for closer coordination on cyber defence between 

the Member States, the EU institutions, NATO, the United States and other credible 

partners; 

32. Instructs its President to forward this resolution to the European Council, the Council, 

the Commission, the VP/HR, the NATO Secretary-General, the EU agencies in the 

fields of defence and cyber security, and national parliaments of EU Member States. 

 


