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AN INTRODUCTION TO BLOCKCHAIN AND ITS POTENTIAL BENEFITS 
AND DRAWBACKS IN SUPPLY CHAIN MANAGEMENT & LOGISTICS  

Finding the right path in deploying blockchain 
requires a preliminary understand of its challenges, 
limitations, and benefits. Learn more now. Blockchain 
technology has been at the heart of economic topics 
since the inception of the Bitcoin Craze. Bitcoin, the 
digital currency that saw record-breaking growth last 
year, is built on blockchain technology, providing an 
endless ledger of transactions. Blockchain technology 

in supply chain and logistics is believed to be the 
end-all solution to renowned transparency and end-
to-end visibility, not to mention accountability, says 
Robert J. Bowman of Supply Chain Brain. The interest 
in blockchain technology in supply chain and logistics 
is simply irresistible, and supply chain executives 
need to know a few things about it. 

http://www.cerasis.com
http://www.supplychainbrain.com/single-article-page/article/blockchain-for-the-supply-chain-reality-vs-hype/
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Blockchain Technology in Supply Chain & Logistics Is 
Still a New Topic.

Part of the reason behind the fear and uncertainty 
around blockchain is the novelty of the technology; it is 
still a new technology, regardless of what experts may 
say. Blockchain is available for use in the supply chain 
and logistics sectors in limited supply, and the most 
influential aspects of applications were developed 
for supply chains with mandated asset tracking and 
accountability, such as the pharmaceutical industry. 
Yet, broad applications of blockchain technology are 
still in infancy. 

Supply Chain Leaders Should Consider Blockchain 
Technology’s Current Applications.

Before looking into applications, it’s important to 
understand what Blockchain technology is and is not. 
Blockchain technology involves the creation of data 
“blocks,” detailing activities for a given transaction or 
actions, and such information is finalized and locked 
into a chain. The chain is only added to with each 
transaction, so the origin of transaction details, such 
as financial records, product details, and location, 
can be traced. Thus, all subsequent transactions can 
be verified and tracked, enhancing transparency and 
visibility into the transaction. In addition, blockchains 
may be public or private, granting or denying access 
to the chain details based on authorization, so 
private information can be protected, while allowing 
addresses to authorized parties, explains Jeff Berman 
via Logistics Management.  

There are some real world applications of 
blockchain technology today. The development of 
cryptocurrencies has a great opportunity for payment 
processing and financial management of the supply 

chain. Swissport 
has already 
developed a 
platform, which 
is currently in the 
pilot phase, for 
using blockchain 
to manage cargo 
handling.

Other applications of blockchain technology in 
the supply chain include Microsoft’s joint venture 
project, Ardents NovaTrack, explains Ana Alexandre 
of CoinTelegraph, used to track pharmaceuticals 

while in transport, but the potential application of the 
technology may quickly rise to be a leading soldier 
in the battle against the opioid epidemic. The recent 
developments regarding Walgreens’ presumed 
impact on the epidemic could have been identified 
earlier through blockchain technology, reducing the 
company’s exposure to the risk of legal proceedings 
and remuneration.

Another excellent example of blockchain in the supply 
chain of today includes limited access networking. 
Although these networks are not necessarily 
blockchain in the literal sense, they bear remarkable 
similarities to the technology. If the technology tracks 
all actions, it is a form of blockchain, but the key lies in 
eradicating the ability to edit past transactional details. 
This is where many of today’s applications fall short, 
allowing for edits, but blockchain in the truest forms is 
a complete record, making compliance virtually self-
sustaining, reports Supply Chain 24/7. As a result, the 
ability to track and manage the supply chain through 
blockchain may be among the greatest sustainable 
practices to arise in the next decade, especially in 
an age where every dollar spent comes under the 
scrutiny of the public eye.

Blockchain in the truest 
forms is a complete 
record making 
compliance virtually 
self-sustaining

http://www.cerasis.com
https://www.logisticsmgmt.com/article/blockchain_is_everywhere
https://www.logisticsmgmt.com/article/blockchain_is_everywhere
http://www.swissport.com/
http://www.swissport.com/
http://www.swissport.com/
http://www.swissport.com/
https://cointelegraph.com/news/new-blockchain-based-supply-chain-system-is-presented-by-microsoft-and-ardents
https://cointelegraph.com/news/new-blockchain-based-supply-chain-system-is-presented-by-microsoft-and-ardents
http://www.supplychain247.com/article/is_blockchain_in_the_supply_chain_coming_of_age
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How Will Blockchain Technology Affect the Future of Supply Chain  
& Logistics Management?
The future of the supply chain is limitless with the power of blockchain technology, and paired with the 
potential of the Internet of Things (IoT), blockchain will bring a new level of visibility and insight into supply chain 
management. Automated identification and data capture (AIDC), including RFID tags, will make blockchain 
technology more efficient, empowering informed decisions and helping supply chain managers move more 
product, spend less on freight, and create positive customer experiences, says Hope Liu via Supply Chain 
Brain. However, applying blockchain will come with some unique challenges.

http://www.cerasis.com
http://www.supplychainbrain.com/single-article-page/article/linking-chains-how-blockchain-and-supply-chain-go-hand-in-hand/
http://www.supplychainbrain.com/single-article-page/article/linking-chains-how-blockchain-and-supply-chain-go-hand-in-hand/
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The Hurdles & Current Challenges of Using Blockchain  
in Supply Chain & Logistics
Blockchain technology lacks the maturity necessary to enable global deployment today. Such limitation can be 
discouraging, but it serves as a beacon of hope for a better future in supply chain management. To unlock the 
true value of using blockchain in supply chain and logistics management, shippers should consider its existing 
hurdles and possible challenges as the technology matures. 

Using Blockchain in Supply Chain & Logistics Comes 
With Significant Current and Future Challenges. 

Supply chain leaders may be using outdated systems 
to record information. System sensors and data pools 
may not be compatible, making data access difficult 
at best, and blockchain is susceptible to the problem 
of too much data. Poor data quality entered into the 
chain will result in inaccurate data assumptions in 
subsequent chains. 

Another key problem with today’s level, or lack thereof, 
of using blockchain in supply chain and logistics lies in 
virtually zero off-the-shelf (OTS) systems. Blockchain 
technology is still “new,” so few supply chain management 
software vendors have had the time to develop OTS 
solutions for use. Plus, another problem still exists; will 
shippers embrace blockchain wholeheartedly? In other 
words, the technology’s primary challenge is creating a 
culture of acceptance, organization, and standardization 
for its use, reports DHL Logistics. 

Blockchain Technology Will Continue to Evolve, 
Streamlining Use.

To answer that question, consider the ways blockchain 
affects the whole shipping industry. Blockchain 
technology holds its greatest value in industrywide 
adoption. Think about pharmaceuticals and products 
requiring tracking and management of product 
cycles to ensure viability, safety, and security. These 
are the areas most likely to see real-world benefits, 
and major software developers are taking notice. 
In fact, Microsoft has partnered with Ardents to 
create a new blockchain technology-based system, 
including artificial intelligence (AI), to offer end-to-end 
traceability and visibility into supply chains. The system, 
known as Ardents NovaTrack, was originally created for 
the pharmaceutical industry, aimed at reducing illicit 
pharmaceutical availability and reducing the number of 
counterfeit drugs on the market. 

http://www.cerasis.com
https://www.logistics.dhl/content/dam/dhl/global/core/documents/pdf/glo-core-blockchain-trend-report.pdf
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More than 2 percent of today’s drugs are counterfeit, 
and although this may not seem like a major problem, 
the wrong medication could cost someone’s life. 
It is not a laughing matter, and the onus of ensuring 
medication integrity depends on stringent supply 
chain management, visibility, and transparency. This 
will allow supply chain leaders to document the 
chain of custody for medications from manufacturing 

to end-users, which also holds potential in curbing 
the opioid epidemic. Applying this example across 
other supply chains, like grocers and sporting goods 
resellers, could increase sales by making sellers more 
responsible. Better documentation is tantamount to 
more sales, better brand value, and fewer compliance 
violations, but with the limitations of today’s blockchain 
technology, what can shippers do to plan for success?

1.  Conduct a Business Review. A thorough business 
review helps supply chain leaders identify their core 
competencies and weaknesses, as well as prepare 
for adoption of new technology and software. Since 
blockchain is on the horizon, knowing where today’s 
operations stand is the first step in the journey. 

2.  Automate Technologies. Blockchain is data and 
network intensive, so automation will play a key role 
in allowing for seamless integration of blockchain 
technologies. 

3.  Integrate Systems. Integrated supply chain 
platforms go back to overcoming the future 
challenge of consistency in blockchain data. 
Systems and platforms that aren’t compatible will 
lead to instability and inaccuracy in the “chain.”

4.  Use Data Analytics. Data analytics is a no-brainer, 
and supply chain executives should start using data 
analytics to aggregate and clean data to derive 
value. The information analyzed will be an integral 
stepping stone in the path toward blockchain-
based processes. 

5.  Stay Educated. Blockchain is in a state of evolution, 
and software developers, like Microsoft, are on 
the ball. Meanwhile, early adopters of blockchain, 
including Walmart, will have the ability to radicalize 
the playing field, generating significant competitive 
advantages. Staying educated on the use and 
availability will help minimize the competitive 
impact of early adopters. 

The onus of ensuring 
medication integrity 
depends on stringent 
supply chain 
management, visibility, 
and transparency.

How to Overcome Today’s Challenges and Plan for Success.
It’s easy to assume the challenges of using blockchain in supply chain and logistics management will be  
difficult to overcome, but it is possible. Supply chain executives should take these steps to prepare for a 
blockchain-based future:

Although challenges still exist, the technology is undoubtedly going to change the industry. 

http://www.cerasis.com
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Why Blockchain in the Supply Chain Is an Absolute Game Changer
The application of blockchain promises to increase 
visibility, renew viability, reduce inconsistency, 
increase payment processing accuracy, and eliminate 
compliance problems. Even though the technology is 
still new, its potential cannot be ignored, and supply 
chain executives need to know why. 

Supply Chain Executives May Not Understand 
Blockchain Technology.

2018 is the year in which blockchain testing programs 
will become real-world platforms, reports Computer 
World.com. Major companies, like Maersk and IBM, 
are working on innovative platforms to allow for end-
to-end visibility and transparency through blockchain 
technology. The promise of launching technology 
means saving billions through the elimination of EDI 

and paper-based 
systems, reducing 
i n e f f i c i e n c i e s 
and much more. 
Today, supply 
chain leaders 
remain confused 
and uncertain 
about the future 

of launching technology. They may understand its 
purpose, but applying blocking technology in the 
real-world seems out of reach. As a result, supply 

chain executives may not realize that investment in 
blockchain is the only way to successfully mitigate this 
change in standard operating procedure.

How the Use of Blockchain in the Supply Chain 
Could Be the End-All Solution to Visibility and More.

Use of blockchain in the supply chain is presumed to 
be the end-all solution to visibility and transparency. 
Blockchain technology has the potential to correct 
problems within today’s supply chains, reports 
Bernard Marr of Forbes. The complexity of modern 
supply chain is extensive. Products may shift between 
modes, and a large global manufacturing present 
exacerbates the complexity. The age of e-commerce 
also means an increased risk of purchasing counterfeit 
products, the so-called “gray market.” Through 
blockchain technology, consumers can verify the 
product they purchased, and vendors and suppliers 
can take the same action. This increases efficiency 
and reliability within the supply chain.

Supply chain parties using lock chain in the supply chain 
can review the chain of ownership and provide an added 
layer of security, as well as a guarantee, to other parties 
regarding the item in question’s value and validity. These 
are important factors in supply chains that have a direct 
bearing on the health of the public, such as the food and 
medical industries, asserts Nasdaq.

Through blockchain 
technology, 
consumers can 
verify the product 
they purchased

http://www.cerasis.com
https://www.computerworld.com/article/3249252/emerging-technology/blockchain-will-be-the-killer-app-for-supply-chain-management-in-2018.html
https://www.computerworld.com/article/3249252/emerging-technology/blockchain-will-be-the-killer-app-for-supply-chain-management-in-2018.html
https://www.forbes.com/sites/bernardmarr/2018/03/23/how-blockchain-will-transform-the-supply-chain-and-logistics-industry/#3c192dd95fec
https://www.nasdaq.com/article/blockchain-technology-set-to-revolutionize-the-supply-chain-cm784187
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Plan for Success in the Final Quarter of the Supply Chain Game  
With Blockchain. 
Applied on a global scale, blockchain in the supply chain will make the $18 trillion global trade finance market 
more efficient, says Deloitte, reducing conflict and improving collaboration. Blockchain is comparable to the 
surprise move in the last few seconds of the supply chain game. If everything goes well and is executed 
properly, your team will score and win. So, how are supply chains using the technology today? 

Looking to Examples Across Industries for Better Understanding
JP Morgan, Microsoft, and Google, reports Jonathan Chester of Forbes, are working to increase blockchain 
development and innovation, and supply chain leaders need to understand how the use of blockchain in 
supply chain and logistics will bring about lasting change and improvements in efficiency.

Additional benefits of blockchain in the supply chain for visibility include:

• The creation of smart contracts to hold vendors 
and suppliers accountable, maintaining adherence 
to duties and responsibilities defined within service 
level agreements (SLAs).

• Integrated payment solutions, reducing the time 
between ordering and payment processing, 
ensuring the proper, timely movement of products. 
Payment processing also has major ramifications 
for avoiding violations of international and domestic 
trade agreement, preventing illicit payments from 
countries and entities that are sanctioned from 
doing business with other parts of the world.

• Ability to create public and private blockchains, 
protecting proprietary, if not private, information 
from unauthorized parties. 

• Recording all activities throughout the supply 
chain, including the quantity and transfer of assets, 
regardless of the motive transit. This will grow more 
important as new technologies, including unmanned, 
autonomous trucks, drones, and even Amazon’s 
proposed floating fulfillment center, emerge. 

• Better customer service levels and far-reaching 
scalability, resulting from the ability to provide more 
information regarding a product’s manufacturer, 
origin, transfer, and use.

http://www.cerasis.com
https://www2.deloitte.com/us/en/pages/operations/articles/blockchain-supply-chain-innovation.html
https://www.forbes.com/sites/jonathanchester/2016/01/11/why-innovative-companies-are-using-the-blockchain/#3b4623cd5076
http://cerasis.com/2016/06/29/blockchain-technology/
http://cerasis.com/2016/06/29/blockchain-technology/
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• Citizen Services – Blockchain technology can be 
used to verify the identity of individuals, and it is 
already in use by ID2020, helping those without 
access to a physical form of identification to verify 
their identity. Additional applications may hold value 
in eliminating certificate of identity forgery, which 
may be used in the supply chain to verify citizenship, 
eligibility to work and more.  

• Retail Blockchain – Applications of blockchain 
technology in the retail supply chain go back to the 
sourcing of a product, validity, sustainable practices 
during manufacturing, movement through international 
trade, returns management, and recycling or reclamation 
of raw materials. For instance, Martine Jarlgaard and 
Provenance are working toward this process in the 
fashion industry. 

• Life Sciences and Healthcare – The life sciences 
sector includes the use of blockchain to track 
medical devices, medications, and even personal 
health records. Since many medical devices and 
products may be made for a specific person and 
highly customized, the ability to track the process 
of manufacturing, delivery, payment, and continued 
service, such as repairs, will enhance treatment 
outcomes in health care. In fact, the CDC is currently 
testing blockchain programs for this purpose. 

• Automotive and Manufacturing – The automotive 
sector is another area that can benefit from 
blockchain, particularly the reverse logistics chain, 
including repairs and maintenance. Blockchain can 
track maintenance records and enhance vehicle 
performance and longevity. 

• Facility and Energy Management – The discussion on 
supply chain use of blockchain is incomplete without 
touching on facility and energy management, including 
smart buildings, advanced, integrated warehouse 
management platforms, and comprehensive energy 

controls. Blockchain allows for the continuous 
tracking of information and improvement through 
data analytics. Since the chain is incorruptible, 
Facility Managers can verify results against historic 
records and denote improvements made that result 
in sustainable manufacturing processes.  

• Labor Management – Labor management also 
benefits from blockchain technology, particularly 
employee performance tracking. In a sense, the 
E l e c t r o n i c 
L o g g i n g 
Device (ELD) 
mandate has 
characteristics 
similar to 
b l o c k c h a i n , 
and moving 
ELD tracking to 
blockchain would effectively ensure compliance and 
hold violators accountable, reducing penalties levied 
against fleet owners and managers. Companies, like 
BP, Eni Trading and Shipping, and Wien Energie, 
have already completed pilot programs for use 
of blockchain technology to reduce back-office 
processes and streamline cross-border trade, as 
well as energy management. 

• Shareholder Voting and Collaboration Between 
Parties – According to CNBC, Nasdaq has been a 
pioneer of this example, adding to collaboration 
and recording thoughts, opinions, and voting among 
shareholders, thus avoiding time delays in decision 
making and eliminating inefficiencies. 

The prospects are great, but some wonder whether 
blockchain is truly great or just a passing trend. 

The Applications of Blockchain Are Growing, And Supply Chain Execs 
Need to Know Where to Look.
Blockchain is entering a phase of development that will affect every aspect of supply chain and logistics 
management, ranging from procurement to forward logistics and beyond. Reverse logistics will also see 
significant strides in efficiency and productivity through the power of blockchain technology, establishing 
credibility and remaining a vital part of modern supply chain success, regardless of what happens with Bitcoin.

Some examples of application and use of blockchain in supply chain and logistics include:  

Blockchain allows for 
the continuous tracking 
of information and 
improvement through 
data analytics.

http://www.cerasis.com
https://www.cnbc.com/2016/02/29/the-challenges-of-using-blockchain-technology.html
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Is There Too Much Hype Around Blockchain?
A recent survey by Deloitte, reports Coin Square,  
found the prospects of blockchain supply chain 
applications beyond reproach and capable of 
revolutionizing the way supply chains operate. 
According to the survey, comprised of responses from 
1,000+ supply chain executives, 39% are planning to 
invest at least $5 million in blockchain supply chain 
applications in the next year, and 16% are planning to 
invest $10 million or more. 

Virtually Zero OTS Blockchain Supply Chain 
Applications Exist. 

While the majority expect blockchain to be critical in 
maintaining competitive advantage and enhancing 
business strategy, less than 4% believe it will be 
irrelevant to success or have little to no knowledge of 
the technology. As recently as December 2016, in the 
preceding Deloitte survey, the number of respondents 
with little to no knowledge of the technology was 
near 40%. The primary obstacle to adoption of supply 
chain blockchain capabilities is regulatory issues, but 
a solution exists. 

Since supply chains are networks by definition, the 
adoption of blockchain supply chain applications will 
require a greater interest in such systems by your 
competitors and supply chain partners. In the modern 
era, supply chain networks generate a mountain of 
data, and this information is not necessarily accessible 

through other partners’ systems. This results in a 
lag between data access, which undermines the 
efficiency of the entire chain.  

Blockchain supply chain applications have the 
potential to streamline the application and use of 
data throughout the whole supply chain, including 
your organization. As more shippers and partners 
adopt blockchain, the technology will grow in value, 
providing additional information and increasing 
transparency, not to mention proof of concept, 
simultaneously.  

It is an odd point, but it is simple math.

1 + 1 = 2. 

In the supply chain, each partner will provide the literal 
building blocks the chain of success and transparency 
through blockchain. As a result, a consensus between 
supply chain leaders and partners and alignment of 
business goals throughout the industry must arise. 
With time, the costs of handling transparency-related 
processes, like manual signatures on order invoices, 
will decrease as the process moves into the digital 
realm. Therefore, leaders will come to learn more 
about its potential and understand how it functions in 
relation to today’s tracking technologies. 

As more shippers 
and partners adopt 
blockchain, the 
technology will  
grow in value

http://www.cerasis.com
https://news.coinsquare.com/fr/blockchain/deloitte-consensus-big-companies-blockchain-is-important/
https://news.coinsquare.com/fr/blockchain/deloitte-consensus-big-companies-blockchain-is-important/
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How to Determine If and How Blockchain Supply Chain Applications 
Will Benefit Your Enterprise.
To assess the value of blockchain, supply chain leaders should consider current operations and how the 
technology could affect process standardization and documentation. 

1.  Start by examining potential use cases of 
blockchain that affect the safety of consumers. 
Does your organization serve customers in 
any way that could affect their short-term or 
long-term health and safety?

2.  Re-evaluate existing supplier-shipper 
relation-ships and contracts. Are your 
suppliers able to fulfill all orders, and if not, 
what process do you have in place to reduce 
this problem’s recurrence?

3.  Determine the cost of documentation errors, 
like inaccurate invoicing, late shipping, and 
returns due to order errors. If problems exist, 
can your organization validate the errors 
and automatically recapture their associated 
costs?

4.  Consider the scalability of your supply chain 
applications. Are your existing solutions 
scalable, and if so, can you validate the data 
within them?

5.  Are you staying competitive? Walmart is one 
of the leading supply chain entities embracing 
blockchain research and development. So, 
how you can compete with Walmart through 
blockchain and better transparency?

The answers to these questions will vary, depending on the specific volume and type of freight shipped through 
your organization. Each question is also a trick question. Shippers benefit when customers, supply chain 
partners, and their employees have more information and ability to rapidly scale operations. As a result, any 
answer implies blockchain supply chain applications will add value to your organization, even in organizations 
with robust visibility initiatives in existence. 

http://www.cerasis.com
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Summary: Blockchain Is COMING! Will You Be Ready?
Blockchain supply chain applications are on the horizon, but the time when they come to realization may not 
necessarily reflect the hype of today. Blockchain will simply be the new standard for documentation and asset 
tracking, much like today’s API, EDI and WMS function capabilities. Blockchain will simply become another 
rung in the history of supply chains, building on cybersecurity and enhancing productivity along the way. 
It’s the ultimate in data tracking and accountability, and its challenges will make a splash in the global supply 
chain. Today’s executives need to start thinking about blockchain in terms beyond its name, says Steve Banker 
of Forbes. They need to start thinking about the technology as the new standard in supply chain management.  

In part two, we’ll explore how the technology is affecting supply chain executives, its potential impact on 
visibility and more. Stay tuned. 

TODAY’S EXECUTIVES NEED TO START THINKING ABOUT BLOCKCHAIN IN 
TERMS BEYOND ITS NAME, SAYS STEVE BANKER OF FORBES.

http://www.cerasis.com
https://www.forbes.com/sites/stevebanker/2017/09/01/blockchain-in-the-supply-chain-too-much-hype/1#517895b3198c
https://www.forbes.com/sites/stevebanker/2017/09/01/blockchain-in-the-supply-chain-too-much-hype/1#517895b3198c

