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Abstract: Big Data Analytics has a prominent place in the digital economy. Private companies 
increasingly rely on it to improve decision-making, enhance efficiency, and increase productivity, using 
sophisticated algorithms to predict consumers’ behaviour, evaluate investments and financial 
instruments, calculate loan rates, credit scores, and insurance risks, or select which people to hire. 
Governments have discovered the power of data analysis as well. Data matching and data mining 
techniques are currently employed to detect terrorists and prevent future attacks, target citizens or places 
for police scrutiny, select tax payers for audit, detect frauds, grant or deny visas, and more. The influence 
of Big Data analytics in administrative decision-making might rapidly grow in the near future. The paper 
analyses risks and opportunities involved in relying on data processing to support or to make 
administrative decisions with the aim of understanding the challenges that the use of sophisticated 
algorithms in public decision-making poses to the core principles of administrative law. 
 
Summary: 1. Introduction. 2. What is New in Big Data Analytics. 3. Applications in the Public Sector. 
4. Big Data Analytics in Administrative Decision-Making. 5. The Failures of Data-Driven Decisions. 6. 
Uncovering the Black Box. 7. The Legal Framework. 8. Conclusion. 
 

1. Introduction 

For millennia organizations have collected information about facts and people in order to have a better 

understanding of the present and forecast future trends and behaviours.1 Until recently, however, 

gathering data was time-consuming and costly, and the ability to analyse it was limited2. Furthermore, 

there was always a time lag between the collection of data and its analysis, and thus only past data was 

available for research3.  

                                                           
* Peer reviewed. 
1 Ancient Egyptians, as the Roman Empire, e.g., have conducted censuses, and have held tax payer rolls and land 
registers. See V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, John Murray Publishers, London, 2013, p. 19; 
V. ZENO ZENCOVICH  - G. CODIGLIONE, Ten legal perspectives on the “Big Data Revolution”, in F. DI PORTO 

(ed.), Big Data e concorrenza, in Conc. Merc., special issue 2016, p. 30.  
2 See V. MAYER-SHÖNBERGER - Y. PADOVA, Regime change? Enabling big data through Europe's new data protection 
regulation, in Columbia Sc. & Tech. Law Review, n. 17/2016, p. 319; F. H. CATE, Government Data Mining: The Need for 
a Legal Framework, in Harvard Civil Rights- Civil Liberties Law Review, n. 43/2008, p. 435. 
3 See B. CLEGG, Big Data, Icon Books Ltd, London, 2017, p. 6. 
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Within just a few years, the rise of the Internet and the development of digital technologies have 

consistently reduced such constraints4. Nowadays, nearly every activity leaves “digital traces”, 

automatically gathered by computers whose storage capacity is almost unlimited. In addition, the large 

amount of data increasingly generated from multiple sources can be processed in real time to extract 

information and valuable knowledge.   

The term “big data” refers to these features of the digital economy, a “fuzzy notion” that in recent time 

“has invaded  (also) the legal debate”5.  

 It is well known that several definitions of big data have been proposed. According to the first and most 

cited, big data  “is high volume, high velocity, and/or high variety information assets that require new 

forms of processing to enable enhanced decision-making, insight discovery and process optimization.”6 

The so-called “three Vs” (volume, velocity, variety) have been largely employed in subsequent literature 

to describe the main features of big data7. Volume refers to the unprecedented quantity of data that can 

be gathered and processed, also thanks to the declining costs of collection and storage. Variety relates to 

the different sources (Internet, smartphones, digital cameras, sensors, etcetera) from which data is 

generated as well as to the heterogeneity of its format (text, images, geo-location, mobility data, etcetera). 

Velocity indicates that data is accumulated in real time, and also rapidly processed.  

The term “big data” is currently used not only to describe large datasets with those particular features 

(size, heterogeneity and speed), but also to refer to the analysis of such data and/or to the techniques 

that allow it (also named big data analytics). Big data has been, for instance, defined as “the practice of 

combining huge amounts of data of diversely sourced information and analyzing them, using more 

                                                           
4 See V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, cit., p. 20, also noting: “there still is, and always will 
be, a constraint on how much data we can manage, but it is far less limiting than it used to be and will become 
even less so as time goes on.” 
5 V. ZENO ZENCOVICH  - G. CODIGLIONE, Ten legal perspectives on the “Big Data Revolution”, cit., p. 30.  
6 D. LANEY, 3D Data management: Controlling data volume, velocity and variety, Technical Report Meta Group, cited, 
e.g., in E. CURRY, The Big Data Value Chain: Definitions, Concepts, and Theoretical Approaches, in J. M. CAVANILLAS 
- E. CURRY - W. WAHLSTLER (eds.) New Horizons for a Data-Driven Economy. A Roadmap for Usage and Exploitation 
of Big Data in Europe, Springer Open 2016, p. 30; M. FALCONE, Big data e pubbliche amministrazioni: nuove prospettive 
per la funzione conoscitiva pubblica, in Riv. Trim. Dir. Pubbl., n. 3/2017, p. 606; M. MACIEJEWSKI, To do more, better, 
faster and more cheaply: using big data in public administration, in Int. Rev. Admin. Sciences, 2017, p. 122. 
7 See, e.g., F. DI PORTO, La rivoluzione big data. Un’introduzione, in Id. (ed.), Big Data e concorrenza,  cit., pp. 5-6; F. 
COSTANTINO, Intelligenza arificiale e decisioni amministrative, in Riv. It. Sc. Giur., n. 8/2017, p. 358; Id., Lampi. Nuove 
frontiere delle decisioni amministrative tra open e big data, in Dir. Amm., n. 4/2017, p. 805; G. D’ACQUISTO – M. NALDI, 
Big Data e privacy by design, Torino 2017, pp. 5-7; A. ROUVROY, “Of data and men”. Fundamental rights and freedoms in 
a world of big data, in Council of Europe. Directorate General of Human Rights and Rule of Law, Strasburg 11 
January 2016, p. 5-10; C. FEIJOO - J. GOMES-BARROSO - S. AGGARWAL, Economics of big data, in J. M. 
BAUER - M. LATZER (eds.), Handbook on the Economics of the Internet, Edward Edgar Publishing Cheltenham, 2017, 
p. 510 ff.  
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sophisticated algorithms to inform decisions”8; as “a technique for converting data flows into a particular, 

highly data intensive, type of knowledge” 9; or, more broadly, as “the ability of society to harness 

information in novel ways to produce useful insights or goods and services of significant value.”10  

This shift in definition (from data to its analysis) may be easily explained. The huge amounts of data 

collected and stored by private and public organizations would be useless - simply noise - if there was a 

lack of powerful computational tools able to handle and analyse them11. The very value of big data lies in 

analytics and in its ability to quickly extract previously unknown, and potentially useful information from 

large datasets generated from different sources12. Data mining techniques, in particular, as a subset of big 

data analytics, use sophisticated algorithms to find unexpected correlations and patterns in data, with the 

main purpose of anticipating future trends and forecasting facts, behaviours or processes13.  

This “seemingly oracular ability” to manage information and extract knowledge from attributes in data is 

now a key competitive advantage14. Google, for instance, has exploited the data collected in its main 

                                                           
8 European Data Protection Supervisor, Opinion 7/2015, Meeting the challenges of Big Data, 19 November 2015, p. 7.  
9 J. E. COHEN, What Privacy is For, in Harvard Law Review, n.7/2013, pp. 1920-1. The Author further explains: “Big 
Data is the shorthand for the combination of a technology and a process. The technology is a configuration of 
information processing hardware capable of sifting, sorting and interrogating vast quantities of data in very short 
times. The process involves mining the data for patterns, distilling the patterns into predictive analytics, and 
applying the analytics to new data.” 
10 V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, cit., p. 2.  The Authors also note that “big data refers to 
things one can do at large scale that cannot be done at a smaller one, to extract new insights or create new forms 
of value, in ways that change markets, organizations, the relationship between citizens and governments, and 
more.” (Id., at p. 6). 
11 As B. CLEGG, Big Data, cit., p. 35, argues: “you can have as much data as you like, with perfect networked 
ability to collate it from many locations, but of itself this is useless. In fact, it is worse than useless. As humans, we 
can only deal with relatively small amounts of data at a time; if too much is available we can’t cope. To go further, 
we need help from computer programs, and specifically from algorithms.” 
12 See, e.g., D. BOYD - K. CRAWFORD, Six Provocations for Big Data, paper presented at Oxford Internet Institute’s 
“A Decade in Internet Time: Symposium on the Dynamics of the Internet and Society” on September 21, 2011, 
available at http://ssrn.com, p. 1-2. As the Authors note: “its value comes from the patterns that can be derived 
by making connections between pieces of data, about individuals, about individuals in relation to others, about 
groups of people, or simply about the structure of information itself.” 
13 See V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, cit., p. 11: “At is core, big data is about 
predictions.(…) it’s about applying math to huge quantities of data in order to infer probabilities”. On the 
predictive power of big data see, e.g., I. KERR - J. EARLE, Prediction, Preemption, Presumption: How Big Data Threatens 
Big Picture Privacy, in Standford Law Review Online, n. 66/2014, pp. 65-72; T. Z. ZARSKY, Transparent Predictions, in 
University Illinois Law Review, n.4/2013, pp.1503- 1568; D. K. CITRON - F. PASQUALE, The Scored Society: Due 
Process for Automated Predictions, in Washington Law Review, n. 1/2014, pp. 1- 32; A. MANTELERO, Big data: i rischi 
della concentrazione del potere informativo digitale e gli strumenti di controllo, in Dir. Informaz., n.1/2012, p.138; Id., Personal 
data for decisional purposes in the age of analytics: From an individual to a collective dimension of data protection, in Computer Law 
and Security Review, n. 32/2016, pp. 239-241; L. CALIFANO, Brevi riflessioni su privacy e costituzionalismo al tempo dei big 
data, in federalismi.it, n. 9/2017, pp. 2-3; M. F. DE TULLIO, La "privacy" e i "big data" verso una dimensione costituzionale 
collettiva, in Pol. dir., n.4/2016, pp. 661-662; M. FALCONE, Big data e pubbliche amministrazioni, pp. 610-611; F. 
COSTANTINO, Intelligenza arificiale e decisioni amministrative, in Riv. It. Sc. Giur., n. 8/2017, pp. 366-371, Id., Lampi. 
Nuove frontiere delle decisioni amministrative tra open e big data, cit., pp. 813-820. 
14 See, e.g., L. BARRET, Deconstructing Data Mining: Protecting Privacy and Civil Liberties in Automated Decision-Making, 

http://ssrn.com/
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activities to develop new services (voice recognition, translation, and spam filters), new products (self-

driving cars) and even predict the spread of the flu.15 Likewise, Netflix and Amazon use big data analysis 

to predict consumers’ preferences and recommend to clients films, books and generally products16. Social 

networks too adopt a similar model for suggesting friends, censuring images that have been posted, or 

deciding which updates to show the users.17 As has been noted, together those systems “play an increasing 

important role in selecting what information is considered most relevant to us, a crucial feature of our 

participation in public life.”18 

Tech companies are not the only entities to rely on big data analytics. In the financial sector, for example, 

data mining is employed to predict the value of investments and financial instruments19. And it plays an 

increasingly significant role in medical, pharmacological, sociological and other fields of research as well20.  

More importantly, big data analytics underpins a society which, according to Jack M. Balkin, is rapidly 

turning into an “Algorithmic Society”, i.e. “a society organized around social and economic decision 

making by algorithms, robots, and AI agents; who not only make decisions, but, in some cases, also carry 

them out”21. From credit scoring to recruitment22, the rating of universities to the evaluation of workers’ 

performance23, from the approval of financial transactions to the diagnosis of diseases and the choice of 

the therapy24, judgements and decisions once entrusted to human beings are now increasingly performed 

by computer systems by means of data mining techniques25. 

                                                           
in Georgetown Law Technology Review, 2016, p. 156; J. M. CAVANILLAS - E. CURRY - W. WAHLSTLER, The Big 
Data Value Opportunity, in J. M. CAVANILLAS - E. CURRY - W. WAHLSTLER (eds.), New Horizons for a Data-
Driven Economy, cit., p. 3; F. DI PORTO, La rivoluzione big data, cit., p. 9; A. SORO, Persone in rete. I dati tra poteri e 
diritti, Fazie editore, Roma 2018, p. 149. 
15 See, e.g., I. S. RUBINSTEIN, Big Data: The End of Privacy or a New Beginning?, in International Data Privacy Law 
n.3/2013, p. 76 ; V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, cit., 9. 
16See, e.g., V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, cit., p. 73 ff.; B. CLEGG, Big Data, cit., p. 1 ff.  
17 See, e.g., Conseil d’Etat, Etude annuelle 2017 - Puissance publique et plateformes numériques: accompagner l’«ubérisation», 
La Documentation Française 2017, p. 60; T. GILLESPIE, The Relevance of Algorithms, in T. GILLESPIE et al. (eds.), 
Media Technologies, Cambridge MIT Press, 2014, p. 167. 
18 T. GILLESPIE, The Relevance of Algorithms, quoted, p. 167. 
19See G. COGLIANESE - D. LEHR, Regulating by Robot: Administrative Decision Making in the Machine Learning Era, 
University of Pennsylvania Law School, Research Paper No. 17-18/2017, at http: //ssrn.com, p. 12. 
20 See V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, cit., p. 9 ff. 
21 J. M. BALKIN, The Three Laws of Robotics in the Age of Big Data,  (August 27, 2017), in Ohio State Law Journal, 
Vol. 78/2017, Forthcoming; Yale Law School, Public Law Research Paper No. 592/2017, p. 5. Available at SSRN: 
https://ssrn.com/abstract=2890965. Also S. RODOTÀ, Il mondo nella rete, Roma-Bari 2014, p. 35, refers to a “società 
dell’algoritmo”.  
22  See D. K. CITRON - F. PASQUALE, The Scored Society, cit., p. 1 ff.; D. ROBINSON - H. YU, Civil Rights, Big 
Data and Our Algorithmic Future, 2014, p. 15; B. CLEGG, Big Data, cit., p.125.  
23 See C. O'NEIL, Weapons of Math Destruction: How Big Data Increases Inequality and Threatens Democracy, New York, 
2016, p. 219. 
24 See N. BOSTROM, Superintelligence, Oxford University Press, 2014, pp. 14-15.  
25As S. RODOTÀ, Il mondo nella rete, cit., p. 37, observes: “Decisioni importanti o solo apparentemente minori, 
scelte rilevanti per l’economia e per la stessa vita quotidiana, sono sempre più intensamente affidate a procedure 

https://ssrn.com/abstract=2890965
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The paper addresses the so-called big data revolution and its possible impact on administrative decision-

making, with the main aim of understanding the challenges that the use of advanced analytics to support 

or to take administrative decisions would pose to the core principles of administrative law. 

 

2. What is New in Big Data Analytics 

As already mentioned, big data analytics is what creates the value in large datasets, a value that is greater 

than the sum of the values of the parts26. Analytics, in other words, is what has turned data into the “new 

oil”27.  

Big data analytics comprises of different computational technologies. The most common are data 

matching and data mining. Data matching is the electronic comparison of two or more sets of data, to 

search for similarities and discrepancies in records or to develop a more complete picture of a particular 

individual.28 Data mining, sometimes equated to analytics but actually only a subset of it, is a 

computational process that discovers novel patterns in large datasets29.  More precisely, data mining 

                                                           
automatizzate, a software messi a punto grazie a modelli matetamatici che, riducendo o eliminando del tutto 
l’intervento umano, dovrebbero rendere più rapide ed affidabili molteplici operazioni riducendo i loro rischi.” See 
also D. K. CITRON - F. PASQUALE, The Scored Society, cit., p. 3; J. A. KROLL  – J. HUEY – S. BAROCAS - 
E.W. FELTEN – J. R. REIDENBERG – D. G. ROBINSON – H. YU, Accountable Algorithms, in University of 
Pennsylvania Law Review, n.3/2017, p. 636; F. COSTANTINO, Intelligenza arificiale e decisioni amministrative, cit., p. 359. 
26 See Executive Office of the President of the U.S.A., President's Council of Advisors on Science and Technology, 
Big Data and Privacy: a tecnological perspective, May 2014, p. 24. 
27 See, e.g., V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, cit., p. 5; V. ZENO ZENCOVICH - G. 
CODIGLIONE, Ten legal perspectives on the “Big Data Revolution”, cit., p. 30; A. SORO, Persone in rete, cit., p. 139; The 
world’s most valuable resource is no longer oil, but data- Regulating the internet giants, The Economist, May 6th 2017, http: 
www.economist.com. As J. M. BALKIN, The Three Laws of Robotics, cit., p. 6, notes, big data is not only the fuel of 
the Algorithmic Society, but it is also the product of its operations, since data processing produces more data, 
which in turn is used by algorithms to improve their performance.  
28 See D. J. STEINBOCK, Data Matching, Data Mining, and Due Process, in Georgia Law Review, n.2/2005, p.10; D. K. 
CITRON, Technological Due Process, in Washington University Law Review n. 6/2008, p. 1260; F. H. CATE, Government 
Data Mining: The Need for a Legal Framework, in Harvard Civil Rights- Civil Liberties Law Review, 2008, p. 438. 
29 See U. S. Executive Office of the President, President's Council of Advisors on Science and Technology, Big 
Data and Privacy: a technological perspective, cit., p. 24. Several technical definitions of data mining have been given. 
According to the one most cited, data mining is “the non-trivial process of identifying valid, novel, potentially 
useful, and ultimately understandable patterns in data” (U. M. FAYYAD et al., From Data Mining to Knowledge 
Discovery: An Overview, in U. M. FAYYAD (ed.) Advances in Knowledge Discovery and Data Mining, Menlo Park 1996, p. 
6, cited in I. S. RUBINSTEIN, Big Data: The End of Privacy or a New Beginning?, cit., p. 3; M. HILDEBRANDT, Who 
is Profiling Who? Invisible Visibility, in S. GUTWIRTH (ed.), Reinventing Data Protection?, Springer 2009, p. 241; T. Z. 
ZARSKY, Governmental Data Mining and its Alternatives, in Penn State Law Review, n. 2/2011, p. 291). See also U.S. 
Gen. Accounting Office, Data Mining: Federal Efforts cover a Wide Ranges of Uses, GAO-04-548, May 2004, p. 9, 
defining data mining as “the application of database technology and techniques – such as statistical analysis and 
modelling – to uncover hidden patterns and subtle relationships in data and to infer rules that allow for the 
prediction of future results.” 

http://www.economist.com/
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searches for relationships among attributes in data and detect correlations that are not visible to the 

human eye30.  

The process of data mining is made possible by sophisticated algorithms named “machine learning 

algorithms” (or learners), which are currently considered one of the main applications of the so-called 

Artificial Intelligence31.  

Algorithms can be generally described as series of clear instructions that solve a given problem in a finite 

amount of time.32 Learning algorithms are different from traditional ones in so far as they do not need 

to be programmed with comprehensive, detailed rules for accomplishing their task33. “By trial and error, 

computers learn how to learn, mining information to discover patterns in data.”34 Those algorithms, in 

other words, are trained to find relationships among attributes in data and improve over time as more 

data becomes available35.  

 A good example of machine learning is language translation. Early AI projects sought to replicate in 

computer codes language the rules developed by skilled linguists, but these early rule-based translations 

produced poor results36. Newer systems use machine-learning algorithms that analyse large amounts of 

previously translated documents to build statistical models about the likely meaning of words or phrases.37 

                                                           
30 See M. HILDEBRANDT - B. J. KOOPS, The Challenges of Ambient Law and Legal Protection in the Profiling Era, in 
Modern Law Review, 2010, pp. 431-432; E. NISSENBAUM, Privacy in Context, Stanford University Press, Stanford 
2010, pp. 44-45. 
31 See, e.g., N. BOSTROM, Superintelligence, cit., p. 8 ff.; H. SURDEN, Machine Learning and Law, in Washington Law 
Review, n.1/2014, p. 87 ff. Artificial Intelligence can be defined as the “science of machine machines do things that 
would require intelligence if done by persons” (S. CHOPRA - L. F. WHITE, A legal theory of autonomous artificial 
agents, 2011, p. 5, quoted in D. K. CITRON - F. PASQUALE, The Scored Society, cit., 2014, p. 6). 
32 See, e.g., M. LATZER et al., The economics of algorithmic selection on the internet, in J. M. BAUER - M. LATZER (eds.), 
Handbook on the Economics of the Internet, Edward Elgar Publishing Cheltenham, 2017, p. 397; D. J. STEINBOCK, 
Data Matching, Data Mining, and Due Process, cit., p. 13. In the literatures of computer science the term “algorithm” 
is assigned disparate technical meanings. According to a simple definition, an algorithm is “any well-defined 
computational procedure that takes some value, or set of values, as inputs and produces some value, or set of values, 
as outputs.” T. H. CORMEN at al., Introduction to Algorithms, 2d. ed., 2001, 10, cited in J. A. KROLL  – J. HUEY – 
S. BAROCAS - E.W. FELTEN – J. R. REIDENBERG – D. G. ROBINSON – H. YU, Accountable Algorithms, p. 
640, note 14. 
33 As a computer scientist explains: “Traditionally, the only way to get a computer to do something—from adding 
two numbers to flying an airplane—was to write down an algorithm explaining how, in painstaking detail. But 
machine learning algorithms, also known as learners, are different: they figure it out on their own, by making 
inferences from data. And the more data they have, the better they get. Now we don’t have to program computers; 
they program themselves.” P. DOMINGOS, The Master Algorithm, Basic Books, New York 2015, pp. 1-2. 
34 W. D. EGGERS – D. SCHTSKY – P. VIECHNICKI, Augmented Government. Using cognitive technologies to redesign 
public sector work, Deloitte University Press, 2017, p. 5. 
35 “See J. A. KROLL  – J. HUEY – S. BAROCAS - E.W. FELTEN – J. R. REIDENBERG – D. G. ROBINSON 
– H. YU, Accountable Algorithms, cit., p. 638; H. SURDEN, Machine Learning and Law, cit., p. 94.  
36 See N. BOSTROM, Superintelligence, cit., pp. 8-9; P. DOMINGOS, The Master Algorithm, cit., p. 15; H. SURDEN, 
Machine Learning and Law, cit., pp. 99-100. 
37 H. SURDEN, Machine Learning and Law, cit., p. 100. 
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The programmers building these systems do not need the help of linguistics, and they do not even need 

to speak the language they are working with38.  

As the example above shows, the term “ learning”, referred to the machine, does not imply that computer 

systems artificially replicate the advanced cognitive systems involved in human cognition39. The term is 

used in a “functional sense” to indicate how learning algorithms can reach results that would require 

high-order cognitive processes to be reached by a person in a similar situation and possess the ability to 

change their behaviour to enhance their performance on some task through experience40.  

Data mining techniques employ machine-learning algorithms to find unexpected correlations and novel 

patterns in large datasets. This process, also known as “knowledge discovery in data” (KDD)41, is new 

(and differs from scientific methodology) insofar as the patterns’ recognition does not necessarily require 

the predefinition of hypotheses to be tested on samples in order to be either verified or falsified42. As has 

been noted, “at least to an extent, big data reverses the direction of discovery, using data to foster 

hypotheses rather than ‘prove’ existing hypotheses.” 43 The unprecedented availability of data, along with 

the ability to process it, allows analysts to investigate nearly all aspects of a given phenomenon rather 

than a random portion of it44. This reduces both the concern for sampling45 and the need for models46.  

Analysts “let the data speak”47: learning algorithms look for models on their own by inferring them from 

                                                           
38 N. BOSTROM, Superintelligence, cit., p. 8. 
39 See H. SURDEN, Machine Learning and Law,  cit., p. 89. 
40Id., at p. 90. As P. J. GUSTAVO CORVALAN notes: “L’IA  développe certains processus de facon indépendante, 
souvent sans imiter ou simuler le processus qui se déroule dans le cerveau humain, mais obtient des résultats égaux 
ou meilleurs dans plusieurs domaines ou sectors de connaissance.” L’agorithme e les droits de l’Homme, in Conseil 
d’Etat, Etude annuelle 2017 - Puissance publique et plateformes numériques : accompagner l’«ubérisation», cit., p. 183. 
41 See, e.g., E. NISSENBAUM, Privacy in Context, cit., pp. 44-45; V. FERRARIS, La profilazione e i suoi rischi, in R. 
BRIGHI - S. ZULLO (eds.), Filosofia del diritto e nuove tecnologie, Aracne Editore, Ariccia, 2015, p. 70; I. S. 
RUBINSTEIN, Big Data: The End of Privacy or a New Beginning?, cit., p. 3; M. HILDEBRANDT, Who is Profiling 
Who?, cit., p. 241.  
42 See, e.g., C. ANDERSON, The End of Theory, in Wired Magazine n. 16/2008, pp. 7-8; E. E. JOH, Policing by 
Numbers: Big Data and the Fourth Amendment, in Washington Law Review, 2014, p. 40; V. MAYER-SHÖNBERGER - 
K. CUKIER, Big Data, cit., p. 61; M. FALCONE, Big data e pubbliche amministrazioni, cit., p. 610. 
43MAYER-SHÖNBERGER - Y. PADOVA, Regime change?, cit., p. 315. See also M. HILDEBRANDT, Defining 
Profiling: a new Type of Knowledge?, in M. HILDEBRANDT - S. GUTWIRTH (eds.), Profiling the European Citizen, 
Springer 2008, p. 39, noting: “Data mining provides its users with answers to questions they did not know to ask.” 
44 See F. MAZZOCCHI, Could Big Data be the end of theory in science?, in Science and Society, n. 10/2015, pp. 1250-55.  
45 See V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, cit., p. 26, arguing: “the concept of sampling no 
longer makes as much sense when we can harness large amounts of data”. 
46 As C. ANDERSON, The End of Theory, cit., notes: “We can stop looking for models. We can analyze data without 
hypotheses about what it might show. We can throw the numbers into the biggest computing clusters the world 
has ever seen and let statistical algorithms find patterns where science cannot.” 
47 See V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, cit., p. 19. 
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the large amount of data generated by past experience. As new data becomes available, learning 

algorithms can test the model, refine the patterns and thereby improve their performance48. 

The resulting “knowledge” is based on statistical correlations, which do not necessarily imply causes or 

reasons49. Indeed, correlations may tell that something is happening, but they do not explain why it is 

happening50. It remains, nevertheless, a very useful type of knowledge, as it can serve both descriptive 

and predictive tasks51.  

“Descriptive data mining” provides users with a better understanding of the information at their disposal, 

while uncovering hidden traits and unexpected trends within datasets.52 In predictive analysis data mining 

applications are used to generate rules based on correlations inferred by data. Thereafter, these rules are 

applied (mainly by other algorithms) to new data, in order to predict future results (while assuming that 

the patterns revealed by past data pertain to new data as well).53  

Data mining can be used for assessing risks and probabilities of uncertain developments in various fields 

of application54. It can be employed to analyse data about the physical world – for example in weather 

forecast or to predict climate change or the flow of traffic - or it can be used to analyse data about people 

and predict human behaviour55. Thereby it allows new, sophisticated forms of automated profiling, in 

which individuals are assigned to particular categories (profiles) based on their similarity to members of 

a comparable class bearing similar clusters of attributes56. These profiles are then used to make decisions 

about individuals, often without human intervention.57  

                                                           
48 See G. COGLIANESE - D. LEHR, Regulating by Robot, cit., p. 11. Who is Profiling Who?, cit., p. 241 
49  “Correlation is not causation” (C. ANDERSON, The End of Theory, cit.). M. HILDEBRANDT, talks about 
“blind” correlations. See also G. D’ACQUISTO – M. NALDI, Big Data e privacy by design, cit., p. 28. 
50 V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, cit., p. 19: “Big data is about what, not why” (italics by the 
Authors).  
51 See T. Z. ZARSKY, Governmental Data Mining and its Alternatives, cit., p. 292. 
52 Id. 
53 Id.  
54 See F. BOSCO et al., Profiling technologies and fundamental rights and values: regulatory challenges and perspectives from 
European Data Protection Authorities, in S. GUTWIRTH - R. LEENES - P. DE HERT (eds.), Reforming European Data 
Protection Law, Springer 2015, p. 9. 
55 See J. E. COHEN, What Privacy is For, cit., p. 1921; M. HILDEBRANDT, Defining Profiling, cit., p. 39; L. 
CALIFANO, Brevi riflessioni su privacy e costituzionalismo al tempo dei big data, cit., pp. 2-3. 
56See E. NISSENBAUM, Privacy in Context, cit., p. 44. 
57 See M. HILDEBRANDT, Defining Profiling, cit., p. 39. The term “profiling” is currently used to refer both to the 
construction or inference of a set of characteristics (profile) about individuals or groups by means of data mining, 
and to the application of profile to people whose data match with it. See Id., p. 41; M. HILDEBRANDT - B. J. 
KOOPS, The Challenges of Ambient Law and Legal Protection in the Profiling Era, in Modern Law Review, n.3/2010, p. 431; 
V. FERRARIS, La profilazione e i suoi rischi, cit., p. 69. F. BOSCO et al., Profiling technologies and fundamental rights and 
values, cit., propose the following comprehensive definition of profiling: “Profiling is a technique of (partly) 
automated processing of personal and/or non-personal data, aimed at producing knowledge by inferring 
correlations from data in the form of profiles that can subsequently be applied as a basis for decision-making. A 
profile is a set of correlated data that represents a (individual or collective) subject. Constructing profiles is the 
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3. Applications in the Public Sector 

Private organizations rely on big data analytics to enhance efficiency, increase productivity, and improve 

decision-making58. For many of the same reasons, the use of big data analytics holds great potential for 

public administration59.  

Public bodies generate and collect vast quantities of data through their everyday activities, and may also 

have access to private sector data.60 Governments show a growing interest in the potential value to be 

gained from such data61. Compared to the private sector, the applications of big data analytics in public 

sector are still limited, but nonetheless relevant62. Data mining, for example, is at the core of the so-called 

smart cities, which rely on sensor measurements of physical phenomena such as traffic volumes or air 

pollution, to enhance environmental sustainability at local level and improve the quality of life.63 

Furthermore, big analytics has begun to be used by public entities to predict human behaviour and make 

decisions which affect individuals. 

Since September 11, 2001, data mining has captured the attention of governments as a promising tool 

for identifying potential terrorists and pre-empt terrorist attacks64. “Based on the premise that the 

planning of terroristic activity creates a pattern or ‘signature’ that can be found in the ocean of transaction 

data created in the course of everyday life”, intelligence agencies have begun collecting, retaining and 

analysing information about the daily activities of hundreds of millions of people, searching for suspicious 

data linkages and behaviours65.  

                                                           
process of discovering unknown patterns between data in large data sets that can be used to create profiles. 
Applying profiles is the process of identifying and representing a specific individual or group as fitting a profile 
and of taking some form of decision based on this identification and representation”.  
58 See, e.g., I. S. RUBINSTEIN, Big Data: The End of Privacy or a New Beginning?, cit., p. 3; F. DI PORTO, La rivoluzione 
big data, cit., p. 9. A research conducted at the Massachusetts Institute of Technology shows that companies that 
use data-driven decision-making enjoy a 5%-6% increase in productivity. See O. TENE - J. POLONETSKY, Big 
Data for All: Privacy and User Control in the Age of Analytics, in Northwestern Journal of Technology and Intellectual Property, 
n.5/2013, p. 243. 
59 See G. COGLIANESE - D. LEHR, Regulating by Robot, cit., p. 13; F. COSTANTINO, Intelligenza arificiale e decisioni 
amministrative, cit., p. 367. 
60 On Governments’ access to private sector data see International Data Privacy Law, n. 4/2014, dedicated to Systematic 
Government Access to Private-Sector Data.  
61 See R. MUNNÉ, Big Data in the Public Sector, in J. M. CAVANILLAS - E. CURRY - W. WAHLSTLER (eds.), 
New Horizons for a Data-Driven Economy, cit., p. 195. 
62 Id. 
63 On legal implications of smart cities see, e.g., R. FERRARA, The smart city and the green economy in europe: a critical 
approach, in Energies, n.8/2015, pp. 4724-4734; E. FERRERO, Le "smart cities" nell'ordinamento giuridico, in Foro Amm., 
n.4/2015, pp. 1267-1286; and the issue of Istituzioni del federalismo, n. 5/2015. On smart cities and big data see, e.g., 
M. FALCONE, Big data e pubbliche amministrazioni, cit, p. 619; F. COSTANTINO, Lampi. Nuove frontiere delle decisioni 
amministrative tra open e big data, cit., p. 820. 
64 See, e.g., F. H. CATE, Government Data Mining: The Need for a Legal Framework, cit., p. 439; T. Z. ZARSKY, 
Governmental Data Mining and its Alternatives, cit., p. 286. 
65 I. S. RUBINSTEIN - R. D. LEE - P. M. SCHWARTZ, Data Mining and Internet Profiling: Regulatory and Technological 
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Those huge amounts of data have been then exploited, among other things, by creating watch lists of 

people who fit terrorist profiles, which are used not only in investigation but also in administrative 

decisions66. For example, in the U.S. Secure Flight program, passengers’ data is compared against federal 

government watch lists (the so-called no fly lists), to determine if passengers may pose a security risk67. 

When the computer system generates a match between the name of the passenger and the name of a 

person included in one of those lists, the passenger is either barred from boarding an aircraft or he/she 

has to undergo an enhanced screening before boarding (which causes delays or more serious 

inconveniences). 68 In other words, a computer system replaces (in the first case), or supports (in the 

second), a human decision directly affecting the freedom of movement of U. S. and non-U. S. citizens. 

                                                           
Approaches, in University of Chicago Law Review, 2008, p. 261. The most known and controversial data mining 
initiative has been the Defense Advanced Research Projects Agency (DARPA) “Total Information Awareness”  
(TIA) Project, later renamed “Terrorist Information Awareness”. TIA aimed at discovering and tracking terrorists 
through the analysis of vast amounts of personal information from governmental and commercial sources. Due 
to public concern, in September 2003 the Congress terminated the funding of TIA. Under different names, similar 
programmes of massive surveillance have been continued, as revealed by former NSA contractor Edward Snowden 
in 2013. “The aim of those programmes was to create largely-automated computerised systems for identifying 
individuals and categorising them in terms of risk, on the basis if ‘intelligent’ computer analyses and data mining, 
using ‘self learning’ and ‘artificial intelligence’ programmes”. D. KORFF, Passenger name records, data mining & data 
protection: the need for strong safeguards, Council of Europe, Directorate General Human Rights and Rule of Law, T-
PD (2015)1, 15 June 2015, p. 13. On TIA project see also F. H. CATE, Government Data Mining: The Need for a Legal 
Framework, cit., p. 449; T. Z. ZARSKY, Governmental Data Mining and its Alternatives, cit., p. 288; I. S. RUBINSTEIN 
- R. D. LEE - P. M. SCHWARTZ, Data Mining and Internet Profiling: Regulatory and Technological Approaches, cit., p. 264. 
For a complete analysis of the programs revealed by Edward Snowden see M. HU, Taxonomy of the Snowden 
Disclosures, in Washington & Lee Law Review, n.4/2015, pp. 1679-1767. 
66 See, e.g., D. J. STEINBOCK, Data Matching, Data Mining, and Due Process, cit., p. 18.; D. K. CITRON, Technological 
Due Process, cit., p. 1257; KERR, J. EARLE, Prediction, Preemption, Presumption: How Big Data Threatens Big Picture 
Privacy, cit., p. 69; A. BERNSTEIN, The Hidden Costs of Terrorist Watch Lists, in Buffalo Law Review, n.3/2013, pp.461-
535; D. KORFF, Passenger name records, data mining & data protection: the need for strong safeguards, cit., p. 12 ff. 
67 The Secure Flight program, managed by the Transport Security Administration (TSA), is based on the 
Intelligence Reform and Terrorism Prevention Act of 2004 (Publ. L. No. 108-458, § 4012(a), 118 Stat. 3638, 3714). 
TSA began implementing Secure Flight pursuant to the Secure Flight final Rule, issued in October 2008 (Fed. Reg. 
64, 018). See United States Government Accountability Office Report to Congressional Requesters, Secure Flight – 
TSA Could Take Additional Steps to Strengthen Privacy Oversight Mechanisms, September 2014, p. 2 (the report is hereafter 
referred to as “the GAO report”). Secure Flight program replaced a previous similar no-fly system named 
“Computer Assisted Passenger Pre-Screening Program” (CAPPS). On CAPPS see, e.g., D. KORFF, Passenger name 
records, data mining & data protection: the need for strong safeguards, cit., pp. 12-13; D. K. CITRON, Technological Due Process, 
cit., p. 1257 ff.; D. J. STEINBOCK, Data Matching, Data Mining, and Due Process, cit., p.19 ff. 
68 See D. K. CITRON, Technological Due Process, cit., p. 1257; D. J. STEINBOCK, Data Matching, Data Mining, and 
Due Process, cit., p. 19 ff. There are several watch lists referred to as “no fly lists”, which are based upon different 
assumptions and imply different consequences for the individuals listed. The No Fly List (strictu sensu) “contains 
records of individuals who are suspected or known to pose a threat to aviation or national security and are 
prohibited from boarding an aircraft or entering the sterile area of an airport”; the Selectee List includes “records of 
individuals who must undergo additional security screening before being permitted to enter the sterile area or 
board an aircraft”; the Expanded Selectee List relates to people “that meet the reasonable suspicion standard to be 
considered a known or suspected terrorist, but that do not meet the criteria to be placed on the No Fly or Selectee 
Lists”; the “high-risk rules-based lists” include two lists of passengers who may not be known or suspected terrorists, 
but who, according to intelligence-driven scenario-based rules developed by TSA in consultation with U.S. 
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The visa issuing procedure to enter United States is based on data mining as well. The Department of 

State has relied, for several years, on the Security Advisory Opinion (SAO) system requiring consular 

officers to refer selected visa cases for greater review by intelligence and law enforcement agencies69. In 

2013 the Department of State launched the “Kingfisher Expansion” (KFE) visa vetting system for 

conducting interagency counterterrorism screening of all visa applicants. Consular officers are now 

required to submit visa applications to the National Counterterrorism Center, which in turn uses an 

automated process to compare multiple fields of information drawn from the application against 

intelligence community and law enforcement agency databases in order to identify terrorism concerns70. 

When such process results in a “red-light” hit, the visa is denied.71  

Likewise, in Australia data mining is intensively used for border control and national security purposes72. 

In 2016, the Australian Government announced the decision to establish a new automated Visa Risk 

Assessment (VRA) tool to assess terrorism and criminal threats73. According to the Minister for 

Immigration and Border Protection, “the VRA capability will consolidate a wide range of immigration 

and border information in real time enabling broad ranging threat identification and automated risk 

profiling”.74 

In Europe too, predictive data analysis has become part of the current strategies to counteract terrorism, 

especially after terrorist attacks in Paris in November 2015. The most notable example is probably 

Directive 2016/681 on the use of passenger name record (PNR) data for the prevention detection, investigation and 

                                                           
Customs and Border Protection (CBP), may pose an increased risk to transportation or national security”. GAO 
report, p. 7. 
69 See R. E. WASEM, Immigration: Visa Security Policies, Congressional Research Service, November 18 2015, p. 9, 
available at https://fas.org/sgp/crs/homesec/R43589.pdf.  
70 The KFE system also conducts post-issuance reviews of valid visa to check for new information on emerging 
threats. Id., at 10. See also M. THOREN BOND, Crisis Of Confidence: Preventing Terrorist Infiltration Through U.S. 
Refugee And Visa Programs, Written Statement of Assistant Secretary for Consular Affairs Department of State 
before the United States House Of Representatives Committee On Homeland Security Hearing On February 3, 
2016, available at http://docs.house.gov, explaining that further details may not be public for security reasons.  
71 M. THOREN BOND, Crisis Of Confidence: Preventing Terrorist Infiltration Through U.S. Refugee And Visa Programs, 
cit.. 
72 The Border Intelligence Fusion Centre is an example of the use of departmental datasets for those purposes. 
Opened in July 2014, the centre brings together a number of Australian agencies and collaborates with similar 
targeting centres in the United States, Canada, Britain and New Zealand to share real-time intelligence on 
transnational threats. “Through sophisticated analysis of departmental pre-departure data and information held by 
other agencies and partners, the centre identifies passengers and cargo that present a threat to the Australian 
community in real-time. This capability supports holistic, intelligence-led intervention ahead of the border by 

collectively identifying national security threats, immigration risks and international criminal syndicate activities.” 
Australian Government, Department of Immigration and Border Protection, Submission to the Productivity Commission 
inquiry on data availability and use, July 2016, p. 6. 
73 New Visa Capability To Enhance National Security, 12 May 2016, at http: www.peterdutton.com.au. 
74 Id. 

http://www.peterdutton.com.au/Home/LatestNews/tabid/94/articleType/ArticleView/articleId/619/NEW-VISA-CAPABILITY-TO-ENHANCE-NATIONAL-SECURITY.aspx
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prosecution of terrorist offences and serious crime (PNR Directive)75. The Directive is based on the assumption 

that “the assessment of PNR data allows identification of persons who were unsuspected of involvement 

in terrorist offences or serious crime prior to such an assessment”.76 Accordingly, it provides that PNR 

data77 of people travelling in the Member States shall be processed, among others, for the purpose of  

“carrying out an assessment of passengers prior to their scheduled arrival in or departure from a Member 

State to identify persons who require further examination by the competent authorities (…) in view of 

the fact that such persons may be involved in a terrorist offence or serious crime”78  

The Directive further states that, in order to carry out such automated assessment, the competent 

authority may compare PNR data against “relevant data bases”, including “data bases on persons or 

objects sought or under alert”79, and also “process PNR data against pre-determined criteria”80 (not 

further specified by the Directive). Those “pre-determined criteria”, which are algorithms used to identify 

previously unknown suspects81, may be, according to the Directive, created or updated through the 

analysis of PNR data82. In other words, it seems that PNR data may be processed both to develop profiles 

of potential terrorists, and to apply those profiles to people whose data matches with them83. The system 

thus involves the collection of data on all passengers travelling in Europe and “the taking of decisions on 

the basis of unknown and evolving assessment criteria”84. Such decisions, however, cannot be full 

automatized, since the Directive states that the positive match resulting from the automated processing 

                                                           
75 Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April 2016 on the use of passenger 
name record (PNR) data for the prevention detection, investigation and prosecution of terrorist offences and serious crime.  
76 Recital 7 (italics added). 
77 “PNR data is unverified information provided by passengers, and collected by and held in the carriers’ reservation 
and departure control systems for their own commercial purposes. It contains several types of information, such 
as travel dates, travel itinerary, ticket information, contact details, the travel agent at which the flight was booked, 
means of payment used, seat number and baggage information”.  European Commission, Proposal for a Directive of 
the European Parliament and of the Council on the use of Passenger Name Record data for the prevention, detection, investigation and 
prosecution of terrorist offences and serious crime, 2 February 2011 (COM(2011) 32 final). 
78 Article 6, paragraph 2, letter a). 
79 Article 6, paragraph 3, letter a). 
80 Article 6, paragraph 3, letter b). 
81 See D. KORFF, Passenger name records, data mining & data protection: the need for strong safeguards, cit., p. 78. 
82 Article 6, paragraph 2, letter c). In the explanatory memorandum to the draft proposal, the Commission names 
“proactive” the use of PNR for the creation of assessment criteria to be used for pre-arrival and pre-departure 
assessment of passengers. European Commission, Proposal for a Directive of the European Parliament and of the Council 
on the use of Passenger Name Record data for the prevention, detection, investigation and prosecution of terrorist offences and serious 
crime, 2 February 2011 (COM(2011) 32 final,) p. 4. 
83 See Article 29 Data Protection Working Party, Opinion 10/2011 on the proposal for a Directive of the European 
Parliament and of the Council on the use of passenger name record data for the prevention, detection, investigation and prosecution of 
terrorist offences and serious crime, adopted on 5 April 2011, p. 5.  
84 European Data Protection Supervisor, Opinion on the Proposal for a Directive of the European Parliament and of the 
Council on the use of Passenger Name Record data for the prevention, detection, investigation and prosecution of terrorist offences and 
serious crime, 25 March 2011, p. 5. 
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of PNR data must be “individually reviewed by non-automated means” in order to verify whether the 

competent authority needs to take action85. 

The scope of application of the PNR Directive is not limited to terrorist offences. The analysis of those 

data is also allowed to detect and prevent serious crime. The use of predictive analytics by public 

authorities in crime prevention has received legal status in the EU Directive 680/201686, which recognizes 

that “for the prevention, investigation and prosecution of criminal offences, it is necessary for competent 

authorities to process personal data collected in the context of the prevention, investigation, detection or 

prosecution of specific criminal offences beyond that context in order to develop an understanding of 

criminal activities and to make links between different criminal offences detected.”87 This type of 

procedure is already in use: in several countries, police departments apply computer modelling to 

historical crime data and other kind of information, to forecast where crime is likely to occur, or detect 

people at risk of committing it (so-called predictive policing).88  

Applications of data mining techniques have also crossed the security and law enforcement context. The 

U.S. Environmental Protection Agency (EPA), for instance, relies on machine-learning algorithms to 

predict environmental exposure to chemicals, and to detect compounds that should be subject to stricter 

regulation89.  Data matching and data mining techniques are also being used in many countries to predict 

                                                           
85 Article 6, paragraph 5. 
86 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data by competent authorities for the purposes of the prevention, investigation, 
detection or prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such data, and repealing 
Council Framework Decision 2008/977/JHA. See V. ZENO ZENCOVICH  - G. CODIGLIONE, Ten legal perspectives 
on the “Big Data Revolution”, cit., p. 56.  
87 Recital  27, Italics added. 
88 On predictive policing see, e.g., E. E. JOH, Policing by Numbers: Big Data and the Fourth Amendment, in Washington 
Law Review, n. 1/2014, pp. 35-68; K. CRAWFORD and J. SCHULTZ, Big Data and Due Process: Toward a Framework to 
Redress Predictive Privacy Harms, in Boston College Law Review, n. 1/2014, pp.103-105; A. MANTELERO, Personal data 
for decisional purposes in the age of analytics: From an individual to a collective dimension of data protection, cit., pp. 240-241. The 
identification of places likely to be targeted by criminals is the application of big data analytics that has attracted 
the most attention. The second type of predictive technology focuses on the application of algorithms to social 
media in order to identify potential criminals based on the role an individual plays within social network. See E. E. 
JOH, Policing by Numbers: Big Data and the Fourth Amendment, cit., p. 44. In Italy, experiments of predictive policing 
of the first type have been carried out in Milan and Trento. See F. COSTANTINO, Intelligenza arificiale e decisioni 
amministrative, cit., p. 369, note 37. 
89 See M. F. CUELLAR, Cyberdelegation and the Administrative State, Draft/Oct. 2016, http: //ssrn.com, p. 12; G. 
COGLIANESE - D. LEHR, Regulating by Robot, cit., p. 14.  
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tax underreporting90, target sanitary inspections91, or evaluate the eligibility for public benefits92. In the 

United States, automated risk assessment tools are even used in sentencing as a way to calculate the 

probability that a convicted person commits another crime in the future93. 

In Italy too, administrative authorities have begun to employ data mining techniques to extract new, 

useful information from public datasets. The Autorità Nazionale Anticorruzione (National Anti-corruption 

Authority), e.g., signed in 2015 an agreement with the Corte dei Conti (Court of accounts), by which the 

parties undertake to share their databases and to analyse them to build statistical indicators of risk of 

illegal practices in public procurement94; the Agenzia Italiana del Farmaco (Italian Medicines Agency) uses 

data mining methods to detect signals of previously unrecognized adverse drug reaction on national and 

regional pharmacovigilance databases containing information gathered through spontaneous reporting 

systems95. 

                                                           
90 See OECD, Advanced Analytics for Better Tax Administration. Putting Data to Work, OECD Publishing, Paris, 2016. 
On the use of predictive analytics in Italy by the Agenzia delle entrate see M. FALCONE, Big data e pubbliche 
amministrazioni: nuove prospettive per la funzione conoscitiva pubblica, cit, p. 603; F. COSTANTINO, Intelligenza arificiale e 
decisioni amministrative, cit., p. 361. 
91 The Southern Nevada Health District, e. g., employs an application that identifies Twitter users  reporting food 
poisoning and flags the restaurant they visited generating a list of high priority locations for inspections. In an 
experiment conducted in Las Vegas, where half of the city’s food inspections  were allotted randomly and the other 
half used the app, “these adaptative inspections, based on machine learning, significantly outperformed random 
inspections”. W. D. EGGERS – D. SCHTSKY – P. VIECHNICKI, Augmented Government, cit., p.11(italics by the 
authors). 
92 Examples related to U.S. legal system in D. K. CITRON, Technological Due Process, cit., p.1263 ff.; D. J. 
STEINBOCK, Data Matching, Data Mining, and Due Process, cit., p. 14 ff.. For applications in Australia see M. PERRY 
- A. SMITH, iDecide: the legal implications of automated decision-making, Speech delivered at the University of Cambridge 
– Cambridge Centre for Public Law Conference-, Process and Substance in Public Law, Cambridge, 15-17 September 
2014, available at http://www.fedcourt.gov.au/ digital-law. An overview of the use of algorithms in decisions 
concerning public benefits in European countries in C. ELEFTHERIADES - R. WITTENBERG, A critical review 
of international practice on assessment and eligibility in adult social care: Lessons for England. Summary Final Report, Centre for 
Health Service Economics & Organisation (CHSEO), October 2013. 
93 “Initially risk assessment tools were used only by probation and parole departments to help determine the best 
supervision and treatment strategies for offenders.

 
With nationwide focus on the need to reduce recidivism and 

the importance of evidence-based practices, the use of such tools has now expanded to sentencing.
 
Yet, the use of 

these tools at sentencing is more complex because the sentencing decision has multiple purposes, only some of 
which are related to recidivism reduction.” Supreme Court of Wisconsin, State of Wisconsin v. Erik L. Loomis, 13 
July 2016, at https: www.wicourts.gov. The Court stated that evidence-based risk assessment tools may be used at 
sentencing, but risk scores “may not be used as the determinative factor in deciding whether an offender can be 
supervised safely and effectively in the community” (italics added).

 
The result of risk assessment tools “is only one 

of many factors that may be considered and weighed at sentencing”.  On this case see Conseil d’Etat, Etude annuelle 
2017 - Puissance publique et plateformes numériques: accompagner l’«ubérisation», cit., p. 61 and P. J. GUSTAVO 

CORVALAN, L’agorithme e les droits de l’Homme, cit., p. 185. 
94 Protocollo d’intesa tra Autorità Nazionale Anticorruzione e Corte dei Conti, signed on May 29, 2015, Article 2, paragraph 
1, letter d. The document is available at http: www.anac.it. 
95 See AIFA, I segnali di farmacovigilanza, in http: www.agenziadelfarmaco.it. On the use of data mining in 
pharmacovigilance by the European Medicine Agency (EMA) see J. SULTANA – V. IENTILE – G. TRIFIRÒ, 
Il ruolo dei 'big data' nella farmacovigilanza, 2018, in htttp: www.farmacovigilanza.eu. It is worth noting that in 2017 the 

http://www.wicourts.gov/
http://www.agenziadelfarmaco.it/
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Italian authorities have also begun to employ the tools of big data analysis in decision-making. The Istituto 

Nazionale Previdenza Sociale INPS (National Social Welfare Institute), for example, routinely uses predictive 

analytics to detect social security frauds. In early applications, INPS computer systems have mined the 

huge quantities of data contained in the databases of the Institute and of other authorities to build 

statistical indicators of risk of non-compliance with the obligation to pay social security, welfare and 

insurance contributions. Using such indicators, constantly updated by the system, algorithms have 

selected companies at higher risk of non-compliance, which have had to undergo administrative 

inspections (programmes Pegaso and Giasone)96. More recently the Institute announced the intention to 

use data mining techniques not only to target ex-post controls aimed at recovering sums related to unpaid 

contributions or undue welfare benefits, but also to prevent damage arising from irregular behaviours97. 

Expression of this policy shift from repression to prevention98 is a programme, named Frozen, designed 

to block social security benefits and financial aids related to fake employment contracts99. Frozen’s 

operating system monitors the employers’ declarations regarding new work contracts and automatically 

“freezes”, i.e. suspends, the effects of declarations that match with the risk profiles developed by the 

system through the analysis of past data. The declared employer is then subject to verification and its 

position remains blocked until the end of the control. 

 

4. Big Data Analytics in Administrative Decision-Making 

As seen above, big data analytics is presently used widely by public authorities for triggering investigation 

(in law enforcement, fiscal assessments, frauds control, etcetera)100. And it has also begun to be used as 

the sole basis for administrative decisions directly affecting individuals or entities (the prohibition of 

boarding on airplanes, the denial of visa, decisions concerning public benefits, the suspension of the 

                                                           
EMA has established a taskforce “to explore how medicines regulators in the EEA can use big data to support 
research, innovation and robust medicines development in order to benefit human and animal health”. The group 
has agreed  to evaluate the potential applicability and impact of big data analytics on medicines regulation and to 
create a roadmap for the development of big data capabilities for marketing authorisation. EMA, Use of big data to 
improve human and animal health, in http: www.ema.europa.eu. 
96 See INPS, Circolare No. 23 of 16 February 2010 and  Circolare No. 147 of 7 August 2015, available at http: 
www.inps.it. 
97 INPS, Circolare No. 147 of 7 August 2015. 
98 The Institute refers to this shift as a “new mission” aimed at reducing public debt. Id. 
99 INPS, Circolare No. 93 of 30 May 2017, available at http: www.inps.it. 
100 On the impact of big data analytics on administrative investigation see, e.g., M. FALCONE, Big data e pubbliche 
amministrazioni: nuove prospettive per la funzione conoscitiva pubblica, cit., passim. 
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effects of a declaration)101. It can reasonably been expected that applications of data mining and machine 

learning techniques in administrative decision-making will rapidly grow in the future102.  

According to Gary Coglianese and David Lehr, decisions such as the licence of aircrafts or pilots, the 

order to shutdown a pipeline at risk of imminent accident, the antitrust review of a proposed merger, the 

ban on the use of toxic chemical compounds, the order to stop a financial transaction which is the result 

of insider trading, could soon be taken by computer systems by means of machine learning systems, 

potentially without any human intervention103. Little imagination is required to conceive other possible 

applications of data mining techniques in administrative decision-making. They could be employed, for 

instance, in selecting public officers, deciding on university admissions, evaluating the financial reliability 

of a firm contracting with a public body, or whenever a public authority has to make a predictive 

judgement of future facts or behaviours, for example, in evaluating the potential effects of novel drugs 

or food, or assessing whether a firm is at risk of being infiltrated by criminal organisations.  

The use of big data analytics seems promising for making government, like the private sector, smarter 

and more efficient104. It would allow for the automation of decisions that require complex assessments 

involving a discretion of the competent authority, decisions that until now have been extremely difficult, 

if not impossible to automate.105 By means of big data analysis, computer systems could not only duplicate 

what a human officer can do at lower time and cost, but they could also achieve results that would be 

                                                           
101 See D. J. STEINBOCK, Data Matching, Data Mining, and Due Process, cit., p. 7, who points out the relevance of 
“the movement from investigative to decisional uses” of data mining. 
102 M. F. CUELLAR, Cyberdelegation and the Administrative State, cit., p. 2, notes: “In the coming years, computing 
power and storage will almost certainly become even cheaper, surveillance more pervasive, software architecture 
more flexible and capable of learning and self-modification, and the limitations of human decision-makers become 
more salient. Reliance on computer programs to make administrative decisions – whether designed as conventional 
expert systems, more elaborate genetic or otherwise self-modifying algorithms, neural or ‘deep learning’ networks, 
or other machine learning mechanisms – will likely accelerate”. According to J. B. AUBY, Controle de la puissance 
publique et gouvernance par algorithme, Colloque SIPE, Mailand, May 2017, Manuscript, p. 5, “on peut anticiper un 
développement rapide, en raison du double fait que les institutions sont parfois assises sur des montagnes de 
données – et ells sont en position de les augmenter – et de plus en plus fréquemment dans la nécessité de prendre 
des decisions dans des contexts très complexes.” 
103 G. COGLIANESE - D. LEHR, Regulating by Robot, cit., p. 16 ff. As the Authors explain: “Whether in making 
individualized forecasts or in feeding into more generalized modelling results, machine learning algorithms have 
the potential to transform key governmental functions in ways that not only augment human judgement but replace 
it with automated, algorithmic analysis.” Id., at p. 25. See also W. D. EGGERS – D. SCHTSKY – P. 
VIECHNICKI, Augmented Government, cit., p. 20, who conclude: “cognitive technologies will eventually 
fundamentally change how government works, and the changes will come much sooner than many think.” 
104  Id. 
105 With old computer systems the automation of such decisions would have required to predetermine in the 
computer code detailed criteria for any possible case to be assessed by the public authority. See, e.g., U. 
FANTIGROSSI, Automazione e Pubblica Amministrazione, Bologna 1993, p. 88 ff.; A. MASUCCI, Procedimento 
amministrativo e nuove tecnologie. Il procedimento amministrativo elettronico ad istanza di parte, Torino, 2011, p. 92 ff. 
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difficult for a human decision-maker to approximate106. Data mining techniques have in fact the ability 

to extract useful knowledge from data sets not capable of analysis by ordinary human assessment. Big 

data applications could then contribute significantly to enhancing the efficiency of administrative action, 

and improving decision-making under uncertainty.  Moreover, with the private sector increasingly relying 

on learning algorithms to make decisions, the use of the same analytical tools by public authorities might 

prove necessary in order to regulate economic activity more effectively107. 

Along with opportunities that may not be ignored108, the reliance on big data analytics for administrative 

decision-making would bring significant challenges that merit careful scrutiny109.  

The automation of administrative decisions “is deemed to bring about greater transparency, the 

foreseeability of outcomes, time certainty, easiness of control, strong accountability, and the possibility 

that procedures are looked after by personnel lacking specific professional skill once the software has 

been set up and appropriately instructed”110. Due to the complexity of the new techniques of data analysis, 

however, the opposite may occur when they are applied in administrative decision-making. As will be 

shown below, legal safeguards and accountability mechanisms developed to oversee human decision-

makers prove inadequate in situations in which a potentially incorrect, unjustified or unfair outcome 

emerges from a computer by means of machine learning algorithms111. 

 

 

 

 

                                                           
106 See M. F. CUELLAR, Cyberdelegation and the Administrative State, cit., p. 7. See also W. D. EGGERS – D. 
SCHTSKY – P. VIECHNICKI, Augmented Government, cit., p. 16, noting: “this is the true promise of AI: humans 
and computers combining their strenghts to achive faster and better results, often doing what humans simply 
couldn’t do” (italics by the authors). 
107 See G. COGLIANESE - D. LEHR, Regulating by Robot, cit., p. 6, also noting: “if machine learning can help 
regulatory agencies make smarter, more accurate decisions, the benefits to society could be considerable”. 
108See M. F. CUELLAR, Cyberdelegation and the Administrative State, cit., p. 7. 
109 See Id., at p.15; G. COGLIANESE - D. LEHR, Regulating by Robot: Administrative Decision Making in the Machine 
Learning Era, cit., p. 25; M. PERRY - A. SMITH, iDecide: the legal implications of automated decision-making, cit., p. 3; F. 
COSTANTINO, Intelligenza arificiale e decisioni amministrative, cit., p. 367. 
110 S. CIVITARESE MATTEUCCI, Digitalisation and Reforms of Public Administration in Italy, in I.J.P.L., n. 1/2016, p. 
152. 
111 See J. A. KROLL  – J. HUEY – S. BAROCAS - E.W. FELTEN – J. R. REIDENBERG – D. G. ROBINSON 
– H. YU, Accountable Algorithms, cit., p. 636.  See also D. K. CITRON, Technological Due Process, cit., p. 1252, noting: 
“the twenty-first automated decision-making systems bring radical changes to the administrative state that last 
century’s procedural structures cannot manage.” As Stefano Civitarese Matteucci notes in relation to the possible 
use of expert systems to help officials to exercise their discretion, “It is clear that if this is the direction that the 
systems of public decision-making will take, then current concepts of accountability and justiciability of 
administrative decisions will require a complete revision”. S. CIVITARESE MATTEUCCI,  Digitalisation and 
Reforms of Public Administration in Italy , cit., p. 158.  
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5. The Failures of Data-Driven Decisions 

Contrary to popular belief, computer systems are neither infallible nor necessarily fair112.  

Errors in automated decisions are frequent. They may be caused both by the inputs (the data processed 

by the system) and by the computer program (the set of algorithms which transform the inputs into a 

certain output)113.  

Programming is probably the main source of errors for administrative decisions generated by computer 

systems. The automation in fact requires the translation of legal rules, expressed in natural language with 

all its vagueness and ambiguities, into the numerical, unambiguous language of a computer code114. In 

such a process, performed by programmers who lack legal expertise, nuances of meaning may be lost or 

distorted, and, as a result, the rule altered.115  

In data mining and data matching decisions (also named data-driven decisions) the inputs may be a 

relevant source of errors as well, since such decisions result from the processing of large amounts of 

unverified data, which may easily be incorrect116. The process of working on all available data, instead of 

on selected and controlled samples, necessarily implies a loss of accuracy in the outcomes117. 

                                                           
112 As Borruso notes: “Il comportamento del computer non offre per se stesso, proprio per questo, alcuna garanzia 
né di infallibilità, né di imparzialità: gli errori, colposi o dolosi, le parzialità, possono annidarsi non solo nella 
trasmissione dei dati da elaborare, ma anche, e soprattutto, nel programma. Chi tenta di accreditare nell’opinione 
pubblica l’idea che il solo fatto di usare il computer assicuri, per se stesso, infallibilità e imparzialità di risultato, abusa 
dell’ignoranza popolare, esattamente come chi, divertendosi a contrapporre la logica della macchina a quella 
dell’uomo, accusa il computer di essere ‘disumano’” (italics by the Author). R. BORRUSO, La legge, il giudice, il 
computer. Un tema fondamentale dell’informatica giuridica, in D. A. LIMONE (ed.), Dalla giuritecnica all’informatica giuridica. 
Studi dedicati a Vittorio Frosini, Milano 1995, p. 23, 
113 See, e.g., A. MASUCCI, L’atto amministrativo informatico. Primi lineamenti di una ricostruzione, Napoli, 1993, p. 116 
ff.; Id., Procedimento amministrativo e nuove tecnologie, cit., p. 110 ff.; F. SAITTA, Le patologie dell'atto amministrativo elettronico 
e il sindacato del giudice amministrativo, in Il diritto dell'economia, 2003, p. 639 ff.; D. MARONGIU, L’attività amministrativa 
automatizzata, Rimini, 2005, p. 142 ff.; F. COSTANTINO, Autonomia dell’amministrazione e innovazione digitale, Napoli, 
2012, p. 176 ff.  
114 See, e.g., A. MASUCCI, L’atto amministrativo informatico, cit., p. 19 ff.; Id., Procedimento amministrativo e nuove tecnologie, 
cit., p. 83 ff.; F. COSTANTINO, Autonomia dell’amministrazione e innovazione digitale, cit., p. 100; D. MARONGIU, 
L’attività amministrativa automatizzata, cit., p. 24 ff.; D. K. CITRON, Technological Due Process, cit., p. 1261 ff.; A. 
SMITH, iDecide: the legal implications of automated decision-making, p. 5; D. W. SCHARTUM, Law and algorithms in public 
domain, in Etikk I prksis. Nord J Appl Ethics, 2016, p. 16-18. 
115 See, e.g., D. K. CITRON, Technological Due Process, cit., p. 1261 ff.; A. SMITH, iDecide: the legal implications of 
automated decision-making, cit., p. 5. 
116 “Data is not necessarily a collection of facts. Data can be arbitrary.” B. CLEGG, Big Data, cit., p. 29. On the 
risk of lack of accuracy in decisions based on big data analyses see, e.g., F. COSTANTINO, Intelligenza arificiale e 
decisioni amministrative, cit., pp. 373 and 384. 
117 V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, cit., p. 30 ff. As the Authors note, “Using all available 
data is feasible in an increasing number of contexts. But it comes at a cost. Increasing the volume opens the door 
to inexactitude”. Id, at 32. 
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In addition to these failures, which may affect any decision made by a computer system, predictive data 

analysis may also generate false positives (individuals or objects wrongly labelled as dangerous).118 As 

shown above, the forecasting power of data mining comes from its ability to discover statistical 

correlations, which do not necessarily imply a causal relationship. However, as statisticians are well aware, 

when different complex factors interact with each other, there are always variables that cannot be 

predicted (the so-called “black swans”)119. Data mining and profiling can then identify subjects only with 

a degree of probability, and so the prospect of a high number of false positives is inherent in the 

process.120  

The U.S. “no fly program” is a good example of how frequent false positives can occur in systems using 

data mining techniques: since 2005 several hundred of thousands of unsuspecting people, including small 

children and well-known figures such as Senator Edward Kennedy, have been prevented from boarding 

their scheduled flights while their names were mistakenly included on watch lists121. The same program 

also shows another feature of the errors generated by big data analytics: their potential recurrence122. Due 

to high speed and repetitive ability of computer systems, data-driven decisions may cause multiple harms 

before errors are discovered and correct123. Innocent individuals normally have had to face repeated 

interference in their ability to board airplanes before being cancelled from the no-fly lists124.  

Errors in administrative decisions generated by the machine are also inevitable.125 Unlike human officers 

who can assess the soundness of a decision to be taken and eventually alter it, computer systems have no 

autonomous capacity to detect and correct errors126. Even machine learning systems do not have such 

ability: learning algorithms can improve their performances over time as more data becomes available, 

but they can neither verify the data that they process, nor rectify a programming error.  

Moreover, in data-driven decisions, a key instrument to limit errors in administrative decision-making is 

also missing: the participation of the affected individual. Data matching and data mining provide 

                                                           
118 See, e.g., I. S. RUBINSTEIN -R. D. LEE - P. M. SCHWARTZ, Data Mining and Internet Profiling: Regulatory and 
Technological Approaches, cit., p. 263; D. J. STEINBOCK, Data Matching, Data Mining, and Due Process, cit., p. 18; K. 
CRAWFORD - J. SHULTZ, Big data and due process: toward a framework to redress predictive privacy harms, cit., p.115. 
119 See B. CLEGG, Big Data, cit., p. 20. 
120 See, e. g., D. J. STEINBOCK, Data Matching, Data Mining, and Due Process, cit., p.18; F. H. CATE, Government 
Data Mining: The Need for a Legal Framework, cit., p. 473; M. HILDEBRANDT - B. J. KOOPS, The Challenges of 
Ambient Law and Legal Protection in the Profiling Era, cit., p. 434. 
121 See F. H. CATE, Government Data Mining: The Need for a Legal Framework, cit., p. 472; D. K. CITRON, Technological 
Due Process, cit., p. 1274. 
122 See D. J. STEINBOCK, Data Matching, Data Mining, and Due Process, cit., p. 54. 
123 See B. CLEGG, Big Data, cit., p. 63; D. K. CITRON, Technological Due Process, cit., p. 1255.  
124 See D. K. CITRON, Technological Due Process, cit., p.1256. 
125 See N. LUHMANN, Recht und Automation in der öffentlichen Verwaltung, zweite Auflage, Duncker & Humblot 
Berlin, 1997, p. 80. 
126 See, e.g., Id., at p. 99; A. MASUCCI, L’atto amministrativo informatico, cit., pp. 118-119. 
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essentially no due process127. There is no notice, no opportunity to be heard, no confrontation with 

evidence, no giving reasons; there is no process in the legal sense, but only a result. 128  

These limits cannot be overcome by simply providing the human review of the results of data processing, 

as, for instance, the PNR Directive does. The intervention of human operators does not necessarily 

protect against computer’s errors129. As Niklas Luhman already noted referring to systems much less 

complicated than the ones currently in use, since officers do not understand the language of the machine 

and do not master the entire process, the “plausibility control” (Plauisibilitätkontrolle) of the outcomes 

generated by the computer falls short130. In predictive analytics this problem is exacerbated by the features 

of data mining techniques. Since data mining finds novel patterns and correlations, which are unexpected 

and not visible to the human eye, a plausibility control would seem not only impossible, but also 

nonsensical.  

There is another fundamental reason why systems which provide a role for human operators in an 

automated process of administrative decision-making (so-called mixed systems) might be ineffective in 

protecting against machine failures: the over-reliance on the accuracy of computer’s results131. As has 

been noted, “the belief that the computer must have it right, combined with a lack of transparency, means 

that the outcomes are often accepted, particularly by a management that does not want to waste its time 

thinking about such technical matters.”132 

Danielle K. Citron has conducted a careful analysis of massive errors occurring in mixed systems in the 

United States, which shows that officers hardly take a decision different from the one indicated by the 

machine, even when the result of data processing is clearly wrong (as seen in the abovementioned 

example of the “no fly program”) 133. This can be explained with what is known in cognitive science as 

                                                           
127 See, e.g., D. K. CITRON, Technological Due Process, cit., p. 1249; D. J. STEINBOCK, Data Matching, Data Mining, 
and Due Process, cit., p. 45. 
128 D. J. STEINBOCK, Data Matching, Data Mining, and Due Process, cit., p. 45. 
129 See D. K. CITRON, Technological Due Process, cit., p. 1258. 
130 N. LUHMANN, Recht und Automation in der öffentlichen Verwaltung, cit., p. 100. See also J. B. DUCLERCQ, Le 
droit public à l’ère des algorithms, in Reveu du Droit Public, n. 5/2017, p. 1425, noting that human operators normally 
cannot detect errors, unless the results of data processing is manifestly wrong. He then concludes: “la capacité des 
algorithmes semi-automatisés à pallier les dangers que presentent les algorithmes automatisés est surestimée.” 
131 See D. K. CITRON, Technological Due Process, cit., p. 1267; M. PERRY - A. SMITH, iDecide: the legal implications of 
automated decision-making, cit., p. 6. As Paul Schwartz notes, “the seductive precision of the computer results from 
the difference between the power that we attribute to it and its actual capacities and limitations. This disparity 
causes an overestimation of the computer’s accuracy and applicability.” P. SCHWARTZ, Data Processing and 
Government Administration: The Failure of the American Legal Response to the Computer, in Hastings Law Journal, 1991, p. 
1321. According to the Conseil d’Etat, the “confiance abusive dans les résultats d’algorithmes supposés objectifs 
et infallibles” is among the main source of risk “pour l’exercise des libertés”. Conseil d’Etat, Le numérique et les droits 

fondamentaux,  Etude annuelle 2014, La Documentation Française 2014, p. 234.  
132 B. CLEGG, Big Data, cit., p. 121. 
133 See D. K. CITRON, Technological Due Process, cit., p. 1270 ff.  
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“automation bias”, i.e. the tendency of individuals to defer to computational judgements, even when they 

recognize that the situation would require another choice.134 As Citron argues, the “automation bias 

effectively turns a computer program’s suggested answer into a trusted final decision”135. According to 

the same author, the failures of mixed systems also strongly suggest that the practical distinction between 

fully automated decisions and decisions made with the support of computer systems should not be 

overstated, since the officers’ intuitive trust in computers tend to reduce the value of human 

participation.136 Due to the automation bias, such distinction loses its meaning and has the potential to 

disappear in the future137. 

As has been noted, where computer systems are used with an unthinking belief in the validity of their 

outcomes, “there is the possibility of unfair and downright ridiculous results.”138 To talk about unfair 

results of data processing might seem like nonsense. Fairness and consistency of outcomes of computer 

systems are actually among the main reasons adduced to support the automation of administrative 

decision-making139. Machines, after all, apply the rule in the same way in every case, with no derogation 

or favouritism toward one of the parties140. As Andrew Le Sueur observes: “automation based on the 

application of objective criteria holds out the promise of legal certainty (like cases are treated identically), 

                                                           
134 Id., at p. 1270. On the “automation bias” see also K. YEUNG, Algorithmic Regulation: A Critical Interrogation, in 
King's College London Law School Research Paper, n. 27/2017, p. 25, available at http: ssrn.com. 
135 D. K. CITRON, Technological Due Process, cit., p. 1272. 
136 Id., at p.1271. 
137 As Citron explains “Automation bias may become increasingly acute in the twenty-first century as our regulatory 
rules become increasingly intricated. As a general matter, those who view themselves simply as data processors will 
lose their motivation to learn the rules applied by computers. (…) Over time, human operators may lose the skills 
that would allow them to check a computer’s recommendations.” Id., at p. 1272. 
138 B. CLEGG, Big Data, cit., p. 121. 
139 See D. K. CITRON, Technological Due Process, cit., pp. 1252-53; A. LE SUEUR, Robot Government: Automated 
Decision-making and its Implications for Parliament, in A. HORNE - A. LE SUEUR (eds.), Parliament: Legislation and 
Accountability 2016, p. 184; M. PERRY - A. SMITH, iDecide: the legal implications of automated decision-making, cit., p. 7. 
In the Italian scholarship see, e. g., A. MASUCCI, L’atto amministrativo informatico, cit., p. 11 ss.; D. MARONGIU, 
L’attività amministrativa automatizzata, Rimini, 2005, pp. 64-5; F. COSTANTINO, Autonomia dell’amministrazione e 
innovazione digitale, cit., p. 174; F. SAITTA, Le patologie dell'atto amministrativo elettronico e il sindacato del giudice 
amministrativo, cit., pp. 639-40; M. D’ANGELOSANTE, La consistenza del modello dell’amministrazione ‘invisibile’ nell’età 
della tecnificazione: dalla formazione delle decisioni alla responsabilità per le decisioni, in S. CIVITARESE MATTEUCCI – L. 
TORCHIA, La tecnificazione, in L. FERRARA – D. SORACE, A 150 anni dall’unificazione amministrativa italiana. Studi, 
vol. IV, Firenze, 2016, p. 166; P. OTRANTO, Decisione amministrativa e digitalizzazione della p.a., in Federalismi.it, 
n.2/2018, p. 16. 
140 See, e.g., D. K. CITRON, Technological Due Process, cit., p. 1252; D. J. STEINBOCK, Data Matching, Data Mining, 
and Due Process, cit., p. 45; D. W. SCHARTUM, Law and algorithms in public domain, cit., p. 18, noting: “automatic 
processing will always be in compliance with the legal rules embedded in programming code; machines do not 
disobey or forget”. 
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the elimination of bias, ensuring that no irrelevant considerations are taken into account, and that all 

relevant factors are included. To this extent, automation can be regarded as enhancing the rule of law”141.  

This point is also addressed by Daniel J. Steinbock, who notes that automated decision-making “is the 

epitome of like cases being treated alike, at least so long as the algorithm for decision remains constant.”142 This 

condition, however, is not necessarily met in data-driven decisions. As seen above, predictive analytics 

actually relies on machine learning algorithms, whose distinctive feature is the ability to evolve over time 

as more data becomes available.  

Furthermore, though it is certainly true that machines have no biases, human beings who program them 

may have some. Algorithms may then replicate the beliefs, fallibilities and biases of the person who 

created them143. In addition, since machine learning algorithms infer correlations from data generated by 

the past experience, their outcomes may perpetuate old prejudices and stereotypes encoded in the data 

that they process144. Algorithms can then be intrinsically (and unintentionally) discriminatory,145 and data-

driven decisions, can have (and actually have had in many applications) a disparate impact on affected 

individuals or groups146. In fact, “by ignoring outliers and assuming that ‘what has been is what will be’ 

predictive analysis becomes a self-fulfilling prophecy that accentuates social stratification.”147 

                                                           
141 A. LE SUEUR, Robot Government: Automated Decision-making and its Implications for Parliament, cit., p. 190. 
Commenting Le Seur’s statement, S. CIVITARESE MATTEUCCI,  Digitalisation and Reforms of Public Administration 
in Italy, cit., pp. 155-6, notes: “One can think, therefore, that the scenario of an automated procedure fulfils the 
Weberian ideal of a bureaucrat utterly dispassionate and fully accountable as long as he or she is part of a hierarchy 
that abides by a rigidly pre-set protocol.” However, as Civitarese Matteucci warns, “within such a perspective, 
other benefits which the functioning of complex organisations can provide thanks to non-conformist behaviours 
– the ones that Luhmann called useful illegality – get lost”.  
142 D. J. STEINBOCK, Data Matching, Data Mining, and Due Process, cit., p. 45. Italics added. 
143 See R. BORRUSO, La legge, il giudice, il computer. Un tema fondamentale dell’informatica giuridica, cit., p. 23; L. BARRET, 
Deconstructing Data Mining, cit., p. 155; D. K. CITRON - F. PASQUALE, The Scored Society, cit., p. 4; B. LEPRI et 
al., The Tyranny of Data? The Bright and Dark Sides of Data- Driven Decision-Making for Social Good, in T. CERQUITELLI 

- D. QUERCIA - F. PASQUALE (eds.), Transparent Data Mining for Small and Big Data, Springer  2017, p. 11. 
144See Article 29 Data Protection Working Party, Guidelines on Automated individual decision-making and Profiling for the 
purposes of Regulation 2016/679, adopted on 3 October 2017, WP 251, p. 5; L. BARRET, Deconstructing Data Mining, 
cit., pp. 155-7; O. TENE - J. POLONETSKY, Big Data for All: Privacy and User Control in the Age of Analytics, in Nw. 
J. Tech & Intell. Prop., n. 1/2013, p. 254; B. LEPRI et al., The Tyranny of Data?, cit., p. 11; Conseil d’Etat, Le numérique 

et les droits fondamentaux, cit., p. 235. 
145See, e.g., L. BARRET, Deconstructing Data Mining: Protecting Privacy and Civil Liberties in Automated, cit., p. 157; K. 
YEUNG, Algorithmic Regulation: A Critical Interrogation, cit., p. 24; Executive Office of the President of the U.S.A., 
Big Data: Seizing Opportunities, Preserving Values, cit.. 
146 See, e.g., B. LEPRI et al., The Tyranny of Data?, cit., p. 11; M. HILDEBRANDT - B. J. KOOPS, The Challenges of 
Ambient Law and Legal Protection in the Profiling Era, cit., p. 434; A. MANTELERO, Personal data for decisional purposes 
in the age of analytics: From an individual to a collective dimension of data protection, cit., pp. 239-241. On discriminatory 
practices and outcomes caused by predictive algorithms in credit scoring see, e.g., D. K. CITRON - F. 
PASQUALE, The Scored Society, cit., p. 7 ff.; K. CRAWFORD - J. SCHULTZ, Big Data and Due Process: Toward a 
Framework to Redress Predictive Privacy Harms, cit., p. 99 ff. 
147 O. TENE - J. POLONETSKY, Big Data for All: Privacy and User Control in the Age of  Analytics, cit., p. 254;. J. A. 
KROLL  – J. HUEY – S. BAROCAS - E.W. FELTEN – J. R. REIDENBERG – D. G. ROBINSON – H. YU,  
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6. Uncovering the Black Box 

When legal rules are altered by an error in programming, when the inputs are not correct, when 

predictions are wrong, when individuals are treated unfairly or unequally, administrative decisions are 

unlawful148. Accordingly, affected individuals and entities are entitled to seek judicial review.  

In order to challenge automated decisions, it is necessary to know how they have been made and on what 

basis.149 Information is then required, which is not provided for by the outcomes generated by the 

computer. If the decision is the result of a data matching process, it is necessary to know which data has 

been processed and its source. If the decision originates from a process of data mining, it is also necessary 

to know the algorithm that has been utilized and the way in which it operates. In this case, in fact, the 

decision results from the application of patterns and profiles discovered in data to situations or 

individuals. Since those patterns and profiles are by definition new, the only way to contest the decision 

is to contest the validity of the algorithm that has discovered them and of its operations. As has been 

noted, however, “attaining the transparency required to confirm or falsify results is Big Data’s Achilles 

heel.”150 

Big data analytics makes everything visible, including private information that in the past was covered by 

a “practical obscurity”151, but is in itself invisible152. Stefano Rodotà describes algorithms used in data 

                                                           
Accountable Algorithms, cit., p. 684, suggest the following example: “Consider a machine learning algorithm for hiring 
that is trained using a biased set of initial data indicating that women are weak candidates, even though gender 
does not predict job performance among the full population. If the resulting model would hire mostly men, the 
algorithm for hiring can create a self fulfilling prophecy in which it finds that characteristics of successful hires 
correlates strongly with proxies for gender”. See also M. F. DE TULLIO, La "privacy" e i "big data" verso una dimensione 
costituzionale collettiva, cit., p. 662; F. COSTANTINO, Intelligenza arificiale e decisioni amministrative, cit., p. 375.  
148 See, e.g., A. MASUCCI, Procedimento amministrativo e nuove tecnologie, cit., p. 107 ff.; F. SAITTA, Le patologie dell'atto 
amministrativo elettronico e il sindacato del giudice amministrativo, cit., passim; F. COSTANTINO, Lampi. Nuove frontiere delle 
decisioni amministrative tra open e big data, pp. 832-833. 
149 See Article 29 Working Party, Guidelines on Automated individual decision-making and Profiling for the purposes of 
Regulation 2016/679, cit., p. 16. 
150 J. E. COHEN, What Privacy is For, cit., p. 1924. On the lack of interpretability of data mining decisions see also, 
e.g., M. F. DE TULLIO, La "privacy" e i "big data" verso una dimensione costituzionale collettiva, cit., pp. 639-40; F. 
COSTANTINO, Intelligenza arificiale e decisioni amministrative, cit., p. 373; Id., Lampi. Nuove frontiere delle decisioni 
amministrative tra open e big data, p. 823 and 835; K. YEUNG, Algorithmic Regulation: A Critical Interrogation, cit., pp. 26-
27; F. DI PORTO, Big data pubblici, quali regole: il rebus che scuote l’Europa, in http: www.agendadigitale.eu; . 
151 The term “practical obscurity” has been used by U.S. Supreme Court to describe the effect deriving by the fact 
that in the past the process of collecting information was time-consuming and costly (U.S. Department of Justice 
v. Reporters Comm., 489 U.S. 749, 762, 1989). See F. H. CATE, Government Data Mining: The Need for a Legal 
Framework, cit., p. 435. 
152 On this paradox of big data see, e.g., N. M. RICHARDS - J. H. KING, Three Paradoxes of Big Data, Standford Law 
Review Online, 2013, pp. 41-46; M. HILDEBRANDT, Who is Profiling Who?, p. 239 ff..  
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mining processes as the new arcana imperii,153 and most scholars agree that big data is a black box: one 

knows what goes in and out at both ends, without knowing what goes in-between154. 

Big data analyses are actually characterized by three distinct forms of opacity155. Firstly, algorithms used 

in data processing are normally covered by intellectual property rights156. Secondly, very few people are 

capable of reading a computer code and understanding the way it works, or the range of elements that it 

takes under consideration157. Finally, experts and even the analysts who programmed a machine learning 

algorithm might find it difficult to explain the way it operates because the internal decision logic of the 

algorithm might be altered as it learns on training data158. In other words, in certain instances analysts too 

cannot look inside the black box to understand how the transformation from inputs into outputs 

occurs159. 

The first form of opacity may be mitigated in the public sector by transparency requirements. When 

algorithms are used in administrative decision-making, the possibility to know them varies depending on 

the laws on access to public information applicable in the jurisdiction concerned. In Italy, intellectual 

property rights do not preclude the access to administrative documents, whenever the knowledge of the 

document is necessary for protecting or asserting a legal right or a legitimate interest160.  Accordingly, the 

Regional Administrative Court for Lazio recently ordered a public authority to disclose the source code 

of an algorithm used in automated decisions to trade unions representing people affected by those 

decisions161. The authority had replied to their request of access by giving a general description of the 

logic underpinning the algorithm. The Court held this information to be insufficient, since the concrete 

                                                           
153 S. RODOTÀ, Il mondo nella rete, cit., p. 38. 
154See, e.g., F. PASQUALE, The Black Box Society: The Secret Algorithm Behind Money and Information, Harvard, Harvard 
University Press, 2014; V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, cit.; D. K. CITRON, Technological 
Due Process, cit., p. 1280 ff.; A. ROUVROY, “Of data and men”. Fundamental rights and freedoms in a world of big data, cit., 
p. 12 ff.; D. W. SCHARTUM, Law and algorithms in public domain, cit., p. 19; J. B. DUCLERCQ, Le droit public à l’ère 
des algorithms, cit., p. 1425. 
155 See, e.g., J. BURREL, How the machine ‘thinks’, in Big Data & Society, 2016, p. 1 ff.; B. LEPRI et al., The Tyranny of 
Data?, cit., p. 10. 
156 See J. BURREL, How the machine ‘thinks’, cit., p. 1 ff.; B. LEPRI et al., The Tyranny of Data?, cit., p. 10. In European 
Union software is protected by Council Directive 91/250/EEC of 14 May 1991 on the legal protection of 
computer programs. 
157 See Conseil d’Etat, Etude annuelle 2017 - Puissance publique et plateformes numériques: accompagner l’«ubérisation», cit., p. 
62; J. BURREL, How the machine ‘thinks’, cit., 4; B. LEPRI et al., The Tyranny of Data?, cit., p. 10. 
158 See J. BURREL, How the machine ‘thinks’, cit., p. 5; B. LEPRI et al., The Tyranny of Data?, cit., p. 10; Conseil d’Etat, 
Etude annuelle 2017 - Puissance publique et plateformes numériques: accompagner l’«ubérisation», cit., p. 62.  
159 See G. COGLIANESE - D. LEHR, Regulating by Robot, cit., pp. 11-12. 
160 See article 24 of Law 7 August 1990 n. 241, New Rules Regarding Administrative Procedure and the Right of Access to 
Administrative Documents. 
161 T.A.R. Lazio, Rome, 21 March 2017, n. 3742. The case relates to an algorithm used by the M.I.U.R (Ministry 
of Education) in automated decisions concerning the mobility of school’s teachers. On this case see P. 
OTRANTO, Decisione amministrativa e digitalizzazione della p.a., cit., pp. 19-20. 
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functioning of the algorithm and the existence of programming errors could not be evaluated without 

knowing its source code. In most legal systems, including Italy, however, access to algorithms used in 

administrative decision-making might be denied in order to protect public interests, such as national 

security, or the efficacy of tax procedures.  

Even if algorithms are disclosed, the underpinnings of automated decisions are not comprehensible by 

the majority of people who lack the technical skills to understand a computer code162. The control of 

such decisions, both by those who are affected by them and by the judges, is therefore possible only with 

the advise of experts163, and provided that algorithms used in decision-making are interpretable by 

computer analysts. When algorithms escape full understanding even by computer scientists, the 

possibility of review falls clearly short. 

The black box nature of big data analytics makes its application in administrative decision-making 

extremely problematic. Decisions which are made, or supported (the difference, as explained, is not as 

relevant as it might seem), by means of data mining techniques result from opaque processes of 

transformation of inputs into outputs instead of transparent procedures allowing control and 

participation of affected individuals. They are inherently unpredictable by the addressees, and difficult, 

sometimes impossible, to challenge and to review. They may be affected by errors not avoidable with due 

diligence, and thereby cause unforeseeable damages, which may not be compensated under current 

regimes of civil liability164.  

Since the use of big data analysis in administrative decision-making may undermine the principles of 

transparency, legal certainty, due process, judicial review and liability of public bodies (i.e. the core 

principles of administrative law), additional safeguards and new systems of accountability are needed.  

                                                           
162 See J. B. AUBY, Controle de la puissance publique et gouvernance par algorithme, cit., pp. 7-8, noting: “on peut exiger de 
l’auteur de la decision qu’il indique qu’il s’est fondé sur un algorithm, et meme qu’il mette l’algorithm à disposition 
des destinataires de la decision. Mais meme s’il est relativement simple, l’algorithme ne sera jamais accessible au 
citoyen moyen comme l’est la motivation habituelle des decisions administratives.” “En d’autres termes, advancer 
un algorithme comme motivation d’un acte administatif, c’est unpeu comme ne rédiger la motivation dns une 
langue étrangère.” (p. 9). 
163 The role of judge might thus be easily  reduced to the validation of the conclusions delivered by the experts. 
See J. B. DUCLERCQ, Le droit public à l’ère des algorithms, cit., p. 1427. 
164 See J. M. BALKIN, The Path of Robotics Law, in California Law Review, n. 6/2015, p. 52. On the necessity to 
establish a system of strict liability in relation to decisions made by computers see, e. g., A. MASUCCI, Procedimento 
amministrativo e nuove tecnologie, cit., p. 125 ff.; Conseil d’Etat, Etude annuelle 2017 - Puissance publique et plateformes 
numériques: accompagner l’«ubérisation», cit., p. 116. 
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Several technological and legal tools have been proposed in order to “uncover” the black box and grant 

a “technological due process”165: the design of algorithms in a way that makes them “accountable”166; 

certification mechanisms for processing operations167; algorithms’ audit by independent authorities 

possessing the necessary expertise168; initial and regular testing of algorithms to check whether they 

produce erroneous, discriminatory or unjustified results, and to prove that they are actually performing 

as intended169; the implementation of codes of conduct for auditing processes involving machine 

learning170; the creation of new professionals, the “algorithmsts”, that are independent experts in the area 

of computer science mathematics, and statistics, acting as internal or external reviewers of big data 

analyses and predictions171;  the obligation to release source codes to the public172; the right to know the 

data that has been used to take the decision and to rectify it173. 

The implementation of those or similar tools, together with the revision of liability systems, is a necessary 

condition for protecting individuals affected by algorithmic decisions. Such condition, however, is still 

far from being met in current legal systems. 

 

 

 

 

 

                                                           
165 D. K. CITRON, Technological Due Process, cit., p. 1301 ff. See also K. CRAWFORD - J. SCHULTZ, Big Data and 
Due Process: Toward a Framework to Redress Predictive Privacy Harms, cit. 
166 See J. A. KROLL  – J. HUEY – S. BAROCAS - E.W. FELTEN – J. R. REIDENBERG – D. G. ROBINSON 
– H. YU, Accountable Algorithms, cit., passim. 
167Article 29 Data Protection Working Party, Guidelines on Automated individual decision-making and Profiling for the 
purposes of Regulation 2016/679, adopted on 3 October 2017, WP 251, 28; M. MARTINI - D. NINK, Wenn Maschinen 
entscheiden…- vollautomatisierte Verwaltungsverfahren und the Persönlichkeitschutz, in NVwZ, n. 10/2017, p. 12. 
168 P. SCHWARTZ, Data Processing and Government Administration: The Failure of the American Legal Response to the 
Computer, cit., pp. 1380 ff.; K. CRAWFORD - J. SCHULTZ, Big Data and Due Process: Toward a Framework to Redress 
Predictive Privacy Harms, cit., pp. 124-125. 
169 Article 29 Working Party, Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation 
2016/679,cit., p. 28; Conseil d’Etat, Etude annuelle 2014, Le numérique et les droits fondamentaux, cit., p. 239; F. DI 

PORTO, Big data pubblici, quali regole: il rebus che scuote l’Europa, cit.; M. MARTINI - D. NINK, Wenn Maschinen 
entscheiden, cit., p. 12.  
170 Conseil d’Etat, Le numérique et les droits fondamentaux, cit., p. 239. 
171 See V. MAYER-SHÖNBERGER - K. CUKIER, Big Data, p. 179 ff. According to the Authors, "Algorithmsts 
would take a vow of impartiality and confidentiality, much as accountants and certain other professionals do now. 
They would evaluate the selection of data sources, the choice of analytical and predictive tools, including algorithms 
and models, and the interpretation of results. In the event of a dispute, they would have access to the algorithms, 
statistical approaches, and datasets that produced a given decision.” 
172 D. K. CITRON, Technological Due Process, cit., pp. 1309-10. 
173 Conseil d’Etat, Le numérique et les droits fondamentaux, cit., p. 239. 
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7. The Legal Framework 

In the United States there is no general law concerning data processing and automated decision-making174. 

Government data mining mostly occurs without a statutory or otherwise regulatory framework, and 

without legal guarantees for affected individuals175. 

In the European Union the situation is partially different. The processing of personal data must comply 

with the General Data Protection Regulation (GDPR)176 enacted in 2016, which replaced the 1995 Data 

Protection Directive (DPD)177. The Regulation, which covers both the private and the public sectors178, 

constrains big data analyses of personal data and sets explicit limits on automated decision-making. 

For the processing of personal data to be lawful, the GDPR requires the consent of the individual the 

data pertains to (called the “data subject”)179. Data processing is also permitted if it is necessary for the 

performance of a contract with the data subject, to comply with a legal obligation of the data controller, 

to protect the “vital interests” of the data subject or of another person, “for the performance of a task 

carried out in the public interest or in the exercise of official authority vested in the controller”, or to 

fulfil the legitimate interests of the controller or of a third party, which are not overridden by the rights 

of the data subject180. In addition, the processing of personal data must respect the basic principles listed 

in article 5 of the GDPR (which mostly replicate the ones set forth in the DPD): lawfulness, fairness and 

transparency; purpose limitation; data minimization; accuracy; storage limitation; integrity and 

confidentiality; accountability181.  

                                                           
174 See P. SCHWARTZ, Data Processing and Government Administration: The Failure of the American Legal Response to the 
Computer, cit., p. 1322 ff. 
175 See F. H. CATE, Government Data Mining: The Need for a Legal Framework, cit., p. 436 ff. 
176 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing 
Directive 95/46/EC (General Data Protection Regulation). 
177 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of 
individuals with regard to the processing of personal data and on the free movement of such data. 
178 Expressely excluded by the material scope of application of  the GDPR is only data processing carried out by 
public authorities “for the purposes of the prevention, investigation, detection or prosecution of criminal offences 
or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public 
security” (article 2, paragraph 2, letter d, of the GDPR). In those cases, the processing of personal data falls under 
the EU Directive  2016/680. 
179 Article 6, paragraph 1, letter a). 
180 Article 6, paragraph 1, letter b) –f). These grounds are largely the same as the ones set out in article  7 of the 
DPD. 
181 Similar principles are set forth in article 4 of the EU Directive  2016/680 on the protection of natural persons with 
regard to the processing of personal data by competent authorities for the purposes of the prevention, investigation, detection or prosecution 
of criminal offences or the execution of criminal penalties. On the basic principles of EU data protection law  see, among 
others, F. PIZZETTI, Privacy e il diritto europeo alla protezione dei dati personali, Torino 2016, pp. 240-284. 
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These requirements clearly limit the data mining of personal data182. This is particularly evident in the 

purpose limitation principle, which states that personal data must be collected for “specified, explicit and 

legitimate purposes” and must not be further used in a way “incompatible” with such original purposes183. 

As many commentators note, purpose specification, which is a cornerstone of European data protection 

law184, is clearly at odds with the prospect of big data analyses185. Indeed, in big data analytics datasets are 

quite often processed for different purposes and used in a way that may not have been envisaged at the 

time of data collection186. The purpose limitation principle and the related principles of data 

minimisation187 and limitation storage188 prohibit the collection and retention of data for purposes to be 

determined at a later stage.  

The re-use of personal data for novel purposes, however, is not entirely excluded. As already mentioned, 

the further processing of such data is allowed when the new purpose is not incompatible with the original 

                                                           
182 See, e. g., V. MAYER-SHÖNBERGER - Y. PADOVA, Regime change? Enabling big data through Europe's new data 
protection regulation, cit., pp. 321-325; T. Z. ZARSKY, Incompatible: the GDPR in the Age of Big Data, in Seton Hall Law 
Review, n. 4/2017, passim; A. SPINA, Alla ricerca di un modello di regoalzione per l’economia dei dati. Comento al Regolamento 
(UE) 2016/679, in Rivista della Reolazione dei mercati, n.1/2016, p. 151; F. COSTANTINO, Intelligenza arificiale e 
decisioni amministrative, cit., pp. 375-376; G. D’ACQUISTO – M. NALDI, Big Data e privacy by design, cit., pp. 29-31. 
183 Article 5, paragraph 1, letter b). 
184 The principle was established in the Council of Europe’s Convention 108 for the protection of individuals with regard 
to automatic processing of personal data (opened for signature in 1981) and then featured in the DPD. More importantly, 
it is set forth in Article 8 of the EU Charter of Fundamental Rights, which grants the right to the protection of 
personal data, and clearly states that such data must be processed “fairly for specified purposes”. As the Article 29 
Working Party points out, the principle of purpose limitation is “a pre-requisite for applying other data quality 
requirements, including the adequacy, relevance, proportionality, accuracy of data collected and the requirements 
regarding the period of data retention.” Moreover, it is fundamental in order to safeguard the legitimate 
expectations of the data subject and to preserve trust and legal certainty. Article 29 Data Protection Working Party, 
Opinion 03/2013 on purpose limitation, No. 00569/13/EN, adopted on 2 April 3013, p. 4. See also F. PIZZETTI, 
Privacy e il diritto europeo alla protezione dei dati personali, cit., pp. 246-248; N. FORGO – S. HÄNOLD – B. SCHÜTZE, 
The Principle of Purpose Limitation and Big Data, in M. CORRALES et al. (eds.), New technology, Big Data and the Law, 
Springer Nature Singapore, pp. 22-25. 
185 See, e. g., T. Z. ZARSKY, Incompatible: the GDPR in the Age of Big, cit., pp. 1005- 1006; V. MAYER-
SHÖNBERGER - Y. PADOVA, Regime change? Enabling big data through Europe's new data protection regulation, cit., p. 
321; A. SORO, Persone in rete, cit., p. 140; A. ROUVROY, “Of data and men”. Fundamental rights and freedoms in a world 
of big data, cit., p.  25 (noting that purpose limitation is “inimical to the whole philosophy of big data”).  
186 See, e. g., T. Z. ZARSKY, Incompatible: the GDPR in the Age of Big, cit., p. 105; N. FORGO – S. HÄNOLD – B. 
SCHÜTZE, The Principle of Purpose Limitation and Big Data, cit., p. 20; F. PIZZETTI, Prefazione, in G. D’ACQUISTO 
– M. NALDI, Big Data e privacy by design, cit., p. IX. 
187 The principle limits the collection of personal data to “what is necessary in relation to the purpose for which 
they are processed” (article 5, paragraph 1, letter c). 
188 Data retention is allowed “for no longer than is necessary for the purposes for which the personal data are 
procesed” (article 5, paragraph 1, letter e). 
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one. The GDPR, as former the DPD, thus gives some flexibility with regard to further use189, enabling 

to a certain extent big data analyses190. 

In order to ascertain whether the processing for a new purpose is compatible with the purpose for which 

data was initially collected, the data controller must carry out an assessment, which must take into 

account, inter alia, the link between the original purpose an the new one, the context in which data has 

been collected, the nature of personal data involved, the possible consequences of further processing for 

the data subject, the existence of appropriate safeguards, in particular of those enabling 

pseudonymization191.  

A compatibility assessment is not required whenever personal data is further processed “for archiving 

purposes in the public interest, scientific or historical research purposes or statistical purposes”, provided 

that appropriate measures are put in place to protect the rights and freedoms of the data subject192. Those 

purposes are deemed per se compatible with the initial one193.  

As suggested by many, the “statistical purposes” exception is particularly important in relation to big data 

analyses, since they are mostly statistical in nature.194  The broad definition of the term “statistical 

purposes” given by Regulation seems to support this interpretation195. However, the GDPR, similar to 

the DPD, clearly states that the “statistical purpose” implies that the results of such processing “are not 

used in support of measures or decisions regarding any particular natural person196. Accordingly, 

                                                           
189 According to Article 29 Data Protection Working Party, Opinion 03/2013 on purpose limitation, cit., p. 5, “the 
principle of purpose limitation is designed to offer a balanced approach: an approach that aims at reconcile the 
need for predictability and legal certainty regarding the purposes of the processing on one hand, and the pragmatic 
need for some flexibility on the other”.  
190 See T. Z. ZARSKY, Incompatible: the GDPR in the Age of Big, cit., pp. 1005- 1006; V. MAYER-SHÖNBERGER 
- Y. PADOVA, Regime change? Enabling big data through Europe's new data protection regulation, cit., p. 321 
191 Article 6, paragraph 4. Under article 4, paragraph 1, number 4, “pseudonymisation” is “the processing of 
personal data in such a manner that the personal data can no longer be attributed to a specific data subject without 
the use of additional information, provided that such additional information is kept separately and is subject to 
technical and organisational measures to ensure that the personal data are not attributed to an identified or 
identifiable natural person”. On pseudonymisation’s techniques, and on their relevance on big data practices see 
G. D’ACQUISTO – M. NALDI, Big Data e privacy by design, cit., pp. 117-171. 
192 Article 5, paragraph 1, lette b), article 89 GDPR. 
193 Article 5, paragraph 1, lette b). 
194 See, e.g., Article 29 Data Protection Working Party, Opinion 03/2013 on purpose limitation, cit., p. 46; Conseil 

d’Etat, Etude annuelle 2014, Le numérique et les droits fondamentaux, cit., pp. 175-176; V. MAYER-SHÖNBERGER - 
Y. PADOVA, Regime change? Enabling big data through Europe's new data protection regulation, cit., pp. 325- 326; T. Z. 
ZARSKY, Incompatible: the GDPR in the Age of Big, cit., pp. 1005- 1006; FORGO – S. HÄNOLD – B. SCHÜTZE, 
The Principle of Purpose Limitation and Big Data, cit., p. 32; A. SPINA, Alla ricerca di un modello di regoalzione per l’economia 
dei dati, cit., p. 151; F. PIZZETTI, Prefazione, cit., p. XXII. 
195 Under Recital 162,  statistical purposes “mean any operation of collection and the processing of personal data 
necessary for statistical surveys or for the production of statistical results”. 
196 Recital 162. 
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organizations may rely on the so-called statistical privilege to detect trends and correlations in data, but 

not to use big data applications in decision-making directly affecting a particular individual197.  

A compatibility assessment is also not required when the use of personal data beyond the original purpose 

is authorised by EU or Member State law in order to safeguard the objectives referred to in article 23, 

paragraph 1 of the GPDR (which include national security, defence, public security, important economic 

or financial interests, public health, social security, and the monitoring, inspection or regulatory functions 

related to one of those interests), provided that the further processing is necessary and proportionate to 

the objective pursued198 .  

A part from these exceptions, expressly provided for in EU or national law, the use of personal data for 

new purposes by public authorities, including the further processing of such data through big data 

applications, requires either the specific consent of the data subject or a case-by-case compatibility 

assessment. Alternatively, personal data must be “cleaned”, so that it no longer contains personally 

identifiable pieces of information199, as the GDPR does not apply “to personal data rendered anonymous 

in such a manner that the data subject is not or no longer identifiable”200. This option, however, is 

increasingly difficult in big data environment, since anonymous data can be easily re-identified when 

combined with other data201.   

The GDPR also sets significant limits on automated decision-making processes. 

The DPD granted, with some exceptions, the right to every natural person “not to be subject to a decision 

which produces legal effects concerning him or significantly affects him and which is based solely on 

automated processing of data intended to evaluate certain personal aspects relating to him, such as his 

performance at work, creditworthiness, reliability, conduct, etc.”202 This provision, which prohibited fully 

                                                           
197 See Article 29 Data Protection Working Party, Opinion 03/2013 on purpose limitation, cit., p. 46;  V. MAYER-
SHÖNBERGER - Y. PADOVA, Regime change? Enabling big data through Europe's new data protection regulation, cit., p. 
327; T. Z. ZARSKY, Incompatible: the GDPR in the Age of Big, cit., pp. 1005- 1008; FORGO – S. HÄNOLD – B. 
SCHÜTZE, The Principle of Purpose Limitation and Big Data, cit., p. 32. 
198 Article 6, paragraph 4. According to Article 29 Working Party exceptions to purpose limitation principle must 
be interpreted restrictively. Article 29 Data Protection Working Party, Opinion 03/2013 on purpose limitation, cit., p. 
37. 
199 See MAYER-SHÖNBERGER - Y. PADOVA, Regime change? Enabling big data through Europe's new data protection 
regulation, cit., p. 322; FORGO – S. HÄNOLD – B. SCHÜTZE, The Principle of Purpose Limitation and Big Data, cit., 
p. 32; PIZZETTI, Prefazione, cit., p. XIX. 
200 Recital 26. 
201 See MAYER-SHÖNBERGER - Y. PADOVA, Regime change? Enabling big data through Europe's new data protection 
regulation, cit., p. 322-323; FORGO – S. HÄNOLD – B. SCHÜTZE, The Principle of Purpose Limitation and Big Data, 
cit., p. 32; PIZZETTI, Prefazione, cit., p. XIX. On anonymization techniques see G. D’ACQUISTO – M. NALDI, 
Big Data e privacy by design, cit., pp. 41-101. 
202 Article 15, paragraph 1.  
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automated decision-making based on profiling, was seldom applied, and in many member States was 

almost a dead letter.203 

 The GDPR has broadened the protection against automated decision-making. Article 22, paragraph 1, 

grants the right to any individual “not to be subject to a decision based solely on automated processing, 

including profiling, which produces legal effects concerning him or her, or similarly significantly affects 

him or her” .204 As a rule then, any algorithmic decision, which has a significant effect on individual, is 

prohibited, whether or not it includes profiling205. 

The scope of this provision is still narrow, since it refers to fully automated decision-making, and may be 

easily circumvented by including a merely formal human intervention in the decision process, with no 

influence on the outcomes of that process206. Accordingly, the Article 29 Working Party in its Guidelines 

on automated decision-making has warned that the prohibition cannot be avoided “by fabricating human 

involvement. For example, if someone, routinely applies automated generated profiles to individuals 

without any actual influence on the results, this still would be a decision based solely on automated 

processing.” 207As the Working Party has further pointed out, the oversight of the decision should be 

“meaningful” and “be carried out by someone who has the authority and the competence to change the 

decision”208. 

Article 22, paragraph 1, does not apply if the decision is necessary for entering into a contract between 

the data subject and the data controller, or if there is the explicit consent of the data subject.209 In such 

cases, the GDPR requires controllers to implement appropriate measures to protect affected individuals, 

                                                           
203 T. Z. ZARSKY, Incompatible: the GDPR in the Age of Big, cit., p. 1016. 
204 Article 22, paragraph 1 
205 See Article 29 Working Party, Guidelines on Automated individual decision-making and Profiling for the purposes of 
Regulation 2016/679, cit., p. 6. The GDPR gives for the first time a legal definition of profiling. According to article 
4, paragraph 1, number 4, “profiling “means any form of automated processing of personal data consisting of the 
use of personal data to evaluate certain personal aspects relating to a natural person, in particular to analyse or 
predict aspects concerning that natural person's performance at work, economic situation, health, personal 
preferences, interests, reliability, behaviour, location or movements”. 
206  See B. PETKOVA - F. BOEHM, Profiling and the Essence of the Right to Data Protection (Febraury 5 2017), 
forthcoming in Cambridge Handbook for Consumer Privacy, available at http: www.ssrn.com.  
207 Article 29 Working Party, Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation 
2016/679, cit., p. 10. Also the Counsil d’Etat adresses “la nécessité de ne pas se contenter d’une apparence 
d’intervention humaine. Si dans 99% des cas, la misure prise est celle proposée par le system automatique, alors le 
systeme présenté comme une ‘aide à la décision’ est en réalité un système de decision.” Conseil d’Etat, Etude annuelle 

2014, Le numérique et les droits fondamentaux, cit., p. 237. 
208 Article 29 Working Party, Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation 
2016/679, cit., p. 10. 
209 Article 22, paragraph 2, letters a), and c). 

http://www.ssrn.com/
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including at least the right to obtain human intervention, express their point of view, and contest the 

decision.210  

Exceptions from the rule prohibiting automated decisions with legal or otherwise significant effects on 

individuals may also be authorized by Union or Member State law, which must lay down “suitable 

measures to safeguard the data subject's rights and freedoms and legitimate interests”211. In this case, the 

GDPR does not set down minimum requirements for such measures, leaving them to the discretion of 

the legislator212. Law may therefore establish safeguards, which are different from the ones identified 

above where the other two exceptions apply, provided that such safeguards grant an adequate level of 

protection213. The Article 29 Working Party, in light of the main risks associated to algorithmic decisions, 

has stated that “controllers should carry out frequent assessments on the data sets they process to check 

for any bias, and develop ways to address any prejudicial elements, including any over-reliance on 

correlations.”214 It has also recommended the use of systems that audit algorithms and a regular review 

of the accuracy of automated decision-making215. 

The GDPR has also strengthened transparency requirements in relation to decision-making based on 

automated processing216. The individual has the right to be informed about the existence of the automated 

decision-making, the logic involved, and about “the significance and the envisaged consequences of such 

processing”217. 

                                                           
210 Article 22, paragraph 3. 
211 Article 22, paragraph 2, letter b). Stricter conditions are required for laws that authorise automated decision-
making based on the processing of special categories of data (personal data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, or trade union membership, genetic and biometric data, data 
concerning health or data concerning a natural person's sex life or sexual orientation). In those cases processing 
must be “necessary for reasons of substantial public interest” and the law “shall be proportionate to the aim 
pursued, respect the essence of the right to data protection and provide for suitable and specific measures to 
safeguard the fundamental rights and the interests of the data subject.” (Article 9, paragraph 2, letter g), referred 
to by article 22, paragraph 4). 
212 A minimum safeguard is instead provided for in the Directive (EU) 2016/680 on the protection of natural persons 
with regard to the processing of personal data by competent authorities for the purposes of the prevention, investigation, detection or 
prosecution of criminal offences or the execution of criminal penalties , which states that “Member States shall provide for a 
decision based solely on automated processing, including profiling, which produces an adverse legal effect 
concerning the data subject or significantly affects him or her, to be prohibited unless authorised by Union or 
Member State law to which the controller is subject and which provides appropriate safeguards for the rights and 
freedoms of the data subject, at least the right to obtain human intervention on the part of the controller” (article 11, italics 
added). 
213 See M. MARTINI - D. NINK, Wenn Maschinen entscheiden, cit., p. 5. The same authors suggest that the minimum 
requirements provided for in article 22, paragraph 3, should serve in this case as “Orientierungsleitlinien”. 
214 Article 29 Working Party, Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation 
2016/679, cit., p. 17. 
215 Id. 
216 The DPD provided a general right to know the logic involved in automatic processing (Article 12, paragraph 1, 
letter a). 
217 Articles 13, paragraph 2, letter f), and 14, paragraph 2, letter g) GDPR. 
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The scope of the rights relating to automated decision-making processes may be restricted by Union or 

Member State law, by way of a legislative measure, in order to protect the public interest objectives listed 

in article 23 of the GDPR218. Such a restriction, however, must respect “the essence of the fundamental 

rights and freedoms” of affected individuals and must be “a necessary and proportionate measure in a 

democratic society to safeguard” those objectives219.  

Since the GDPR applies also to the public sector, any decision taken by a public authority based solely 

on automated processing (including those in which human intervention is only apparent), that has a legal 

effect on individuals, shall be prohibited unless it is expressly authorised by Union or Member State law, 

which in turn would lay down suitable safeguards for the individuals concerned. Furthermore, the 

authority has to inform the addressees about the existence of the automated decision-making, the logic 

involved, and the consequences of the processing. These rules cover only administrative decisions made 

by computer systems which affect natural persons, as the protection of entities is outside the scope of 

the Regulation220. Their impact on Member States’ legal systems, however, will be significant, as the use 

of algorithms in administrative decision-making is at present mostly unregulated.  

Recent reforms in France and in Germany show that the trend is already changing. 

The Loi pour une République numérique of 7 October 2016 introduced a new article in the Code des relations 

entre le public et l’administration which provides that decisions based on algorithmic processing shall include 

an explicit reference to such processing221. The decision shall specify the purpose of algorithmic 

processing and mention the right of the addressee of the decision to obtain information about the rules 

that define such processing and about the main features of their implementation222. The Code further 

provides that, upon request of the person affected by a decision based on algorithmic processing, the 

competent authority has to inform him or her in an intelligible form about the degree and the way in 

which such processing has contributed to decision-making. It also has to provide information about the 

                                                           
218 Article 23 GDPR. 
219 Id. 
220 It is worth noting that this might imply  in several legal systems the coexistence of different legal regimes 
regarding automated administrative decisions, depending on the addressees: full automated decisions affecting 
natural persons shall be prohibited under the GDPR (which is directly applicable in the member States), while the 
same decisions affecting entities might be permitted. This seems to be the situation, for instance, in France.  See J. 
B. DUCLERCQ, Le droit public à l’ère des algorithms, cit., p. 1418, who criticizes the confusion arising from a “régime  
juridique à géométrie varable.” The same seems to be true in Italy. 
221 Article L. 311-3-1 of the Code des relations entre le public et l’administration (CRPA) introduced by the Loi No. 2016-
1321 of 7 October 2016 pour une Republique numerique. On this reform, see, e. g., J. B. AUBY, Controle de la puissance 
publique et gouvernance par algorithme, cit., pp. 11-13; J. B. DUCLERCQ, Le droit public à l’ère des algorithms, in Reveu du 
Droit Public, n. 5/2017, p. 1401 ff.; L. CLUZEL -METAYER, La Loi pour une République numérique: l’écosystème de la 
donnéee saisi par le droit, in AJDA, n. 6/2017, p. 340 ff. 
222 Article R. 311-3-1-1, introduced by article 1 of the Décret n° 2017-330 of 14 March 2017 relatif aux droits des 
personnes faisant l'objet de décisions individuelles prises sur le fondement d'un traitement algorithmique. 
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data that has been processed and its sources, about process parameters and, if any, about the balancing 

of those parameters in the case at the hand. Finally, it has to offer information about the operations 

performed in processing223. Such information has to be released provided that the disclosure does not 

violate any secret protected by law224.  

 While the Loi pour une République numérique focuses on transparency of algorithmic decision-making 

without setting any limit to it225, the reform of Verwaltungsverfahrensgestez (VwVfG) of the same year deals 

with legal constraints of automated administrative decisions. The VwVfG already referred, in several 

provisions, to administrative acts issued “mit Hilfe automatischer Einrichtungen” (“with the help of automatic 

equipment”)226, but it was disputed in legal scholarship whether the law allowed the issuing of fully 

automated administrative acts.227 Under the new § 35a, an administrative act may be entirely issued by a 

machine  (without human intervention) provided that a norm authorises it and that no discretionary 

power is involved in the decision228. As explained by German legal scholars, the norm (Rechtsvorschift), 

which authorises the automation of administrative decision-making, must be provided for by a statute or 

a regulation, not by an administrative act229. Such authorisation may concern only bound decisions, since 

§ 35a expressly prohibits the automation of administrative decision-making involving Ermessen (i.e. 

discretion in the choice of the measure) or a Beurteilungspielraum (i.e. discretion in assessing facts and 

circumstances)230.  

 

8. Conclusion 

In Italy, as in most legal systems, there is no general statutory provision regulating the use of algorithms 

in administrative decision-making. The choice to rely on computer systems to support or replace 

                                                           
223 Article R. 311-3-1-2, introduced by article 1 of the Décret n° 2017-330 of 14 March 2017. The Code does not 
explicitely require public authorities to disclose the code source, which might be protected by property rights. See 
J. B. AUBY, Controle de la puissance publique et gouvernance par algorithme, cit., p. 12. 
224 Article R. 311-3-1-2. 
225 Instead it implicitly authorizes public authorities to rely on algorithms in administrative decision-making. See  J. 
B. DUCLERCQ, Le droit public à l’ère des algorithms, cit., p. 1420. 
226 § 28 II No. 4, § 37 II, 1, and § 39 I 1, II No. 3, VwVfG. 
227See, e.g., H. P. BULL, Der “vollständg atutomatisiert erlassene” Verwaltungsakt – Zur Begriffsbildung und rechtlichen 
Einhegung von “E-Government”, in DVBl, n. 7/2017, p. 410; H. SCHMITZ - L. PRELL, Neues zum E-Government, in 
NVwZ, n.18/2016, p. 1274. 
228 § 35a VwVfG introduced by Article 20 Gesetz zur Modernisierung des Besteuerungsverfahrens of 18 July 2016 (BGBl I 
2016, 1679). 
229 See H. SCHMITZ - L. PRELL, Neues zum E-Government, cit., p. 1276; H. P. BULL, Der “vollständg atutomatisiert 
erlassene” Verwaltungsakt – Zur Begriffsbildung und rechtlichen Einhegung von “E-Government”, cit., p. 411; M. MARTINI - 
D. NINK, Wenn Maschinen entscheiden, cit., p. 2. 
230 See H. SCHMITZ - L. PRELL, Neues zum E-Government, cit., p. 1276; H. P. BULL, Der “vollständg atutomatisiert 
erlassene” Verwaltungsakt – Zur Begriffsbildung und rechtlichen Einhegung von “E-Government”, cit., p. 411; M. MARTINI - 
D. NINK, Wenn Maschinen entscheiden, cit., p. 2. 
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administrative decisions is left to the discretion of the public authority231. This scenario, which was 

reasonable when computers could only support public authorities in simple, routine decisions, easy 

reviewable, is inadequate to face the challenges arising from the use of new, sophisticated algorithms in 

administrative decision-making.  

The reliance on data mining and other AI tools for administrative decisions necessitates a legal framework 

providing new accountability systems and additional safeguards for individuals and entities affected by 

the decision.  Such a legal framework is now expressly required by the GDPR for decisions based solely 

on automated processing which have a legal or similarly significant effect on natural persons. However, 

since the reliance on complex algorithms in administrative decision-making undermines the system of 

guarantees against public powers, the use of such algorithms to support or to make administrative 

decisions should always be authorised by a law providing suitable measures to safeguard the legal rights 

and legitimate interests of those affected. In those cases, a statutory authorisation is indeed required by 

the rule of law. 

As situations and algorithms are not all alike, the authorisation to use data analytics in administrative 

decision-making should follow on a case-by-case basis232. An analysis of risks and benefits involved in 

using data mining and machine learning systems should be carried out, including also the alternatives to 

such use233. Reliance on learning algorithms may prove appropriate, for instance, to target inspections 

which would otherwise follow a random criterion. The efficacy of administrative action would be in this 

case improved without a disproportionate sacrifice of private interests, since the consequences of 

investigation, though unpleasant, are transitory and interested parties have the possibility to assert their 

rights in the adjudication proceeding eventually following the inspection234. 

The use of big data analytics might also prove to be a rational option when the precautionary principle 

applies and public authorities have to decide despite incomplete information, as for example, when an 

agency has to assess whether a new product on the market might harm people’s health or the 

                                                           
231 Under case law, public authorities are free to chose to rely on computer systems in administrative decision-
making, at least when the decision is bounded. See T.A.R. Lazio, Rome, 21 March 2017, No. 3742. According to 
some legal scholars, also discretionary decisions (at least simple ones) may be entrusted to the machine. See, e.g, 
U. FANTIGROSSI, Automazione e Pubblica Amministrazione, cit., p. 81 ff.; A. MASUCCI, Procedimento amministrativo e 
nuove tecnologie, cit., p. 92 ff.; F. SAITTA, Le patologie dell'atto amministrativo elettronico e il sindacato del giudice amministrativo, 
cit., p. 638. According to other scholars, the automation of discretionary decision-making would require a statutory 
authorisation. See, e.g., A. USAI, Le elaborazioni possibili delle informazioni. I limiti alle decisioni amministrative automatiche, 
in G. DUNI (ed.), Dall’informatica amministrativa alla teleamministrazione, Roma, 1992, p. 55 ff.; S. CIVITARESE 

MATTEUCCI,  Digitalisation and Reforms of Public Administration in Italy, cit., p. 157 ff. 
232 See G. COGLIANESE - D. LEHR, Regulating by Robot, cit., p. 26. 
233 See, e.g., T. Z. ZARSKY, Governmental Data Mining and its Alternatives, cit., p. 285 ff. 
234 See, e.g., D. J. STEINBOCK, Data Matching, Data Mining, and Due Process, p. 48; G. COGLIANESE - D. LEHR, 
Regulating by Robot, cit., p. 20. 
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environment235. In cases where scientific knowledge is particularly uncertain and contested, data mining 

techniques may in fact provide novel and useful patterns to the public authority, which would otherwise 

have to make blind decisions. 

As far as personal data is concerned, data mining should be authorized only if it is strictly necessary in 

order to fulfil an important public interest236, and provided that its efficacy is proven (which is highly 

disputed, for instance, in relation to measures against terrorism)237. 

Profiling human behaviour undermines human dignity. The uniqueness of each human being cannot be 

reduced to the sum of his/her data. The “digital person” is just a pale, distorted image of the real person; 

an “unauthorized biography”, only partially true and very reductive, the complete contents of which the 

real person does not get to see. 238 

Law may not ignore causes and reasons, as big data analytics does. Decisions about individuals should 

not be left to machines, but should be taken by other individuals. Human judgment is not perfect, and it 

may be influenced by biases and mistakes, but it also incorporates something an algorithm will never be 

able to learn: emotion, empathy and common sense239. 

                                                           
235 On “risk decisions” and precautionary principle, see, e.g., U. DI FABIO, Risikoentscheidungen im Rechtsstaat, Mohr 
Siebeck, Tübingen 1994; H. TRUTE, Democratizing science: Expertise and participation in administrative decision-making, in 
The public nature of science under assault. Politics, markets, science and the law, Springer Berlin 2005, p. 87 ff.;  W. 
HOFFMANN–RIEM, Risiko-und Innovationsrecht im Verbund, in Die Verwaltung 2005, p. 145 ff.; H. BORA (ed.) 
Rechtliches Risikomanagement, Duncker & Humblot GmbH, Berlin 1999; A. SCHERZBERG, Risiko als Rechtsproblem 
in  Verw. Arch., 1993, p.116 ff.;  J.B. AUBY, Le droit administratif dans la société du risque, in Conseil d’Etat, Rapport Public 
2005, p. 351 ff.;  EWALD, L’Etat de précaution, in Conseil d’Etat, Rapport Public 2005, p. 359 ff.; G. BARONE, Il 
diritto del rischio, Milano 2006; F. DE LEONARDIS, Il principio di precauzione nell’amministrazione di rischio, Milano 2005; 
P. SAVONA, Il governo del rischio, Napoli 2013. 
236 It is settled case-law of the EU Court of Justice that limitations to the right to data protection  should apply 
only in so far as they are strictly necessary (see, e.g., judgments of 16 December 2008, Satakunnan Markkinapörssi 

and Satamedia, C‑73/07, paragraph 56; of 9 November 2010, Volker and Markus Schecke and Eifert, C‑92/09 and 

C‑93/09, paragraph 77; of 16 May 2014 Digital Rights Irland, C-293/12, paragraph 52, and of 6 October 2015, 

Schrems, C‑362/14,, paragraph 92).  
237 See, e.g., Article 29 Data Protection Working Party, Opinion 10/2011 on the proposal for a Directive of the European 
Parliament and of the Council on the use of passenger name record data for the prevention, detection, investigation and prosecution of 
terrorist offences and serious crime, adopted on 5 April 2011. According to the Working Party, the PNR Directive does 
not comply with proportionality requirements because the necessity and efficacy of the processing of PNR data 
for security purpose is not proven. 
238 D. J. SOLOVE, The Digital Person, NYU Press, New York, 2006, p. 46. 
239 On the role of emotion in decision-making see, e.g., S. CIVITARESE MATTEUCCI,  Digitalisation and Reforms 
of Public Administration in Italy, cit., p. 157; K. S. KASSAM, Emotion and Decision Making, in Annual Re. Psychol., 2015, 
p. 799 ff. On the relevance of common sense and empathy in judgement see. e.g., L. CORSO, Giustizia senza toga, 
Torino 2008, p. 181 ff.; Id., Should Empathy Play any Role in the Interpretation of Constitutional Rights?, in  Ratio Juris, 
n.1/2014, pp. 94–115.  


