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CLOUD COMPUTING IN THE FINANCIAL SECTOR 

PART 3: CLOUD SERVICE PROVIDERS (CSPs) 
 
1. INTRODUCTION 

 
Cloud computing is a key component of the strategy of most Financial Institutions (FIs), in pursuing their own 
digital transformations and ensuring their continued viability in a new competitive and collaborative landscape. 
FIs need to be able to better manage and extract value from data, often in collaboration with start-ups that are 
‘cloud-native’, while also ensuring their long-term operational resilience. Cloud adoption supports and enables 
these dual goals, making it fundamental to the operations of any modern digital business, and bringing benefits 
not only to incumbents, but also to newcomers, clients and the economy as a whole. 
 
As well as being a key enabler for the secure management of massive datasets and collaboration with FinTech 
and RegTech innovators, Cloud provides infrastructure and advanced analytics  in the speed required by digital 
transformation, and to a level that many FIs cannot match with their own in-house IT. However,  there are 
numerous challenges that remain to be addressed when it comes to the  implementation and adoption of cloud 
computing. 
 
Accordingly, this IIF 3-part series on Cloud has highlighted (i) the benefits and opportunities in meeting evolving 
customer expectations, as well as risks, and particularly the risks associated with not moving to cloud, in Part 
1,1 and (ii) the hurdles when migrating to cloud, notably some cross-border regulatory inconsistencies and data 
localization requirements in our Part 2 paper.2 Part 2 also included a set of recommendations to overcome these 
barriers based on our analysis, being recommendations both for the industry and for regulators alike, as key 
stakeholders. 
 
This Part 3 paper focuses on the unique challenges arising from the interaction of Cloud Service Providers (CSPs) 
with the highly regulated and systemically important financial services industry, including the topics of 
concentration and dependency risk, the portability and lock in effect, and the auditing/monitoring of their 
services. While some challenges are common to all stakeholders, different players may use divergent optics to 
approach them (i.e. FIs as distinct from regulators/supervisors), so we have conducted the analysis on that basis.  

                                                           
1 IIF Cloud Computing paper (Part 1) https://www.iif.com/publication/regulatory-comment-letter/iif-cloud-computing-paper-part-1   
2 IIF Cloud Computing Paper (Part 2) https://www.iif.com/publication/regulatory-report/iif-cloud-computing-paper-part-2. The IIF will also shortly be 
publishing a paper on Data Localization that will cover the different jurisdictional requirements, governments' objectives and side effects, and discusses 
how to move away from hard data localization restrictions. 

https://www.iif.com/Publications/ID/780/PageID/780/IIF-Cloud-Computing-paper-Part-1
https://www.iif.com/publication/regulatory-comment-letter/iif-cloud-computing-paper-part-1
https://www.iif.com/Publications/ID/781/PageID/781/IIF-Cloud-Computing-Paper-Part-2
https://www.iif.com/publication/regulatory-report/iif-cloud-computing-paper-part-2
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2. CSPs ROLE IN THE TRANSFORMATION OF THE FINANCIAL SECTOR 
 
CSPs have emerged as a leading player in the digital transformation of many industries. Most of these industries 
(e.g. retail, distribution) represent sectors with low to medium regulatory oversight, reducing some of the 
complexities associated with implementation.  
 
However, cloud adoption in highly regulated industries (such as banks, insurance companies and healthcare 
organizations), has not followed the same pattern. CSPs initially lacked sufficient maturity to offer regulated 
industries the necessary comfort on meeting their stringent regulatory and compliance requirements. But this 
paradigm has evolved in recent years, with cloud adoption reaching comparable levels in those industries, as 
shown in Figure 1. Both the banking and insurance sectors are actively adopting cloud computing, with a 
Gartner survey of senior finance executives finding that by 2020, 36 percent of enterprises will use the cloud to 
support more than half of their transactional systems of record.3  
 
 
 
 
 
 

                                                           
3 Gartner survey of senior finance executives from January through March 2017 to explore their technology perspective, influence of IT, needs and 
priorities in technology investment.  https://www.gartner.com/en/newsroom/press-releases/2017-09-13-gartner-says-finance-is-moving-to-the-cloud-
much-faster-than-expected 

Box 1: Recommendations for industry and regulators identified in our Part 2 paper1 

Recommended actions for industry 

Provide solutions to uncertainty, for instance through the creation of best practice or industry 
standards that could help compliance across multiple jurisdictions, such as in third party audit 
and the harmonization of reporting requirements.  

Recommended actions for regulators 

1. Common set of principles 
2. Ongoing supervision   
3. Clarity and Harmonization  
4. Knowledge: expanded understanding of cloud computing and its benefits  

 
In addition, data localization requirements merit further review. This could include: 

5. Transparency: on the risks that are being targeted by data localization measures  
6. Free Flow of Data (FFoD): international cooperation is needed  
 
In ensuring efficient regulation of the underlying cloud infrastructures and in enabling fair 
competition for all parties using those services, a cross-sectoral approach that considers: 

a. Cross-sectorial and cross-border approach to CSPs 
b. Potential certification of CSPs 
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Figure 1: Cloud Adoption Across Industry Sectors 

 
Source: Mckinsey & Company4 

 
Given regulatory requirements, together with firms following a risk-based strategy, FIs have been prioritizing 
the migration of non-critical applications and functions to cloud, which from the perspective of CSPs could be 
assimilated to what they have already been doing with other less regulated industries. But in order to take full 
advantage of its benefits, material applications would need to be migrated to the cloud. It is here that there 
are some more challenges that need to be tackled together by FIs, regulators and CSPs. 
 
The biggest challenge for migrating financial institutions’ data and applications to public cloud in a highly 
regulated environment is demonstrating to regulators that FIs are sufficiently competent to partner with CSPs 
in the understanding and management of the risks of migration to (and operation in) the cloud. That 
competency includes addressing regulators’ legitimate concerns around topics such as access to data and cyber 
resilience, while also allowing the scope to innovate and compete in line with the current IT trends in the market 
and demands of banks’ consumers. 
 
  
 
 
 
 
 
 
 
 

                                                           
4 Source: McKinsey & Company, Cloud Adoption to Accelerate IT Modernization; by Nagendra Bommadevara, Andrea Del Miglio, and Steve Jansen 
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3. CHALLENGES REGARDING CSPs FOR THE DIFFERENT STAKEHOLDERS 
 
The main challenges of financial institutions working with CSPs are becoming well-known as the technology 
grows in importance to the industry and its regulators. These concerns are not only associated with the 
traditional third-party risk management issues, but also with the traditional regulatory approach to cloud 
computing as a type of outsourcing. The industry is developing new business models based on Cloud which 
raises policy considerations such as the risk of concentration of market share among few CSPs.5 These 
considerations need to be assessed from the different stakeholders’ perspectives. 
 
 
3.1. For Financial Institutions 
 
For financial institutions, the assessment and mitigation of all the risks involved in their activities is key, and 
those risks cannot be transferred or delegated. Thus, when FIs decide to use third party services for any 
important new or existing function or service, they undergo a strict risk assessment and due diligence of the 
provider, and they also make sure that the quality of the service going forward is guaranteed in their service 
level agreement. Some banks, for instance, have adopted a policy of not moving any material workload to a 
public cloud provider that increases their risk profile, meaning that their use of cloud is net neutral in terms of 
risk.  
 
However, when using the public cloud model, there are specific challenges involved: 

• FIs’ monitoring and auditing of the services provided by the CSPs. In general, financial regulators require 
FIs to have the right to audit an outsourced service, including having access to their premises and the 
full range of devices, systems, networks and data used for providing the services. There are similar 
requirements in European data protection regulation between any data controller and processor (i.e. 
between a firm and the CSP). However, this is typically addressed through reliance on reports or 
certifications produced by the CSP. In financial services, additional outsourcing regulation removes this 
work around and also requires that FIs establish the right of their regulators to audit the CSP with the 
same levels of access through their contracts with CSPs. The one-to-many model of public cloud 
computing, exacerbated by the limited number of providers, makes such requirements significantly 
detrimental to the CSP business model.   

This challenge has to some extent been addressed in the EU, where the EBA has recently introduced 
the possibility of exercising those audit and access rights by using any of the following means:6 

 Pooled audits organized jointly with other clients of the same cloud service provider and 
performed by these clients or by a third party appointed by them7.  

 Third-party certifications and third-party or internal audit reports made available by the cloud 
service provider (under certain conditions…). 

                                                           
5 See for a recent discussion of the topic Denis Beau First Deputy Governor of the Banque de France: “Trends in Financial Intermediation and 

implications for the regulation and supervision of the European financial sector.” https://www.bis.org/review/r190130a.htm 
6 See EBA recommendations on Cloud outsourcing issued on March 28th, 2018: 
https://eba.europa.eu/documents/10180/2170125/Recommendations+on+Cloud+Outsourcing+%28EBA-Rec-2017-03%29_EN.pdf/e02bef01-3e00-
4d81-b549-4981a8fb2f1e  
7 It is important that the group contractually agrees on a common set of rules and operating procedures, but that a single participant can still follow its 
own auditing needs by putting questions to the agenda independently from some group consensus or majority voting.  

https://eba.europa.eu/documents/10180/2170125/Recommendations+on+Cloud+Outsourcing+%28EBA-Rec-2017-03%29_EN.pdf/e02bef01-3e00-4d81-b549-4981a8fb2f1e
https://eba.europa.eu/documents/10180/2170125/Recommendations+on+Cloud+Outsourcing+%28EBA-Rec-2017-03%29_EN.pdf/e02bef01-3e00-4d81-b549-4981a8fb2f1e
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This flexible approach has the benefit of increasing the efficiency of this process, likely raising the 
average quality of auditing while also reducing the burden of both the FIs and the CSPs.  

• Ensuring high availability and business continuity (operational resilience). For FIs, cybersecurity is the 
most significant risk going forward, as well as the risk of experiencing industry and technological 
disruptions. With that in mind, having a resilient business model capable of efficiently responding and 
recovering from those disruptions is important, and using Cloud can contribute to it. CSPs have multiple 
data centers and servers spread over various jurisdictions, a resilient data architecture and redundancies 
in place. That gives them, and ultimately their clients, a much better ability to failover than most FIs 
have.  
 
However, when considering migration of critical business applications to the cloud, FIs need to fully 
understand the ability to access and run those applications that affect the capacity to provide service to 
the customers. SLAs in the contracts with CSPs have to be definitive in this respect, to ensure business 
continuity in case of any issue.  
 
Ideally, the service contract should include a termination and data portability clause that allows the 
activities to be switched to another service provider or to be reincorporated on-premise if necessary. 
Financial institutions should have frameworks in place to ensure operational resilience, regardless of 
whether the service is provided in house or the Cloud. As servers become increasingly standardized, as 
is the case with the public Cloud, it is much easier to reinstall the servers in case of a cyber incident or 
an operational breakdown. Cloud service providers normally include business continuity features in their 
operations which ensures data is automatically backed up and accessible within its data centers.  
 

• Addressing concerns about vendor lock-in. FIs are promoting the interoperability among CSPs, by which 
a FI can reverse back to on premise or switch to another CSP. Companies can build apps and later move 
them to the cloud in a way that enables them to control their own intellectual property in the event that 
a vendor becomes a competitor. In addition, the use of open source technologies, platforms and 
container technologies, which promote application portability, is helping companies move more easily 
from one cloud provider to another. Additionally, the more pre-contractual information on the services 
available, the more feasible would be for the FI to chose the CSP that poses less risk, or to develop 
solutions to reduce any potential lock-in. 
 
However, some extent of ‘vendor lock-in’ may be inevitable when using advanced cloud services, and it 
could become more prominent in the future. Additionally, the CSPs are rightfully trying to differentiate 
their offerings and complete interoperability would not be feasible or even desirable as it would require 
the elimination of unique selling points that FIs might want to benefit from. It should also be noted that 
the concept of “lock-in” currently exists when using very specific legacy or proprietary software or 
hardware, so this is not entirely a new or cloud-specific issue.  
 

• Cloud Security. CSPs are highly secure and resilient, and have redundancies in place (as outlined in our 
Part 1 paper). Nevertheless, it is ultimately up to each FI to understand what they are buying from the 
CSPs, the risks associated with the application or service provided, and the regulatory requirements. For 
example, depending on the criticality of the service and the sensitivity of the data involved, the FI can 
choose different levels of encryption; passwords and encryption keys can be managed in various ways; 
some CSPs have additional services like “security as a service.” 

 
These elements are pivotal for FIs to comply with regulatory requirements. As FIs become a more relevant client 
segment for CSPs, their bargaining power increases even with the largest CSPs, as does their ability to negotiate 
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some of the clauses required to comply with regulation. Additionally, initiatives such as the European 
Commission’s FinTech Action Plan provide further examples, by encouraging and facilitating the development 
of standard contractual clauses for cloud outsourcing (building on the cross-sectorial cloud stakeholder efforts 
already facilitated by the European Commission) and ensuring financial sector involvement to this process. 
 
Although FIs are increasingly finding ways to comply with regulatory requirements while maintaining the 
business case for cloud, for the industry and its clients to benefit from the advantages of cloud computing would 
require further innovative thinking and cooperation from the CSPs, regulators and the banks. 
 

3.2. For Regulators, Supervisors and Central Banks 
 
Regulators, supervisors and Central Banks are entrusted with ensuring the viability of financial institutions, 
reducing systemic risks, maintaining the correct functioning of relevant markets and protecting consumers of 
financial services as well as maintaining financial stability. The increasing use of public cloud computing by FIs 
is being analyzed against those objectives, and regulators across many jurisdictions have already issued draft 
rules and guidance that may influence how CSPs and FIs develop and deliver products to their customers.8  
 
Focusing on the first objective of ensuring the viability and soundness of financial institutions, regulators are 
gaining a better understanding of the technology, but they are also making sure that FIs understand it as well, 
that they have a sound cloud strategy and a robust risk management process in place. Specifically for FIs’ 
engagement with CSPs, supervisors seek verification that FIs have undergone  proper and thorough due 
diligence in choosing to move a service to the public cloud, that they have enough control over topics such as 
technology change programs or their overall operational resilience, and access and accountability of the data 
and processes that have been moved to a CSP. Among those considerations, the most debated ones are: 
 

• Monitoring/ Auditability: Supervisors should review the sufficiency and appropriateness of risk 
management and audit methods in the context of industry-accepted 2nd and 3rd Line of Defense 
practices. Additionally, to the audit methods explained above from the perspective of financial 
institutions, FIs in some jurisdictions need to physically or remotely provide their supervisors access to 
the FI’s data and processes stored in the CSP, to do their own supervisory assessment. Different 
supervisors are taking different approaches, but the most intrusive ones require having some specific 
clauses in the Service Level Agreements (SLAs) that allow them to do so. For FIs the challenge is 
introducing monitoring and auditability clauses in contracts that meet supervisory expectations. 
 
However, given the business model of CSPs, such access is not always easily granted, managed or 
executed (i.e. supervisors of thousands of banks independently trying to access information within a few 
CSPs). While FIs acknowledge that they are fully responsible in ensuring that their providers comply with 
laws and information security standards, supervisors should also give some credit to independent 
assurance by third parties or compliance with the relevant ISO standards. For example, regulators could 
ask for Service Organization Control (SOC) reports or recent reports of test execution and vertical 
certification in the cloud environment (e.g. 27017 or STAR certification). Such reports are widely used 

                                                           
8 Examples of this are EBA Recommendations 
(https://eba.europa.eu/documents/10180/2170125/Recommendations+on+Cloud+Outsourcing+%28EBA-Rec-2017-03%29_EN.pdf/e02bef01-3e00-
4d81-b549-4981a8fb2f1e)  or Monetary Authority of Singapore guidelines 
(http://www.mas.gov.sg/~/media/MAS/Regulations%20and%20Financial%20Stability/Regulatory%20and%20Supervisory%20Framework/Risk%20Mana
gement/Outsourcing%20Guidelines_Jul%202016%20revised%20on%205%20Oct%202018.pdf)  
German Federal Financial Supervisory Authority BaFin: 
https://www.bafin.de/SharedDocs/Downloads/DE/Merkblatt/BA/dl_181108_orientierungshilfe_zu_auslagerungen_an_cloud_anbieter_ba.pdf?__blob=p
ublicationFile&v=4,  and https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/2018/fa_bj_1804_Cloud_Computing_en.html  

https://eba.europa.eu/documents/10180/2170125/Recommendations+on+Cloud+Outsourcing+%28EBA-Rec-2017-03%29_EN.pdf/e02bef01-3e00-4d81-b549-4981a8fb2f1e
https://eba.europa.eu/documents/10180/2170125/Recommendations+on+Cloud+Outsourcing+%28EBA-Rec-2017-03%29_EN.pdf/e02bef01-3e00-4d81-b549-4981a8fb2f1e
http://www.mas.gov.sg/~/media/MAS/Regulations%20and%20Financial%20Stability/Regulatory%20and%20Supervisory%20Framework/Risk%20Management/Outsourcing%20Guidelines_Jul%202016%20revised%20on%205%20Oct%202018.pdf
http://www.mas.gov.sg/~/media/MAS/Regulations%20and%20Financial%20Stability/Regulatory%20and%20Supervisory%20Framework/Risk%20Management/Outsourcing%20Guidelines_Jul%202016%20revised%20on%205%20Oct%202018.pdf
https://www.bafin.de/SharedDocs/Downloads/DE/Merkblatt/BA/dl_181108_orientierungshilfe_zu_auslagerungen_an_cloud_anbieter_ba.pdf?__blob=publicationFile&v=4
https://www.bafin.de/SharedDocs/Downloads/DE/Merkblatt/BA/dl_181108_orientierungshilfe_zu_auslagerungen_an_cloud_anbieter_ba.pdf?__blob=publicationFile&v=4
https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/2018/fa_bj_1804_Cloud_Computing_en.html
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within the industry and contain valuable information required to assess and address the risks associated 
with an outsourced service.  
 

• Operational resilience of FIs: Similar to the considerations by FIs, regulators and supervisors are 
concerned about how secure and resilient the CSPs are, and how secure and resilient FIs are when using 
CSPs. This concern fits into the current regulatory discussion on operational resilience that the PRA and 
BoE started last year when publishing their discussion paper Building the UK financial sector’s 
operational resilience, that addresses how the continuity of the services that firms and FMIs provide 
might be maintained regardless of the cause of disruption.9 This line of work is also followed by the 
BCBS’s recently created Operational Resilience Group (ORG). 
 
CSPs may offer security and resilience, but it is still up to the FIs to implement and use appropriately 
configured services, including: encryption of critical data in motion, authentication of users and data. 
Each FI’s cloud strategy needs to be comprehensive in terms of operational resilience and consider data 
portability and service substitutability (in case for example of a significant disruption or the FI entering 
into resolution); contingency plans that include scenarios where the CSP’s might be breached by 
hackers; and continuous improvement of services, in terms of security, reliability and consistency, 
(particularly from the customer-perspective). It would be useful to also have, sooner rather than later, 
clear and globally accepted guidance of the supervisory expectations regarding operational resilience, 
which would then be used by FIs to inform their cloud strategies. 
 

Focusing on the last objective, given the risk of vendor lock-in together with the existence of a relatively small 
number of companies that can provide cloud services (IaaS and PaaS in particular) to the financial sector at 
scale, regulators and central banks are analyzing the implications that the risk of concentration could have on 
the financial stability of a country, a region or globally. This concern about concentration is not so much about 
the current use, but rather about how big and relevant some CSPs can become in the short to medium term, 
and how to approach it from a regulatory perspective. 
 
Among the factors that might contribute to that risk of concentration we could name the following:  
 

• Substitutability: Regarding IaaS and PaaS, with only a few CSPs dominating market share between them 
(as shown in our Part 2 paper), there could be a risk to financial stability if one of these major players 
were to fail or stop providing services for any reason, whether from bankruptcy of the CSP, a successful 
cyber-attack or any other significant disruption.10 The rapid substitution of required services would be 
difficult from a technical point of view (less so if there is a specific disaster recovery plan in place), given 
that not many other CSPs would have the means to do it in all cases. Dependencies have always been 
around, but it is important how the cloud users deal with this fact. A multi-vendor strategy and the 
availability of portability standards would diminish critical dependencies. 

 

• The criticality of business services, processes and/or products that financial institutions decide to move 
to CSPs. In most cases FIs are not currently extensively using CSPs for the storage, processing or 
provision of their most critical assets, services or products, but this is beginning to happen at a steadily 
increasing pace, and in the future it is likely to be the norm, when all parties involved are more 
familiarized with the technology and the business case has proved successful. If/when this happens, 
concentration risk could also become a risk for financial stability. Equally, in such a cloud-centric 

                                                           
9 See Bank of England Discussion Paper: https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/discussion-paper/2018/dp118.pdf  
10 This reflects a theoretical assumption that a CSP stops providing services, however unlikely that might be. As described in previous papers, the 
design and architecture of CSP gives them greater resilience against disruptions and/or cyber-attacks. 

https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/discussion-paper/2018/dp118.pdf
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paradigm, where self-supported systems become niche, the stability of these systems may become 
harder to maintain and pose an increasing operational risk to FIs. 
 

• Size and expertise of CSPs: As cloud services are a very competitive market that requires huge capital 
investments in data centers and processing power, there is a natural entry barrier to new players or to 
the growth of smaller ones. That is compounded with a shortage of the most skilled personnel, to which 
the biggest players can logically attract. Nevertheless, this is an issue that will gradually fade as the labor 
market self-adjusts over time and produces more skilled professionals to meet the demand. 

 
This risk of concentration is likely to remain an issue going forward, in the absence of any obvious mitigation 
measure. From a regulatory and a policy perspective, different jurisdictions are taking different approaches. 
Sometimes CSPs are viewed as similar to utilities, or others like traditional outsourcing providers. Currently 
those are the only options, as CSPs are outside of the regulatory scope and therefore not subject to supervision. 
Any supervisory assessment of the CSPs’ services has to be done through the FIs that use them as clients. 
 
But some regulators are increasingly seeing CSPs as akin to financial market infrastructures (FMIs) and even as 
potential critical infrastructures in the near future. The comparison makes sense, as FMIs’ services are also highly 
concentrated, and they face significant operational risks. But there are three main differences between them 
that must be considered when addressing financial stability from a regulatory perspective: 
 

• Ownership structure: CSPs are private companies, whereas rather than just selling a service (payments, 
settlement, clearing), FMIs are “owned” by financial institutions or even central banks, and are not 
considered “outsourcing” in the same way. 
 

• Type of service: Each FMI provides a standard service that offers only a few options to tailor to each 
members’ needs. Conversely, CSPs provide services to any type of company based on many different 
products with different levels of sophistication and different service models (IaaS, PaaS, SaaS). Those 
products allow the FI to select different levels of encryption, the location of data, and to control access. 
The cloud providers are also increasingly differentiating themselves in the products and services they 
provide with specializations emerging that would be hard for competitors to duplicate. This innovation 
is beneficial to financial services and other industries, therefore policy makers should avoid actions which 
would restrict this innovation.  
 

• Liabilities: as most FMIs are owned by FIs or even central banks, it is usually not possible to discharge 
liabilities on FMIs. 

 
While there is currently no clear single view, these considerations may have a fundamental impact in the way 
that CSPs themselves are regulated or supervised. Going forward, if they are considered an infrastructure (and 
more so if they are deemed critical), they might become subject to specific regulation that relates to that 
context, as MAS Chairman Ravi Menon has proposed.11 Again, it would be good to have regulatory clarity 
based on an internationally accepted framework, as if one jurisdiction acts before others the businesses 
operating there would potentially be disadvantaged by receiving a lower quality of service or potentially a 
pull-back in the market. 
 
 

                                                           
11 See keynote address by Mr Ravi Menon, Managing Director of the Monetary Authority of Singapore, at the Symposium on Asian Banking and 
Finance, Federal Reserve Bank of San Francisco, San Francisco, 25 June 2018 (at https://www.bis.org/review/r180727a.pdf), where he proposed the 
creation of a new agency specifically to regulate Cloud Service Providers.  

https://www.bis.org/author/ravi_menon.htm
https://www.bis.org/review/r180727a.pdf
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Concurrently, regulators and supervisors are also using or considering using the public cloud themselves. For 
example, in the U.S., the Consolidated Audit Trail (CAT) leverages the cloud to help manage and audit trading 
data, and the Securities and Exchange Commission (SEC) will use cloud to have deeper and more holistic market 
visibility to support its regulatory oversight. Outside the financial sector, there are examples where CSPs are 
already collaborating with governments, like in the U.S., where AWS Defense cloud supplies the NSA and other 
intelligence bodies. As regulators adopt new technologies, they are also formulating guidance for industry.  
 
By adopting cloud technologies, they accomplish different targets; they become more efficient in the way they 
undertake their activity, and they become more familiarized and comfortable with a technology that they have 
to supervise and will eventually have to regulate. 
 
 

4. CONCLUSIONS 
 
Cloud computing plays a critical role in the digital transformation of many industries, making the CSPs 
themselves one of the key stakeholder groups in the adoption of cloud computing. Having focused on less 
regulated industries at first, they have more recently made great advances in highly regulated industries such 
as financial services. Particular progress has been made in security standards and in the development of the 
necessary programs to meet the stringent regulatory requirements of these industries. 
 
While cloud adoption faces various hurdles (regulatory and non-regulatory), a number of unique challenges are 
directly related to CSPs, the most relevant being: concentration risk; vendor lock in; business continuity and 
operational resilience; and proper monitoring/auditing. From the FIs’ perspective, most of these issues have to 
be addressed through an adequate risk assessment, sound governance and risk management of all aspects of 
CSP relationships, while meeting all the regulations and supervisory guidance in place in the jurisdictions that 
FIs operate in. It is vital that FIs adequately communicate with their regulators and supervisors how they are 
doing it, where the gaps are, and what their broader cloud strategy is. 
 
However, there are several ongoing regulatory debates about how to approach CSPs as we move forward, for 
instance in current vs new/specific regulation. There is a lack of an internationally agreed framework, uncertainty 
about if and how to manage the risk of concentration or vendor lock-in, and an emerging discussion on the 
financial services sector’s operational resilience that might become very relevant for third party risk 
management (and therefore for the use of CSPs). It becomes very complex for financial institutions to efficiently 
meet the various regulations and supervisory expectations and guidance as well as to plan for future regulatory 
requirements. 
 
There is a consensus that the best approach would be to create fora in which all the stakeholders together can 
share necessities, requirements, knowledge and vision moving forward. An in-depth dialogue between 
regulators, FIs and CSPs would ensure that the right frameworks, programs and processes are in place to safely 
increase the use of cloud services, and collaboratively address the risks associated with moving to this 
technology. A good example of this joint approach is the initiative from European Commission (EC) working 
groups on cloud switching / porting data (SWIPO), and on cloud security certification.12 These working groups 
are co-chaired by representatives from the cloud service industry and from business users of cloud services to 
assure a necessary balanced approach to this work. 
 
 
 

                                                           
12 European Commission Digital Single Market cloud stakeholder working groups https://ec.europa.eu/digital-single-market/en/news/cloud-
stakeholder-working-groups-start-their-work-cloud-switching-and-cloud-security  

https://ec.europa.eu/digital-single-market/en/news/cloud-stakeholder-working-groups-start-their-work-cloud-switching-and-cloud-security
https://ec.europa.eu/digital-single-market/en/news/cloud-stakeholder-working-groups-start-their-work-cloud-switching-and-cloud-security
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Consequently, we encourage authorities to accelerate the regulatory debate considering several factors: 
 

• International cooperation and common approaches are essential. 

• Financial institutions have different cloud strategies, and they are at different levels of maturity regarding 
their cloud implementation, so regulations and guidance should be risk-based and follow the principle 
of proportionality. 

• Some of the risks can only be partially addressed or mitigated, a fact that needs to be accepted. Cloud 
computing is a new business dynamic common across industries, and the risk landscape will change with 
it. Strong standards should be maintained, but should not prevent the natural evolution of technology.13  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                                           
13 For example, a certain degree of vendor lock-in will invariably persist, especially for PaaS and SaaS, as providers would want to maintain distinctive 
offers for their clients, and it would make little sense to force completely identical products and applications to achieve full substitutability. Similarly 
with concentration risk, whereby few players concentrate most of the CSPs’ market share, there is no obvious way to avoid this through regulation in 
the near future, but it remains an issue to follow closely because of its implications. 
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