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EXECUTIVE SUMMARY
Digitalisation and emerging technologies are significantly shaping the future of mobility.
Together with technological developments, data sharing plays a key role in fostering
innovation in the EU and fully tapping the potential of digitalisation for the single market.
The recent Communication “Shaping Europe’s Digital Future”350 and the Data
Governance Act proposal351 brought the role of data into the spotlight, emphasising the
need for seamless data flows to boost innovation in a variety of sectors and deliver benefits
for citizens. As technologies advance at a rapid pace, a secure framework for sharing
and accessing data, with clear rights as well as data protection and liability rules, can
foster developments in the automotive sector to the benefit of all stakeholders.
Against this background, this Report provides policy recommendations to the EU and
national policymakers to ensure that the full potential of new mobility applications is
tapped. It builds on earlier work in this Study to map the regulatory barriers and
market deficiencies that have affected the development of connected and automated
mobility solutions in the EU, which are presented in a separate study.352
The policy recommendations were refined through an iterative consultation process with
experts in the field of connected and automated mobility. The policy recommendations,
accompanied by concrete actions, address four main areas of policy as follows:
•
•
•
•

Personal data protection and anonymisation;
Liability, product safety issues and ownership rights;
Access to data, consumers and markets; and
The importance of interoperability and skills.

The recommendations and actions are presented in the following infographics.

350

European Commission (2020), Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions, Shaping Europe's digital
future,
(COM(2020)
67
final).
Available
at:
https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=COM:2020:67:FIN

351

European Commission (2020), Proposal for a Regulation of the European Parliament and of the Council on
European data governance (Data Governance Act), COM(2020) 767 final. Available at: https://eurlex.europa.eu/legal-content/EN/TXT/PDF/?uri=COM:2020:767:FIN

352

Report on market deficiencies and regulatory barriers affecting the creation of EU-wide B2B health data
marketplaces and unified diabetes-related datasets. Available as Annex VII of this report.
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Figure 54 Recommendations and actions in the area of personal data protection and anonymization

Source: Authors’ elaboration.
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Figure 55 Recommendations and actions in the area of liability, product safety issues and ownership rights

Source: Authors’ elaboration.
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Figure 56 Recommendations and actions concerning access to data, consumers and markets

Source: Authors’ elaboration.
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Figure 57 Recommendations and actions to address interoperability barriers and other outstanding problems

Source: Authors’ elaboration.
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Introduction
Mobility is one of the key fields where digitalisation and data sharing can spur innovation
and contribute to policy goals such as developing smart cities or fostering the green energy
transition. Within the field, the automotive sector is already exploring how new
technologies can be deployed. The potential of data-based applications is wide-reaching,
ranging from applications that provide more information to the driver about, for instance,
road conditions, to connected vehicles and autonomous cars. To effectively realise these
opportunities, data sharing plays a central part. As technologies advance at a rapid pace,
a secure framework for sharing and accessing data, with clear rights as well as data
protection and liability rules, can foster developments in the automotive sector to the
benefit of all stakeholders.
Within this context, the policy process plays a crucial role. The digital agenda of the EU is
built around key actions on data and data sharing for innovation. What is particularly
noteworthy is the commitment of the Commission, outlined in the Communication “A Data
Strategy for Europe”,353 to support the creation of nine data spaces in key sectors in the
EU, including a ‘European Mobility Data Space’. In particular, the Data Strategy
emphasised the need to improve business-to-business (B2B) data sharing and
“facilitate access, pooling and sharing of data from existing and future transport and
mobility databases”, making the EU a leader in the development of connected cars and
other mobility-related applications.354
With the recent publication of the Data Governance Act proposal,355 a first concrete
step was taken towards the goals outlined in the Data Strategy. The proposal plays a
crucial role for the regulatory framework for data sharing in the EU, setting out horizontal
measures to enhance data sharing between businesses, increase the availability of public
sector data for re-use, acknowledge the role of data intermediaries and overall increase
trust in data sharing. It is important to note that the consultation activities at the core of
this Study were carried out prior to the publication of this proposal. Nevertheless, this
Study contributes to the ongoing debates on enhancing data sharing in the EU by offering
a sector-specific perspective. While the Data Governance Act proposal puts forward
horizontal rules, building towards the nine data spaces announced in the Data Strategy
will require particular attention to sectoral requirements. In this context, the
recommendations outlined in this Study can guide the further development of a data
sharing framework for mobility.
Acknowledging the need for timely action to keep pace with emerging technologies and
the evolving needs of stakeholders in the field, this Report provides policy
recommendations to the EU and national policymakers to ensure that the full
potential of new mobility applications is tapped. The recommendations target key areas,
including: i) personal data protection and anonymisation; ii) liability, product safety issues
and ownership rights; iii) access to data, consumers and markets; and iv) the importance
of interoperability and skills. The policy recommendations detailed throughout this report
are based on an extensive analysis of regulatory barriers and market deficiencies

353

European Commission (2020), Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions, A European strategy for
data,
(COM(2020)
66
final).
Available
at:
https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=COM:2020:66:FIN

354

Ibid, p. 22.

355

European Commission (2020), Proposal for a Regulation of the European Parliament and of the Council on
European data governance (Data Governance Act), COM(2020) 767 final. Available at: https://eurlex.europa.eu/legal-content/EN/TXT/PDF/?uri=COM:2020:767:FIN
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affecting the development of connected and automated mobility solutions in the EU, which
are presented in a separate study.356
The present Report on policy recommendations and actions for the creation of shared
EU-wide in-vehicle data platforms is part of the wider study titled “Big Data and B2B
platforms: the next big opportunity for Europe”,357 which aims to enhance B2B data
sharing in two sectors: healthcare and automotive. A report on regulatory barriers and
market deficiencies358 as well as a report detailing policy solutions for health data sharing
and EU-wide B2B health data marketplaces359 were also prepared, with a specific focus on
type two diabetes data.
Against this background, this Report is structured as follows:
•

Section 0 In November 2016, the Commission published the Communication “A
European strategy on Cooperative Intelligent Transport Systems”, outlining
the activities the Commission had been undertaking to enable the development of
cooperative, connected and automated mobility solutions, as well as key actions to
be undertaken over the following years. The main activities of the Commission
included the launching of the Cooperative Intelligent Transport Systems (CITS) Platform in 2014. The C-ITS Platform brings together public and private
stakeholders (including public authorities, vehicle manufacturers, suppliers, service
providers, telecommunication companies, etc.) and aims to help address the main
technical and legal barriers, and propose solutions for C-ITS deployment in Europe.
The Platform published an extensive report of its work in 2017, at the end of the
second phase of its activity.

Following the increasing focus on connected and automated mobility, in March 2018 the
European Parliament adopted a resolution on a European strategy on Cooperative
Intelligent Transport Systems. The document set high ambitions for legislative
measures in the field and stressed a number of key areas that should be of focus,
including: adopting rules to enable EU-wide cross-border interoperability, defining a
framework for liability in the field of connected transport, ensuring a level playing field and
security when it comes to storing and accessing in-vehicle data, granting third parties
access to in-vehicle data and promoting competition in the market, as well as protecting
consumer rights.
Shortly after, in May 2018, the Commission released the Communication “On the road
to automated mobility: An EU strategy for mobility of the future”, outlining the
ambition of the Commission “to make Europe a world leader in the deployment of
connected and automated mobility”. One of the key actions consisted in monitoring
data sharing in the field and support data-driven innovation. In this respect, the
Communication stressed that the Commission would “continue monitoring the situation on
access to in-vehicle data and resources and […] consider further options for an enabling
framework for vehicle data sharing to enable fair competition in the provision of services
in the digital single market, while ensuring compliance with the legislation on the
protection of personal data”.

Report on market deficiencies and regulatory barriers affecting the creation of EU-wide B2B health data
marketplaces and unified diabetes-related datasets. Available as Annex VII of this report.
356

357

The reference for the study is: EASME/COSME/2018/004.

Report on market deficiencies and regulatory barriers affecting the creation of EU-wide B2B health data
marketplaces and unified diabetes-related datasets. Available as Annex VII in this report
358

Report on policy recommendations affecting the creation of EU-wide B2B health data marketplaces and unified
diabetes-related datasets. Available as Annex XVIII of this report
359
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Recently, the role of data and data sharing for innovation in the EU has come
increasingly under the spotlight. In February 2020, the European Commission laid out an
ambitious digital agenda in the Communication titled “Shaping Europe’s Digital
Future”, underpinned by the need for seamless data flows to boost innovation in a variety
of sectors and deliver benefits for citizens. The accompanying Communication “A Data
Strategy for Europe” outlined both the challenges that need to be overcome as well as
concrete goals for enhancing data flows, securing more cooperation among stakeholders
and supporting the creation of nine data spaces in key sectors in the EU, including a
‘European Mobility Data Space’. In particular, the Data Strategy emphasised the need
to improve B2B data sharing and address the underlying problems that have prevented
developments in this field, such as the lack of trust, strategic barriers due to imbalances
in negotiating power and limited economic incentives (such as the fear of losing
competitive advantage), the fear of data misappropriation and the lack of legal clarity.
Such issues affect multiple sectors, but materialise in different ways depending on the
specificities of the sector at hand. To effectively support data sharing in a given sector, a
thorough understanding of the specific challenges and needs in the sector is necessary.
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•
•

Methodology presents the analytical approach adopted to identify policy
recommendations and actions;
Sections 2 to 5 outline policy recommendations in four key areas and provide a
detailed account of the actions to be implemented to address the main challenges
to data sharing for connected and automated vehicles.
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1. Methodology
To identify the major challenges to data sharing for cooperative, connected and automated
mobility in the EU, and provide effective policy recommendations, this Report is based on
a mix of desk research and fieldwork activities.

1.1 Desk research
This Report builds on the main problems in the field of data sharing and connected vehicles
identified in the companion “Report on regulatory barriers and market deficiencies
affecting cooperative, connected and automated mobility”.360 Existing or potential
obstacles and market deficiencies were detected in four key areas:
•
•
•
•

Regulatory barriers (including issues related to personal data protection, data
ownership rights and liability rules in the EU);
Strategic barriers (i.e. barriers related to accessing data and consumers);
Limited interoperability, standards and technical enablers; and
Knowledge and skills.

The companion report features an extensive review of studies, reports and official
documents, which served as basis for the drafting of policy recommendations. To identify
barriers and formulate adequate recommendations, however, the Study Team relied not
only on relevant desk research, but also on consultation activities consisting of 30
in-depth interviews with experts in the field.

1.2 Fieldwork
Based on the main findings of the “Report on regulatory barriers and market
deficiencies”,361 the Study Team prepared a draft set of preliminary policy
recommendations. The draft recommendations were used to conduct additional fieldwork
activities, based on the Delphi method. This method consists of iterative consultations
with experts to refine the recommendations and converge around a consensual set of
policies. The Delphi survey was carried out online, via email, with ten experts in the
automotive data sharing field and consisted of three rounds of consultations. To ensure
adequate coverage of the relevant stakeholders, experts participating in the survey
were selected from the following stakeholder groups (see Table 1 for the full overview of
experts participating in the survey):
•
•
•
•
•
•
•

360

361

Component manufacturers;
Consumer associations;
Original equipment manufacturers (OEMs)/OEM associations;
Providers of data-based services;
Public authorities;
Research and innovation institutions; and
Standardisation organisations.

Report on market deficiencies and regulatory barriers affecting the creation of EU-wide B2B health data
marketplaces and unified diabetes-related datasets. Available as Annex VII of this report.
Ibid.
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Table 17 Overview of the experts participating in the Delphi survey
Organisation
CLEPA
BEUC
FIA Region I
ACEA
Finnish Ministry of
Transport and
Communications
Kybernos GmbH (100%
Shareholder of Mobility
Services Hub MSH
GmbH)

Stakeholder
Frank Schlehuber
Robin Loos
*
*

Stakeholder group
Component manufacturer
Consumer association
Consumer association
OEM/OEM association

*

Public authority

Sebastian Haas

Provider of data-based
services

Anonymous*

*

Anonymous*

*

Paderborn University

Christoph Sommer

IEEE

David Belanger

Provider of data-based
services
Provider of data-based
services
Research and innovation
institution
Standardisation organisation

Note: *Some stakeholders participating in the Delphi survey did not authorise to publish their name or the
name of their organisation in this Report.
Source: Authors’ elaboration.

In the first round of consultation, the selected experts were invited to share their
feedback on the draft policy recommendations, rating the relevance of each
recommendation on a scale from 1 (irrelevant) to 5 (very important) and providing
accompanying qualitative input. At the end of the first round, the Study Team clustered
the feedback received to reflect the opinions and arguments shared by the consulted
experts and computed a preliminary score, showing the relative importance of each
recommendation, as rated by the experts.
During the second round, the initial responses were circulated among participants in an
anonymised, aggregate form. The experts were asked to consider the opinions and
arguments of their peers and decide whether they wished to reconsider their own
position or highlight additional arguments in support of it. In addition, the experts were
also asked to reflect on the urgency of action and specify whether the recommendations
should be implemented in the short, medium or long term. Unsurprisingly, the experts
considered that almost all recommendations should be implemented in the short term due
to the rapid developments in the field of data-based mobility services, which require
immediate policy actions.
Finally, to launch the last round of consultation, the Study Team reiterated the same
process, i.e. clustered the additional comments to reflect the experts' views and computed
the final score showing the relevance of each policy recommendation, based on the
assessment of all experts consulted during the first two rounds of consultation. Therefore,
during the last round, experts were invited to review the final recommendations and
share with the Study Team additional remarks to improve the findings of the Delphi survey.
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The goal of this process was to reach consensus, or a situation close to consensus in
which policy recommendations – with caveats noted, if applicable - were agreed upon by
most of the participants.
This Report presents the final policy recommendations clustered in four thematic
areas:
•
•
•
•

Personal data protection and anonymisation;
Liability, product safety and ownership rights;
Access to data, consumers and markets; and
Other barriers and market deficiencies, including interoperability and skills.

Each thematic area is divided in two sections. First, the policy recommendations are
presented by outlining the main problem, the policy measures to address the problem
and the timeline for action (short, medium or long term). In addition, the main outcomes
of the Delphi survey are summarised to reflect the feedback received from the consulted
experts in terms of relevance and urgency of action for each recommendation, as well as
any argument for and against emphasised during the consultations. Second, an action
plan is included at the end of each thematic area, summarising the main actions to be
undertaken to implement the proposed policy recommendations.
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2. Personal data protection and anonymisation
To support the development of data-based mobility services, several recommendations
ought to be considered to overcome barriers that could impede the processing and
sharing of personal data. Six recommendations are proposed to address the main
problems in the field: i) clarifying data processing requirements; ii) supporting the
cross-border provision of services; iii) ensuring a coordinated approach to the
implementation and interpretation of the General Data Protection Regulation (GDPR); 362
iv) defining the scope and application of portability rights for vehicle-generated data; v)
providing guidance on GDPR-compliant anonymisation techniques; and vi) providing
further guidance on the balance between anonymisation and utility of data. An action plan
included in Section 0 summarises the concrete next steps to be taken to follow up on the
proposed recommendations.

2.1 Recommendations
Recommendation #1: Clarifying data processing requirements
Problem: The consent requirements set out by the GDPR enable the provision of
data-based mobility services in the EU. While setting up the framework for consent
requires some efforts and generates certain costs, this can ultimately foster data sharing
by increasing the trust of data subjects.363 In several cases, however, consent
requirements are still unclear and create a degree of legal uncertainty, which may increase
business costs. For instance, it is unclear whether the provision of data-based services
that generate large societal benefits, such as road safety services, could rely on vehiclegenerated data without data subjects’ consent.
Recommendation: The European Data Protection Board (EDPB) 364 should clarify what
types of data-based mobility services can fall within the cases listed in Article 6 of the
GDPR where data processing is lawful even without consent. Further clarification could
also be provided regarding the application of Article 23 of the GDPR, which allows for the
further processing of data without additional consent in specific cases. This guidance can
be integrated into the EDPB’s “Guidelines on processing personal data in the context of
connected vehicles and mobility-related applications”.365

362

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data,
and repealing Directive 95/46/EC (General Data Protection Regulation), OJ L 119, 4.5.2016, pp. 1-88.
Available at: https://eur-lex.europa.eu/eli/reg/2016/679/oj

363

Trust is a key element to foster data sharing. For ongoing policy developments in the EU on B2B data sharing,
see the Data Governance Act proposal, which aims at increasing trust in “data sharing intermediaries” among
others. See European Commission (2020), Proposal for a Regulation of the European Parliament and of the
Council on European data governance (Data Governance Act), COM(2020) 767 final. Available at:
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=COM:2020:767:FIN

364

See: https://edpb.europa.eu/edpb_en

365

EDPB (2020), Guidelines 1/2020 on processing personal data in the context of connected vehicles and mobility
related
applications,
p.
6.
Available
at:
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_202001_connectedvehicles.pdf
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Timeline for implementation: Short term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 3.5/5. Out of the ten experts, seven perceive
this recommendation as important/very important; two consider it irrelevant; and one
has a neutral opinion.
Most experts agree that a clear legal basis for processing data without further consent
in specific cases is necessary. Several aspects were emphasised:
-

-

A clear legal basis does not preclude the transparency obligations of data
controllers vis-à-vis users. Transparency about the potential use of data is
vital to avoid cases of misuse. In addition, any potential ethical issues could also
be overcome through the possibility for the data subject to refuse or switch off
any exchange of data which is not necessary for the vehicle operation, while
accepting that some functionalities might no longer be available.
In formulating the guidance, the EDPB should evaluate the interests of all
stakeholders from an overall data economy perspective.

Experts who disagree with the usefulness of the recommendation mentioned several
concerns:
-

-

-

The recommendation is restricted to the legal aspects and does not touch upon
ethical implications which are relevant for consumers. If a legal basis is set up
for processing data without further consent in specific cases, consumers may
have a negative opinion if they perceive such processing as unethical.
Such provisions risk nonetheless being exploited for commercial purposes.
Consumers should be informed in greater detail about the intended use of
vehicle data and give consent.
Depending on the service, the possibilities of collecting data through other
means (such as roadside sensors) should be considered.
The GDPR provisions should apply to give full power to data subjects (and
consumers). All personal data gathered for commercial purposes, such as vehicle
position, vehicle identification number (VIN), etc., should be revealed to the
consumer and be subject to consent.
Source: Authors’ elaboration on Delphi survey results.

Recommendation #2: Supporting the cross-border provision of data-based
services
Problem: When using data-based services, each user undergoes a process of
authentication and registration by giving his/her consent for his/her personal data
separately to each service provider. This framework of consent management has
implications both for users and for service providers. First, users do not have a centralised
overview of the consent they provided for different services and service providers, making
it difficult for them to exercise their rights over consent given. Second, service providers
incur significant information technology (IT) costs for deploying and maintaining the
authentication, registration and consent management processes. Finally, increased costs
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and efforts by public authorities would be required for auditing purposes and for ensuring
compliance with the GDPR.
Recommendation: The EU could play a key role in supporting the development of a unified
platform that would bring together users and service providers, and offer: i) a common
authentication and registration mechanism for both service providers and users, and ii) a
centralised consent management functionality for users of services based on vehiclegenerated data. Such a platform would generate multiple benefits: i) service providers
could share the IT infrastructure, thus facing lower IT costs; ii) users would have a full
overview of the consent given to different services and service providers; and iii) finally,
compliance with the GDPR would be facilitated and transparency increased.
Timeline for implementation: Short to medium term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 3.5/5. Out of ten experts, five perceive this
recommendation as important/very important; two consider it either not important or
irrelevant; and three stakeholders have mixed opinions.
Some experts agree that such a platform could be a useful tool to ensure fair
competition and access to data to downstream operators. Several aspects and
developments were considered:
-

-

-

-

The platform should be designed following the rights, obligations and principles
of the GDPR, including an option for “withdrawal of consent”. The focus should
be on creating a system that facilitates compliance and is adaptable to
changes in rules. Such a platform should also allow consumers to grant
permissions to different operators to access their in-vehicle data as well as inform
consumers about complaint handling and redress mechanisms in case of data
misuse.
The relevance of the cross-border dimension is also shown by initiatives taken
at the Member State level. For instance, the IHAN366 open standardisation work
in Finland already provides the basis for services to be interoperable across
borders and service providers.
In its Communication on ‘A European Strategy for Data’,367 the Commission
initiated the governance model for common European data spaces, including
the idea of personal data spaces.
The EU should go beyond minimum requirements and support similar
initiatives to level the playing field for commercially relevant data and
applications. Otherwise, data risk being misused and access to data being
restricted, resulting in distortions in the market.

366

IHAN is a project developed by the Finnish Innovation Fund Sitra to build a European data economy model.
For further details, please see: https://www.sitra.fi/en/topics/fair-data-economy/#what-is-it-about

367

European Commission (2020), Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions, A European strategy for
data,
(COM(2020)
66
final).
Available
at:
https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=COM:2020:66:FIN
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Experts who disagree with the deployment of such a platform raised several concerns:
-

-

-

-

Centralisation at Member State level could be beneficial for authentication
and registration and would allow Member States to remain in control of critical
security infrastructures (such as C-ITS connected and automated fleets that are
also connected through the extended vehicle servers from OEMs). On the
contrary, centralisation at EU level is not advisable because of the risk of hacking.
The subsidiarity principle should be applied here. Ideally, national platforms
should be created and connected via a harmonised exchange system, to
strengthen the Single Market. The overall system should be made robust
against hacking by applying a distributed IT architecture across different
Member States.
Such a platform may be too large and complex to work in favour of all parties
involved. Setting-up a user-oriented consent management framework and
ensuring compliance with the GDPR should be the responsibility of the data
processor in accordance with the applicable legislation.
The role of the EU should be to provide the legal framework for such platforms,
articulate minimum requirements and provide tools to ensure compliance to
those requirements, but leave it to the private sector to implement and
operate such a platform.
A platform developed by the EU would not be competitive.

Some experts presented mixed opinions:
-

-

-

Users should be empowered to give their consent conveniently and
transparently, but whether a central platform is the best solution is unclear.
A central platform may not be necessary for all types of data and services.
The relevance and benefits of this proposal entirely depend on the nature of the
platform referred to in the recommendation. A B2B marketplace fed by vehicle
manufacturers’ back-end servers may be a valuable alternative for service
providers to access data. Several vehicle manufacturers are currently working
with third parties developing such platforms, called ‘neutral servers’. These are
independently managed neutral servers set up to make vehicle data readily
available to interested third parties without the need to sign a contract directly
with the vehicle manufacturer. However, for competition and innovation reasons,
service providers must be given the choice to access the data they need directly
through the vehicle manufacturers’ servers and not be bound to access data
exclusively through these platforms.
A ‘neutral server’ concept also requires a B2B contract.
A unified platform developed and controlled by the EU looks promising and might
find acceptance by most of the stakeholders as a ‘general solution’. As soon as
the creation of such a platform is assessed with a wider group of stakeholders,
however, there is a high risk of very lengthy discussions on the details, which
might delay further the start of a real data economy or end in a low performing
platform. The legislator should focus on the legal framework for the different
market actors and enablers like platforms (e.g. neutral servers), any kind
of gatekeepers and the necessary authorisation processes. Such a legal
framework is immediately needed.
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-

-

An EU-level platform could introduce many benefits, but what is most needed
are EU-level actions/measures to unify certain basic aspects of data
governance.
The competitiveness of the platform will depend on its scope. It is of
paramount importance that the platform be regulated and enforced at EU level
for commercial service aspects to ensure a level playing field for all service
providers. Other aspects like security should be addressed both at national and
EU levels.
Source: Authors’ elaboration on Delphi survey results.

Recommendation #3: Ensuring a coordinated approach to the implementation
and interpretation of the GDPR
Problem: While harmonising data protection rules across the EU, the GDPR leaves some
room for different interpretations by national Data protection authorities (DPAs) and
courts. For instance, national DPAs can adopt different types of sanctions in case of
infringement. Another case in point relates to visual personal data generated by vehicle
dashcams, which are categorised as sensitive data in the GDPR: while some Member
States have banned the use of dashcams, other apply strict rules to vehicle-generated
visual data and some others have no legal restriction on on-board cameras. Fragmentation
increases compliance costs for companies operating in several Member States and
impinges on cross-border data sharing and provision of data-based mobility services.
Recommendation: The EDPB should continuously ensure coordination between national
DPAs and courts when it comes to the implementation and interpretation of the GDPR in
the field of cooperative, connected and automated mobility, and especially with regard to
innovative applications and technologies.
Timeline for implementation: Short term.
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Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 4.3/5. Out of ten experts, nine perceive this
recommendation as important/very important; one considers it irrelevant; and two
stakeholders have mixed opinions.
Most experts agree that coordination between national DPAs is needed. Different
aspects were highlighted:
-

-

-

Coordination through the EDPB will ensure that there is a common approach
towards in-vehicle data access, avoiding the risk of fragmentation in the Single
Market as well as ensuring minimum protection for consumers. The EDPB
should publish periodic reports on the implementation and interpretation of the
GDPR in the automotive industry.
A level playing field needs to be created by ensuring that the GDPR is applied
and enforced identically in all Member States.
Coordination of national DPAs is highly valuable to develop new and
innovative services based on vehicle data within the EU. Preventing excessive
compliance costs is also essential.
A unified EU legislative scheme would make things easier. As vehicles are
usually operated more than 15 years, following possibly updated local legal
requirements over such a long period makes things unnecessarily complex and
does not support the spirit of the EU data economy.

By contrast, a few experts call into question the pertinence of this recommendation:
-

-

As self-localisation is a core feature of any cooperative, connected and
automated vehicle, it can self-adapt to the requirements of local law. No
harmonization is necessary.
Establishing a level playing field in the EU would very likely devolve to the lowest
common denominator of privacy protection.

On a more general note, some experts consider that coordination by the EDPB would
help but not solve the issue. Data and mobility services do not respect or stop at national
borders. Therefore, EU regulations with no or very limited room for national
adaptions are key for a prosperous data economy.
Source: Authors’ elaboration on Delphi survey results.

Recommendation #4: Defining the scope and application of portability rights for
vehicle-generated data
Problem: Open questions concerning the application of portability rights for
vehicle-generated data are numerous. First, lack of clarity on data considered as
“provided” by the data subject under Article 20 of the GDPR may result in limiting the
portability right to a subset of vehicle-generated data, as some of these data may be
considered as automatically generated by the vehicle. Second, vehicle-generated data
may also include data related to passengers. This raises the question whether such data
are subject to the right to data portability or not, especially because Article 20 of the GDPR
explains that the portability right “shall not adversely affect the rights and freedoms of
others”. Third, the GDPR also specifies that trade secret, intellectual property or copyright
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protecting the software should be considered and may limit the portability right, especially
to avoid adverse effects on innovation. Limitations to data portability may be misused,
however, to increase switching costs for vehicle owners or drivers to rely on a different
service provider, and to create lock-in effects. While the portability right is a key element
in enabling small and medium-sized enterprises (SMEs) to enter the market for data-based
mobility services, Article 20 of the GDPR may also generate disproportionate costs for
SMEs to develop systems to transfer personal data.
Recommendation: The EDPB should clarify key terms in Article 20 of the GDPR and, more
specifically, define the scope and application of the portability rights concerning
vehicle-generated data, thus fostering competition in the market for data-based
services.368 Portability requirements, however, should minimise compliance costs for
SMEs.
Timeline for implementation: Short term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 4.2/5. Out of ten experts, eight perceive this
recommendation as important/very important and two stakeholders have neutral
opinions.
Most experts agree with the recommendation, as reflected in the following
statements:
-

-

All data generated by consumers using the service/car are personal data and
should be covered by Article 20 of the GDPR. However, due to the limitations of
the GDPR, the Commission should take specific measures to facilitate data
portability and interoperability, where appropriate, in the context of the
proposed Data Governance Act.369
The recommendation is necessary. Such a step should also foster the creation of
an environment where collectors of data have an obvious economic incentive to
provide data portability, especially of data that are valuable for SMEs. There
could be a market for the transfer/portability of some types of data which
cannot occur without previous data subject’s consent or another legal basis
according to Article 6 of the GDPR.

368

This should include a clarification of the previous guidance of the EDPB considering that “much of the data
that is generated by a connected vehicle […] constitute personal data” (EDPB (2020), Guidelines 1/2020 on
processing personal data in the context of connected vehicles and mobility related applications, p. 7.
Available
at:
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_202001_connectedvehicles.pdf).

369

Interoperability is one of the key concepts in the Data Governance Act proposal: the ‘European Data
Innovation Board’ would be tasked with, among others, supporting the European Commission in its efforts
to enhance interoperability of data and data sharing services. Furthermore, data intermediaries will also play
key roles to ensure data are interoperable either at the request of a data user or as mandated by EU law for
harmonization with existing standards (as laid out in Article 11 of the proposal). For further details, please
see: European Commission (2020), Proposal for a Regulation of the European Parliament and of the Council
on European data governance (Data Governance Act), COM(2020) 767 final. Available at: https://eurlex.europa.eu/legal-content/EN/TXT/PDF/?uri=COM:2020:767:FIN
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-

-

-

This recommendation can help address lock-in effects that can prohibit a fair
and equal market for aftermarket repair and maintenance services. It is
extremely important to the independent aftermarket competitors that terms like
trade secrets, intellectual property or copyright should not be exploited by
different market participants to deny access to vehicle data.
Clarification in the short term is essential, with the understanding that more
action will be necessary as the needs and opportunities of higher levels of
automation evolve. Standardisation bodies should be engaged in the process.
Without specific measures enabling consumers to profit from data portability
rights, the aftermarket is at a disadvantage and cannot offer competitive
data-based services to consumers in a similar manner as OEMs.

Some experts acknowledge the issue but do not identify the recommendation as
urgent or exhaustive:
-

-

-

This is currently not a central problem for the provision of data-based services.
SMEs already have vast access to vehicle data based on the EU provisions on
repair and maintenance information (RMI).370 From their part, the vehicle and
system manufacturers have to ensure from that data are available through
machine-readable means with equal terms. The same data transfer options
should be, therefore, used for all data sources, directly from the vehicle or
through cloud/servers.
Whether access to vehicle data based on the RMI Regulation is vast is arguable.
Importantly, independent service providers need simultaneous access to data
with identical content (just as OEMs).
This recommendation is mixing two goals: 1) clarifying requirements; and 2)
making portability cost effective.
Source: Authors’ elaboration on Delphi survey results.

Recommendation #5: Providing guidance on GDPR-compliant anonymisation
techniques
Problem: Data anonymisation can be a complex task, as data utility needs to be preserved
while minimising the risk of identifying or reidentifying data subjects. Several
anonymisation techniques are available to market players. However, understanding what
elements could be used to (re)identify a data subject (beyond direct identifiers such as
social security number or phone number) is a challenging task. In this context, guidance
on anonymisation techniques applicable to vehicle-generated data that are compliant with
GDPR is limited and room for interpretation is left to national courts and DPAs, thus
creating market distortions and legal uncertainty.
Recommendation: Building on the opinion of the Article 29 Data Protection Working Party
on anonymisation techniques, 371 the EDPB should provide guidance on GDPR-compliant

370

An overview of the existing legislation is available online on the Europa website: European Commission,
Access to vehicle repair and maintenance information. Available at:
https://ec.europa.eu/growth/sectors/automotive/technical-harmonisation/vehicle-repair-maintenance_en

371

Article 29 Data Protection Working Party (2014), Opinion 05/2014 on Anonymisation Techniques. Available
at:
https://ec.europa.eu/justice/article-29/documentation/opinionrecommendation/files/2014/wp216_en.pdf Note: The Working Party ceased to exist in May 2018, when the
GDPR entered into force, and was replaced by the European Data Protection Board.
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anonymisation techniques to avoid diverging interpretations. This guidance can be
integrated into the EDPB’s “Guidelines on processing personal data in the context of
connected vehicles and mobility-related applications”.372 The guidance could include: i) a
realistic assessment of what can be considered as anonymous, vehicle-generated data; ii)
clarity on relevant anonymisation techniques that are compliant with the GDPR; and iii)
best practices, examples or case studies of anonymisation, illustrating the use of specific
techniques in the sector for mobility services.
Timeline for implementation: Short to medium term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 3.9/5. Out of ten experts, six perceive this
recommendation as important/very important; one does not consider it important; and
three stakeholders have neutral opinions.
Experts who agree to adopt more guidance on how to apply anonymisation techniques
highlighted the following arguments:
-

-

Recommendations on adequate levels of anonymisation/pseudonymisation are
key for being able to safely operate and use a data marketplace. EDPB
guidance on anonymisation can make a significant contribution to eliminating
legal uncertainty and generating consumer confidence in services provided
with their vehicles’ data.
Anonymisation can provide protection, but agreement on standardised
techniques has not been reached yet. Currently, recommendations on ‘best
practices’ and ‘clarity on anonymisation techniques’ are likely to be the best
approaches. Anonymisation may, however, significantly limit the usefulness of
data. In addition, requirements for data retention should also be considered.
Much of the data involved in an autonomous car are in the form of a stream that
may not require to be retained beyond near real-time. Care should be taken,
however, to identify retention requirements in detail, to minimise any barriers to
innovation (e.g. future innovative use of the deleted data).

One expert noted that this is not a major impediment. In the mid-term, guidance
would create more legal security but not accelerate innovation substantially. The
current situation leaves probably more room for manoeuvre for service providers.
Finally, it was also emphasised that the focus should be on legal certainty, clarity and
transparency for consumers. The guidance should recall the following: even if data
have been anonymised, consumers can be reidentified, making the data personal under
the terms of the GDPR as they are likely to relate to the individual owner or user of the
product. Prior consent is thus essential. Reidentification (without a legal basis for
processing according to Article 6(1) of the GDPR) would lead to a violation of the GDPR.
Source: Authors’ elaboration on Delphi survey results.

372

EDPB (2020), Guidelines 1/2020 on processing personal data in the context of connected vehicles and mobility
related
applications,
p.
6.
Available
at:
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_202001_connectedvehicles.pdf
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Recommendation #6: Providing further guidance on the balance between
anonymisation and utility of data
Problem: Under certain conditions and for certain types of services, anonymisation may
help e.g. OEMs and providers of data-based mobility services to reduce the costs of
compliance with the GDPR. Full anonymisation, however, might compromise the utility of
data and reduce their commercial value. In addition, when compliant with the GDPR,
anonymisation is an irreversible process (i.e. the reidentification of the data subject should
not be possible). Therefore, the ‘future’ utility of data and, ultimately, innovation risk being
hampered. This is the case for instance when new applications may benefit from data from
different datasets, but combining the data is not possible as the anonymisation process
removes any possible connection between the records of such datasets.
Recommendation: Complementarily to guidance on anonymisation techniques (see the
problem definition for Recommendation #5), the definition of anonymisation in the
framework of the GDPR could be reconsidered to allow, under certain conditions and with
appropriate safeguards, for reidentification by the data controller to provide better and
more innovative services. For instance, anonymisation may rely on establishing
information barriers between different departments of the data controller and/or
requesting additional consent from the data subject for reidentification purposes (without
the need to collect the same data again).
Timeline for implementation: Medium to long term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 2.6/5. Out of ten experts, two perceive this
recommendation as important/very important; four consider it irrelevant/unimportant;
and four have mixed opinions.
Most experts consider this recommendation of less relevance because of its lack
of practicability and the risks that can result from it:
-

-

-

The data generated by a vehicle can be irreversibly separated from the vehicle
itself and the individual who generated them only outside the vehicle.
Furthermore, using anonymised data for any type of aftersales service
appears impossible since these services are related to an individual vehicle
and an individual customer, and the data therefore must necessarily include the
VIN. Several national DPAs in the EU have already issued statements to the effect
that they consider the VIN, and vehicle data that are combined with this VIN, to
constitute personal data.
Being granted an exemption on anonymisation would yield a service that
offers no privacy guarantees and would thus be at high risk of driving away
potential or existing users – now or in the future.
Anonymisation techniques are a containment in case consent is not given and a
mechanism that protects the data subject. Processes need to be in place to
ensure that the customers clearly understand the purpose for which data are
collected and the fact that data can remain stored in an identifiable form.
Speaking of the use cases for pseudonymisation instead could be more useful.
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-

There should not be any alternative to consumer consent. This basic right
should be applied and enforced under most circumstances by default.
Exceptions are only acceptable in case of legally regulated features such
as e-Call, and, in future, vehicle-to-vehicle (V2V) and vehicle-to-infrastructure
(V2I) communications in case of automated driving. All other features should
always be subject to consent by the driver/owner of the vehicle.

Among experts who agree, the following aspects were emphasised:
-

-

-

As many innovative services are likely to be personalised in the future, the
issue is significant. To the extent that the analytic entity and the execution (user)
entity are carefully separated, and this separation is auditable, such a solution
will often work. This is likely not as strong a protection as one might desire, but
it might be the best practical solution. Only one organisation would have the
deanonymize capability, just as, often, decryption capability is limited.
SOTIF norm (ISO 21448) 373 regarding autonomous vehicles requires to be able
to share relevant scenarios. In some cases, these scenarios may not be relevant
if anonymized. Considering safety before the ‘full’ anonymisation is mandatory.
For use and communication data (which should be treated differently than
core operational data used for diagnostics and security), aggregation may be
a reasonable approach to preserve data utility while avoiding reidentification
of the data subject.
Source: Authors’ elaboration on Delphi survey results.

2.2 Action plan
Based on the recommendations and feedback from experts concerning data protection and
anonymisation issues in the context of connected and automated mobility, Table 18
proposes actions that should be carefully considered and implemented to address
outstanding problems. To focus efforts, no actions are proposed for policy
recommendations that are considered relatively less relevant (below 3 out of 5) by experts
participating in the Delphi survey.
Table 18 Action plan to lift barriers stemming from personal data protection and
anonymisation in the field of cooperative, connected and automated mobility
Recommendation

Clarifying data
processing
requirements

373

Salience

3.5

Action
Clarify what types of
data-based mobility
services can fall within
the cases listed in
Article 6 of the GDPR
where data processing
is lawful even without
consent

Timing

Short
term

Main
responsible
entity

EDPB (upon
stakeholder
consultation)

ISO (2019), ISO/PAS 21448:2019 Road vehicles — Safety of the intended functionality. Available at:
https://www.iso.org/standard/70939.html
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Recommendation

Salience

Action
Clarify how Article 23 of
the GDPR, allowing for
further processing of
data without additional
consent in specific
cases, applies to databased mobility services

Supporting the crossborder provision of
data-based services

Ensuring a
coordinated approach
to the
implementation and
interpretation of the
GDPR in the EU

Defining the scope
and application of
portability rights for
vehicle-generated
data

3.5

4.3

4.2

Timing

Short
term

Support the creation of
a unified platform
providing a common
authentication and
registration mechanism
for service providers
and users, and
centralised consent
management

Short
to
mediu
m term

Map the development of
national rules as well as
court decisions on
questions of data
protection in the
mobility sector

Short
term
(contin
uous
effort)

Promote cooperation
and coordination
through up-to-date
guidelines in the field of
cooperative, connected
and automated mobility
(especially when
potential mismatches in
rules or decisions are
identified)
Better define the
classification of
in-vehicle data as
personal and/or
non-personal with
regard to the scope and
application of portability
rights
Clarify portability rights
for data including
information on car
passengers
Remove unnecessary
limitations to portability
rights, while keeping
compliance costs
proportionate
(especially for SMEs)
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Main
responsible
entity
EDPB (upon
stakeholder
consultation)
European
Commission
(in
cooperation
with a
consortium
representing
all relevant
stakeholders’
groups)
EDPB,
European
Commission
(in constant
dialogue with
national
DPAs)

Short
term
(contin
uous
effort)

EDPB (in
constant
dialogue with
national
DPAs)

Short
term

EDPB

Short
term

EDPB

Short
term
(contin
uous
effort)

EDPB,
national DPAs
and courts

Recommendation

Providing guidance
on GDPR-compliant
anonymisation
techniques

Salience

3.9

Action
Prepare guidelines on
anonymization
techniques for vehiclegenerated data,
compliant with the
GDPR
Support and promote
the sharing of best
practices for
anonymization of
vehicle-generated data

Timing

Main
responsible
entity

Short
to
mediu
m term

EDPB (upon
stakeholder
consultation)

Short
to
mediu
m term

European
Commission
and EDPB
(supported by
the industry)

Note: ‘Salience’ reflects the feedback from experts concerning the relevance of each recommendation; the
scale used ranges from 1 (irrelevant) to 5 (very important). No action is proposed for recommendation #6
(considering further guidance on the balance between anonymisation and utility of data), as it scored 2.6/5.
Source: Authors’ elaboration.
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3. Liability, product safety and ownership rights
This Section examines and discusses the usefulness of recommendations that aim to
address barriers and deficiencies that may stem from legal uncertainty surrounding
liability rules, the need to ensure the safety and security of connected vehicles,
and data ownership rights. In particular, the following recommendations are
formulated: i) considering the introduction of a shared responsibility system to address
liability issues; ii) supporting the cross-border provision of mobility services; and iii)
clarifying the legal framework surrounding the concept of data ownership. An action plan
summarising the next steps to implement the recommendations is presented at the end
of the Section.

3.1 Recommendations
Recommendation #7: Considering the introduction of a shared responsibility
system to address liability issues
Problem: In the absence of contractual agreements, it is difficult to: i) establish what party
is liable for damage caused by data-based mobility services; and ii) identify what
international, EU or national provisions should be applied to extra-contractual liability. The
current legal framework has not been designed to adequately address connected and
autonomous vehicles’ liability issues. In this respect, establishing contractual agreements
for the ex-ante allocation of liability is also costly. Legal uncertainty on liability increases
when it comes to identifying the party responsible for the quality of the data on which the
mobility services rely upon.
Recommendation: Existing legal instruments should be revised to properly address liability
issues and contemplate a shift from individual to shared responsibility (under a shared
responsibility model, the law acknowledges that several parties374 may be responsible in
cases of damage or injuries). At the international level, the issue could be addressed by
the United Nations Economic Commission for Europe (UNECE), i.e. the body issuing the
Vienna Convention. 375 At the same time, the EU legislation setting liability rules (e.g. the
Product Liability Directive376 and the Motor Insurance Directive377) should also be amended
to account for current gaps and new risks associated with connected and autonomous
vehicles. By way of example:
•

374

375

The Vienna Convention should be further amended to foster the development of
automated driving technology, particularly fully driverless cars.

For instance, road users, vehicle manufacturers and public authorities.
For
further
details,
please
see:
UNECE,
http://www.unece.org/trans/conventn/legalinst.html#rts

List

of

Agreements.

Available

at:

376

Council Directive 85/374/EEC of 25 July 1985 on the approximation of the laws, regulations and administrative
provisions of the Member States concerning liability for defective products, OJ L 210, 7.8.1985, pp. 29–33.
Available at: https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:31985L0374

377

Directive 2009/103/EC of the European Parliament and of the Council of 16 September 2009 relating to
insurance against civil liability in respect of the use of motor vehicles, and the enforcement of the obligation
to insure against such liability, OJ L 263, 7.10.2009, pp. 11–31. Available at: https://eurlex.europa.eu/legal-content/en/ALL/?uri=CELEX%3A32009L0103

231

•

The European Commission could take the opportunity of finalising its Guidance
Document to the Product Liability Directive to address issues related to new
technologies, with particular attention to connected and autonomous vehicles.378
The European Commission put forward a proposal (in May 2018) to amend the
Motor Insurance Directive and better protect injured parties in motor vehicle
accidents in the context of connected and autonomous mobility, considering also
cross-border situations. The European legislators should, therefore, work together
to properly update the Motor Insurance Directive.379

•

Timeline for implementation: Short to medium term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 4.0/5. Out of ten experts, eight perceive this
recommendation as important/very important and two consider it irrelevant.
Experts who agree that existing legal provisions should be amended emphasised the
following aspects:
-

-

Two issues are at stake: the first is the general issue of liability for harm in the
automated vehicle space; the second, equally critical, but far less settled in areas
that are not solely focused on automated mobility, is the issue of data liability.
The recommendations concerning the Vienna Convention and the Guidance to
the Product Liability Directive are essential for the evolution of automated
vehicles and will likely also have to take into account the registration and
inspection of individual vehicles. The issue of data liability is much broader and
might be best taken up as such, as opposed to merely focusing on automated
vehicle data.
A clear legal framework for liability, but also for behaviour rules, is necessary to
give all parties involved legal clarity and could, in turn, contribute to data
sharing for cooperative, connected and automated mobility:
o Although the Vienna Convention does not deal with the question of liability
per se but establishes standard traffic rules (behaviour rules) for all
contracting parties to the agreement, further amending it and having
legal certainty regarding driverless cars is important.
o In general, the Product Liability Directive is fit for purpose when it comes
to cooperative, connected and automated mobility. However, two aspects
need to be considered for the future. First, the definition of ‘product’
would need to be adapted, especially in the context of automated driving,
taking into account additional services like geo-positioning data or

As of September 2020, the Guidance on the Product Liability Directive had not been published. However, in
February 2020, the Commission published a Report on the safety and liability implications of Artificial
Intelligence, the Internet of Things and robotics (COM(2020) 64 final) where the Directive is widely
mentioned. See
https://ec.europa.eu/info/sites/info/files/report-safety-liability-artificial-intelligence-feb2020_en_1.pdf
378

379

European Commission (2018), Proposal for a directive of the European Parliament and of the Council amending
Directive 2009/103/EC relating to insurance against civil liability in respect of the use of motor vehicles, and
the enforcement of the obligation to ensure against such liability, (COM(2018) 236). Available at:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52018PC0336
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-

-

telecommunication services that make the vehicle work correctly. Very
often software and services make a product work, and providers of such
software and services should take the liability risks as well. Second, the
burden of proof would need to be addressed. In a fault-based system, the
plaintiff must prove the existence of the defect, the damage it caused and
the causality between the two. This proof can only be provided if access
to the data generated by connected and automated cars is granted to,
e.g., a court-appointed expert.
o As for all other motor vehicles, third party liability insurance is mandatory
for connected and automated vehicles. For the injured party, there must
be no difference between an injury or loss caused while the vehicle was
controlled manually or in automated mode. This aspect should be
reflected in the Motor Insurance Directive.
Importantly, at the Member State level there are already legal frameworks in
place that cover liability questions, also with regard to connected and automated
mobility.
Transparency, accountability and liability are all issues needing more clarity to
provide investment certainty.

Experts who disagree did not believe that targeted legal instruments and shared
responsibility would solve the issue of liability:
-

-

The recommendations suggested do not directly address the issue raised in the
‘problem setting’ for this proposal as the legal instruments under revision do
not cover liability for data-based mobility services.
When it comes to automated and intelligent systems, the vehicle manufacturer’s
responsibility towards the consumer is undisputable (the ‘driver’ cannot in any
circumstances be considered responsible for the actions of the systems). The
manufacturer/system/machine should also be responsible for the safe
handover (or denying handover if safety is not guaranteed). There is no shared
responsibility but responsibility can (through regulation or agreements) be
shifted from the manufacturer of the vehicle to the system provider. This
shifting of responsibility should not, however, affect the relationship
between the vehicle manufacturer and the consumer. Finally, when the
vehicle is working in its operational design domain (ODD) the manufacturer must
be liable. Thus, the standardisation of ODDs should be promoted.

Some experts provided additional comments to complement the recommendation:
-

-

Other rules, beyond the Product Liability Directive, apply to liability from databased mobility services. National legal regimes affecting two types of liability
should be further analysed:
1. Liability from automated vehicles; and
2. Liability from data-based mobility services.
Currently, only a discussion on the Product Liability Directive is ongoing. A gap
analysis should be conducted with a risk evaluation on liability issues from
consumers’ and all other stakeholders’ perspective for data-based mobility
services.
Data liability is a wider topic which should be dealt with separately (for example
in the Data Act), as a unified EU approach is needed on this question. Tackling
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-

-

individual cases, like automated-vehicle data, is only going to create a scattered
operating environment, which is not going to support the wider EU objective of
generating a true Digital Single Market with unified rules and regulations
concerning data and data governance.
Vehicle data are a special category that needs special focus. Unlike other Internet
of Things (IoT) products, vehicles must comply with strict type approval
legislation. This shows their importance from a legislative perspective since
anything that goes wrong with a vehicle can have consequences on life and
health. Data liability must thus be addressed taking all this into account.
Liability rules must be clear and consumer-oriented.
The term ‘data liability’ could be further clarified to explain whether it refers to,
inter alia, the quality of data or the data transferred to and from the car which
might cause systems to fail.
Source: Authors’ elaboration on Delphi survey results.

Recommendation #8: Supporting the cross-border provision of mobility services
Problem: Different liability rules implemented by the Member States may pose substantial
barriers to the functioning of the Single Market, potentially leading to many different legal
solutions to a given case of damages related to data-based services for cooperative,
connected and automated mobility. It can be expected that new technologies and the
deployment, or even simple testing, of connected and automated vehicles will lead to
additional changes in national regimes, as national authorities seek to respond to
technological developments with new and updated rules. Different rules at the national
level may negatively impact the cross-border provision of data-based mobility services.
Recommendation: A coordinated EU approach is needed to update the current legal
framework for liability, keep the pace of technological progress and facilitate the
cross-border provision of data-based mobility services.
Timeline for implementation: Short term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 3.9/5. Out of ten experts, seven perceive this
recommendation as important/very important; two consider it irrelevant/unimportant;
and one expresses no opinion.
Experts supporting greater harmonization in the EU issued the following statements:
-

-

-

A coordinated EU approach could be considered as beneficial. Before reaching
any decision on the way forward, a thorough examination of the different
liability rules in the Member States must be conducted.
As with many standards and liability issues, a balance between cross-border
and national rulemaking will need to be struck. International rules must be
comprehensive enough that vehicles, and their data, can function in all legal
jurisdictions. At the same time, they should leave room for additions that fit more
local needs and unique services. This should also allow experimentation with new
services.
The existing regulatory framework does not meet the needs of the operating
environment, currently evolving due to digitalisation and automation.

234

-

-

-

More flexible means to achieve harmonisation and facilitate a coordinated
approach could be explored, such as standardisation. That way, new
regulations may not necessarily be needed.
Strong legislation is required to protect consumers and to level the playing field
for independent service providers across the EU. This should not be left to the
market by means of standardisation through technical standards like non-legally
binding ISO standards.
Harmonising the legal framework for liability is lengthy but necessary to ensure
that the digital market is not monopolised by the OEMs or other market
players already enjoying a strong position. The consumers should be in full
control of dataflows to and from the vehicle by giving consent and being able to
opt-in/opt-out services.

Experts who perceive this recommendation as less important or irrelevant
raised the following points:
-

-

A harmonised legal framework for liability would be an ideal solution but seems
unrealistic due to different law and jurisdiction regimes in the Member
States. In general, the impact on the expansion of data-based mobility services
is very limited.
Such complex supply and value chains are not a novelty of the data economy
but have existed in other fields for many years. The current legal framework has
provided certainty with regard to liability in these chains and can therefore
do so just as effectively for the operators of the data economy. The most recent
review of the Product Liability Directive (2018) found that it is generally fit for
purpose. While the Commission Report on the safety and liability implications of
AI, the Internet of Things and robotics (2020) 380 raised some issues linked to the
scope of the Directive, it is common understanding that guidance on these points
could be sufficient and the case for an overall revision of the Product Liability
Directive has yet to be made convincingly. With regard to B2B, contract terms
are the most adequate means by which to address all liability issues to provide
predictability and certainty. Therefore, drafting new liability rules for data-driven
services, and connected and automated devices is not required.
The legal framework should give guidance in this sense, but without harmonising
legal rules in the Member States. Harmonisation of the different regimes would
be a lengthy process.
Source: Authors’ elaboration on Delphi survey results.

Recommendation #9: Clarifying the legal framework surrounding the concept of
data ownership
Problem: The extent to which vehicle-generated data are considered either personal data
or a combination of both personal and non-personal data has crucial implications for the
applicable rights of different stakeholders over the data. On the one hand, if in-vehicle

380

The report does mention, however, the need to better understand how the Directive can be applied in relation
to emerging digital technologies. See: European Commission (2020), Report from the Commission to the
European Parliament, the Council and the European Economic and Social Committee: Report on the safety
and liability implications of Artificial Intelligence, the Internet of Things and robotics, (COM(2020) 64 final),
p. 2. Available at: https://ec.europa.eu/info/sites/info/files/report-safety-liability-artificial-intelligencefeb2020_en_1.pdf
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data can be broken down into personal and non-personal data, the question of ownership
over non-personal data is key. Such data could, in principle, be protected by copyright,
database right, trade secret or specific ownership rights. On the other hand, if all
car-generated data can be linked to an individual and thus be considered as personal, the
debate around the concept of data ownership appears less relevant. In other words,
personal data are covered by the GDPR and no market player should claim ownership over
such data, with the debate shifting towards data access, data control and portability rights.
Nevertheless, different interpretations by national authorities regarding what constitutes
vehicle-generated data, whether these data are only personal or both personal and nonpersonal, and if it is possible to hold ownership over these data may lead to considerable
divergence across Member States.
Recommendation: The EDPB should intervene to clarify what vehicle-generated data (if
any) and under what conditions can be considered as non-personal. In addition, the EU
legislators could intervene to establish a new EU right concerning non-personal
vehicle-generated data. Special attention should be paid to: i) complying with the rules
spelt out in the e-Privacy Directive381 for accessing and storing information; ii) granting
fair access to such data to SMEs and other players interested in the provision of databased mobility services; and iii) remunerating OEMs and component manufacturers for
the investment made to gather such data.
Timeline for implementation: Short term

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 3.5/5. Out of ten experts, five perceive this
recommendation as important/very important; three consider it irrelevant; and two
have neutral/mixed opinions.
Experts in favour of further clarification regarding non-personal data emphasised the
following points:
-

Recommendation ‘i’ is necessary and already covered by existing rules.
Recommendation ‘ii’ must take into account the likelihood of streaming analytics
and a significant amount of edge analytics. As autonomous vehicles move up
past Level 2 of driving automation, 382 V2I communication will almost certainly
increase, as well as vehicle to base station communication. This will complicate
the notion of ownership and worsen several of the other concerns. Data
ownership should be thought of within a context that meets the needs of
vehicular mobility but is not inconsistent with other fields.
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Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing
of personal data and the protection of privacy in the electronic communications sector (Directive on privacy
and electronic communications), OJ L 201, 31.7.2002, p. 37–47. Available at: https://eurlex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32002L0058

382

For further details about the levels of automation please see: Society of Automotive Engineers (2018),
Taxonomy and Definitions for Terms Related to Driving Automation Systems for On-Road Motor Vehicles.
Available at: https://www.sae.org/standards/content/j3016_201806/
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-

-

-

Clarification on the topic of data ownership is welcome and even needed to
accelerate data-based services. Since for certain use cases Commission
Delegated Regulation No 886/2013 on safety-related traffic information data383
covers personal data, machine-generated data, intellectual property (IP) right
protected data and public data, the EDPB might tackle the aspect only from the
consumer perspective. Guidance is needed, but from an overall data economy
perspective.
The EDPB states that “much of the data that is generated by a connected vehicle
[…] constitute personal data”.384 Thus, setting clear rules for those data that
are non-personal, in-vehicle data is key.
Repair and maintenance services are crucial to the road safety of vehicles and
need access to in-vehicle data without restrictions or delay.

Among experts who disagree, some believed that the concept of data ownership is
irrelevant, while others argued that, primarily for safety and security purposes, OEMs
should determine what data should be accessible to third parties:
-

-

-

-

The debate should shift away from the concept of data ownership and put
consumers at the centre of data access policies, giving them the right
information and the right tools to decide who should get access to the data
generated by their use of a service/car and under what conditions. Harmonisation
at EU level is essential.
The notion of data stewardship, which focuses on access to and control of data
by data holders and third parties, should be preferred to data ownership. This
approach allows for the development of different data access regimes that, in
compliance with the GDPR and the e-Privacy Directive, enable consumers to
determine who can access their data and allow different parties to access the
data necessary to provide innovative services, without having to assign
ownership of data to any specific person or entity.
Seeing anyone other than the vehicle manufacturers determine what data
are available to third parties is difficult. This is because the data-generating
capabilities of a vehicle are typically determined during vehicle design, taking
into account constraints relating to safety, security and the product price
that customers are willing to pay for. As a result, these capabilities differ greatly
between different vehicles. The design and architecture of the vehicle should not
be dictated by the wishes of third parties who provide only ancillary services.
To enable competition in the aftermarket, current EU law provides that
independent operators should have non-discriminatory access to the repair
and maintenance information that is available to vehicle manufacturers and their
authorised repairers. If the same principle is applied to remote access, it should
be sufficient for third parties to have access to the same data as used by

383

Commission Delegated Regulation (EU) No 886/2013 of 15 May 2013 supplementing Directive 2010/40/EU of
the European Parliament and of the Council with regard to data and procedures for the provision, where
possible, of road safety-related minimum universal traffic information free of charge to users, OJ L 247,
18.9.2013,
pp.
6–10.
Available
at:
https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=celex:32013R0886
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See: EDPB (2020), Guidelines 1/2020 on processing personal data in the context of connected vehicles and
mobility
related
applications,
p.
7.
Available
at:
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_202001_connectedvehicles.pdf
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-

vehicle manufacturers and their authorised repairers to provide repair and
maintenance services remotely.
Recommendation ‘iii’ on the remuneration of the investments of OEMs and
component manufacturers to gather the data raises concerns. With the
completed purchase/lease/rent of the vehicle, the driver or owner should have
the right to decide about the use of the vehicle data.

Some experts express neutral or mixed opinions:
-

-

-

-

-

-

Since all data from the vehicle can be related to the VIN, vehicle-generated data
are personal data governed by the GDPR. Full, irreversible anonymisation is
the only way to transform these personal data into non-personal data.
Questions regarding data ownership are key hurdles for data
marketplaces. Clarifications would certainly help innovation. However, the
question of remuneration may be better discussed separately from data
ownership.
There should be no questions about data ownership. Although there is no
clear data ownership defined in EU legislation, it is clear that de facto the
consumer must give consent on any personal data leaving the car. Any data
leaving the vehicle should be regarded as personal and the fitting of opt-in/optout features to block data flows if needed should be mandated, allowing the
driver/owner to take full control of data flows to and from the vehicle.
The EDPB should be one source of information for legislative measures in the EU,
but not the only one. Data ownership is relevant to discuss all issues around
remuneration.
An EU-level action to enable the use of vehicle-generated data is welcome.
However, concerning the wider data economy, it is important to bear in mind
that data is a general and wide concept and the business needs of private
sector entities with regard to the principle of the free flow of data differ from
the needs of the public sector. Also, the different sets of data that the public
sector can possess and the level of reusability of that data can differ based on
the applicable access regimes within the Member States and whether the
processed data include personal data. Therefore, the current fragmented nature
of data and their governance should be taken as a starting point when building
towards a joint understanding and a new governance model.
Regarding recommendation ‘iii’, OEMs and their suppliers, in their role as
vehicle designer, should remain liable for the vehicles in their fleet, therefore
enjoying a special role when it comes to access to in-vehicle data.
However, when developing services for the aftermarket, OEMs and their suppliers
become service providers like their competitors, i.e. the independent service
providers. For this type of access to in-vehicle data, functions and resources,
OEMs and theirs suppliers should have the same rights and obligations as
other market players to level the playing field and to prevent that, once
monopolists, OEMs will dictate conditions to their independent competitors. As a
result, legislation is essential in this case.
Source: Authors’ elaboration on Delphi survey results.
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3.2 Action plan
The recommendations presented in this Section, addressing open questions about the
liability framework applicable to connected and automated mobility, product safety issues,
and data ownership rights, can be translated into a series of concrete actions, as
summarised in Table 19. Due follow-up with the actions may contribute to an enhanced
EU liability framework for applications and solutions based on car data.
Table 19 Action plan to lift barriers stemming from liability, product safety and
ownership rights in the field of cooperative, connected and automated mobility
Recommendation

Considering the
introduction of a
shared
responsibility
system to address
liability issues

Supporting the
cross-border
provision of mobility
services

Salience

Action

4.0

Follow up on the
revision process of the
Product Liability
Directive and provide
additional guidance in
line with the challenges
posed by new
technologies
Follow up on the
proposal to amend the
Motor Insurance
Directive to protect
injured parties in
accidents involving
connected or automated
vehicles
Promote cooperation in
international fora to
address any challenges
brought by new
technologies in the field
of connected and
automated mobility
Conduct a gap analysis
to understand what is
missing in the current
EU and national
framework of rules
concerning liability from
automated vehicles and
liability for data-based
mobility services
Consider the
introduction of EU rules
on liability concerning
data-based services in
all relevant sectors

3.9

Continually monitor the
development of national
rules for liability in the
context of mobility
services
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Timing

Main
responsible
entity

Short
term

European
Commission

Short
term

European
Commission,
European
Parliament,
Council

Short
to
mediu
m term

European
Commission,
Member
States,
industry

Short
term

European
Commission (in
cooperation
with Member
States)

Mediu
m term

European
Commission

Short
term
(contin
uous
effort)

European
Commission (in
constant
dialogue with
Member
States)

Recommendation

Clarifying the legal
framework
surrounding the
concept of data
ownership

Salience

3.5

Action

Timing

Continually assess new
needs arising in the
context of technological
development

Short
term
(contin
uous
effort)

Main
responsible
entity
European
Commission (in
constant
dialogue with
the industry)

Mediu
m term

European
Commission

Short
term

EDPB

Short
term

European
Commission (in
cooperation
with Member
States and the
industry)

Consider harmonising
the legal framework for
liability in the field of
connected and
automated mobility
Better define the
classification of
in-vehicle data as
personal and/or
non-personal
Create a stakeholder
forum (similar to the CITS Platform385 or the
Data Task Force386) to
discuss the introduction
of an EU right for nonpersonal
vehicle-generated data

Note: ‘Salience’ reflects the feedback from experts concerning the relevance of each recommendation; the
scale used ranges from 1 (irrelevant) to 5 (very important).
Source: Authors’ elaboration.
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For further details, please see: https://ec.europa.eu/transport/themes/its/c-its_en

For further details, please see: Data Task Force (2020), Final report & recommendations. Available at:
https://roundtable-dtf.eu/images/Documenten/DTF-REPORT-OCTOBER-2020-021020.pdf
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4. Access to data, consumers and markets
This Section considers recommendations that could help overcome strategic barriers
(i.e. barriers related to accessing data, consumers and markets) that may be created
by some of the players in the market for data-based mobility services. More
specifically, the Section puts forward the following recommendations: i) considering the
establishment of a clear price governance framework; ii) providing fair and equal access
to data (based on the technical solution deployed); iii) introducing a transparent
certification/authorisation process for service providers; iv) ensuring transparency on
aftersales services to customers; and v) broadening the scope of legislation on in-vehicle
data access. The next steps to implement these recommendations are summarised in an
action plan presented in Section 0.

4.1 Recommendations
Recommendation #10:
governance framework

Considering

the

establishment

of

a

clear

price

Problem: Prices to access vehicle-generated data, especially when relying on technical
solutions outside the vehicle, may be too high or set to discriminate between data users
based on their willingness to pay. The choice of a pricing scheme for accessing data can
impact competition and innovation. It may constrain the ability of service providers to
access data and develop mobility services based on such data, thus limiting consumers’
choices and potentially hampering innovation. Under certain conditions, however, price
discrimination may enable rather than hamper the provision of innovative data-based
services.
Recommendation: Differential pricing schemes can be beneficial for enabling access to
data, provided that a clear price governance framework is in place. Such a framework
should ensure, inter alia, that: i) pricing rules are transparent; and ii) reduced access
prices can be applied in specific cases and to certain categories of data users to foster
innovation and research (for instance, to support innovative SMEs and research institutes
that may otherwise be unable to access vehicle-generated data).387
Timeline for implementation: Medium term.

Feedback from the experts participating in the Delphi survey

387

Certain concepts related to this recommendation can also be found in the Data Governance Act proposal.
Concerning B2B data sharing, the proposal focuses in particular on data intermediation services, stressing
the importance of transparency for building trust in data sharing. This recommendation is not limited to data
intermediaries and can relate directly to agreements between data holders and data users, without
intermediation. In addition, the proposal also puts forward the concept of “data altruism”, i.e. cases in which
individuals or companies make their data available voluntarily and without compensation for the common
good. The concept of “data altruism” can be seen as the final step in a “differential pricing scheme”. For
more information, see: European Commission (2020), Proposal for a Regulation of the European Parliament
and of the Council on European data governance (Data Governance Act), COM(2020) 767 final. Available at:
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=COM:2020:767:FIN
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On average, this recommendation is rated 3.7/5. Out of ten experts, six perceive this
recommendation as important/very important; one considers it irrelevant; and three
have mixed opinions.
Experts supporting the idea of a clear price governance framework mentioned the
following aspects:
-

-

-

-

-

-

Full transparency should be ensured, and data and functions should be
available at a reasonable cost without being dependent on the vehicle
manufacturer for the pricing. Data should be shared on equal terms and in a
timely manner, as priority access could be a way to delay the provision of
another competitive service.
The costs for data can limit the development of data-based services
substantially. Therefore, a governance framework is important, providing
general guidance and principles that should be followed by all gatekeeper roles
or stakeholders with privileged access.
The FRAND (fair, reasonable and non-discriminatory) principles for data access
and level playing field should be guaranteed.
Fair and equal access to data is necessary. Data providers should make sure that
a fair return on investment stems from the sale of their product (i.e. the
vehicle), complemented by expected revenues from data, in compliance with the
common price governance framework. Allowing for maximising the return on
investment via B2B contracts for accessing data with no rules for fair and equal
access may harm innovation in the provision of services rather than fostering it.
Pricing requirements risk not providing enough flexibility to incentivise the
generator/collector to provide the data. The issue is mainly with the
transparency of pricing, and whether predatory behaviour can be
detected and sanctioned. Generally, in the B2B marketplace, the role of the
regulators is to ensure there is no predatory behaviour or favouritism. Whether
the regulations in this area should be substantially different from those relating
to the data necessary to support many web-based apps is unclear.
The role of the legislator goes beyond preventing only predatory behaviour
and favouritism. All rules that the EU normally applies to ensure full
transparency and a level playing field for all market players, leading to a
competitive market, should be applied and enforced. Automotive products are
subject to, among others, type-approval and market surveillance legislation,
both strongly regulated for very good reasons. On the contrary, web-based apps
are barely regulated. Strong regulations setting the framework to directly access
in-vehicle data, functions and resources for all service providers, while ensuring
at the same time a high level of security over the vehicle’s lifetime, are welcome.
Importantly, the ‘separation of duties principle’ must be applied. The data
controller should not be able to set the price for access to data and functions and
should not have access to data, functions and resources other than the user and
usage profiles. Their activities could be financed indirectly by the parties that
provide services to consumers (i.e. the providers of data-based services), e.g.
through a fund. The contribution by service providers to the fund should account
for offer and demand of services, and best quality for money for consumers.

The expert considering this recommendation irrelevant emphasised that
regulators should not be expected to act as central planners. Setting a ‘pricing
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governance’, which would entail a pricing scale for data, may deprive data providers
of an essential tool to compete against each other and of a fair return on
investment. This will lessen their incentive to invest and innovate, which would
ultimately be harmful to dynamic efficiency and consumer welfare. Contract law and
practices already allow businesses from very different sectors of the economy to adapt
to specific circumstances and the specific needs of the contracting parties. The freedom
for economic operators to share data through contractual relations is essential to
innovation and the further development of the data economy.
Some experts provided additional remarks:
-

-

-

-

Consumer protection rules and consumers’ rights should take priority over
the economic interests of the industry. As shown by past experience, legislative
requirements on e.g. on-board diagnostics (OBD) data (for free) and RMI data
(reasonable cost), as well as some minimum rules on pricing, are needed to
prevent market distortions. These examples have shown that innovation and a
light-touch pricing governance are not mutually exclusive. The consumer benefits
from a regulated, competitive market, not from an unregulated market in which
just a few very powerful players or even monopolists decide on innovation and
the conditions to access in-vehicle data, functions and resources.
Importantly, research topics must be separated from ‘normal’ access. The
research pricing should not be limited to research institutes; it should also be
available to companies conducting research (provided that specific conditions are
defined).
A governance framework for data will be beneficial but defining a general price
list for data is not possible. Data from vehicles differ in quality and
specification, and might need further processing or enrichment to become
usable. Therefore, a general price list is unrealistic.
A good example of a new kind of operating model is the Data Task Force (on
safety-related traffic information),388 where private and public partners together
agree on commercial and non-commercial uses of data, including B2B and
business-to-government (B2G) data exchanges.
Source: Authors’ elaboration on Delphi survey results.

Recommendation #11: Providing fair and equal access to data, taking into
account the specificities of the technical solution deployed
Problem: Reportedly, some requests to access vehicle-generated data are refused and
dissimilar conditions (other than price) are applied to requests to access the same set of
vehicle-generated data. By contrast, tying and bundling practices appear to be less
common. The conditions under which access to data is granted or whether requests to
access data are accepted at all have crucial implications for competition and the
development of innovative, data-based mobility services.
Recommendation: The introduction of technical solutions to access data inside the vehicle
may address the problem by giving more control to vehicle owners/drivers. In case
vehicle-generated data can be accessed via a shared server operated by a neutral server

388

See, for instance: Data Task Force (2020), Final report & recommendations. Available at : https://roundtabledtf.eu/images/Documenten/DTF-REPORT-OCTOBER-2020-021020.pdf
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provider, fair and equal access to data requires clear and transparent rules to be agreed
upon. In other cases where a shared server is not used, a compulsory licensing system
may be applied to mitigate the effects of any exclusive rights over data. This mechanism
would grant data users the rights to access vehicle-generated data against payment (to
be set e.g. by law or arbitration) but without the direct permission of the data controller.
Timeline for implementation: Short term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 3.6/5. Out of ten experts, five perceive this
recommendation as important/very important; two consider it irrelevant; and three
have mixed opinions.
Experts advocating in favour of clear and transparent rules for fair and equal access
to data highlighted the following arguments:
-

-

-

-

Access to data should be allowed under precise rules and conditions. This
recommendation is useful as long as the formulation of rules to data access or
compulsory licensing systems is led by public institutions with the
participation of the involved associations, organisations and market participants.
All stakeholders in the position of a gatekeeper with privileged access will need
to follow certain rules in case they also operate data-based services in
competition to other service providers. All players in the data stream should be
clearly defined and transparent rules for data processing and sharing should
be set. Requirements regarding cybersecurity protection, GDPR compliance, user
consent management and minimum technical state-of-the-art data processing
will also need to be defined.
FRAND principles for data access and level playing field should be guaranteed.
The Commission should update the regulations concerning access to vehicle RMI
to cover also services offered to consumers with data in the cloud or the edge
(i.e. real-time data).
Solutions are needed to facilitate access to data. The alternative will be data
siloes and even market failure. The extended vehicle does not provide the
appropriate access to vehicle data for third parties to perform repair and
maintenance services. More generally, the extended vehicle grants OEMs with
strong control over access to vehicle-generated data. The current
extended vehicle implementations from OEMs are not sufficient to allow the
development of hardly any relevant services. Direct access to in-vehicle data,
functions and resources, and a high level of security, however, are possible and
not mutually exclusive. OEMs have already introduced or are about to
introduce on-board telematics platforms (OTP) that are state of the art. However,
these are fitted with built-in restrictions and constraints to prevent independent
service providers to have equal access to in-vehicle data, functions and resources
as OEMs. As a short-term solution, and under the condition that the principle
of the ‘separation of duties’ (see also Recommendation #10) is mandated by
legislation and effectively enforced, the shared server might work for some
stakeholders to bridge the gap with a legally mandated OTP.
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The two experts disagreeing with the recommendation mainly invoked security and
safety reasons:
-

-

As no empirical evidence supports the assertion above, these allegations must
hold to be unsubstantiated and to have no basis in fact. Vehicle manufacturers
are prepared to make vehicle-generated data available for third-party services
in a manner that ensures the protection of the vehicle user’s personal data,
does not endanger the safe and secure functioning of the vehicle, and does
not undermine the liability or intellectual property rights of the vehicle
manufacturer. The extended vehicle model has been developed and is being
implemented precisely to that end. This model provides end-to-end security
from the vehicle bus system to the vehicle manufacturer’s server. The ISO
standards relating to the extended vehicle contain all the necessary safeguards
for preserving security and safety, and for the protection of personal data,
representing the state of the art in this field. At the current state of IT technology,
it is the technical solution with the highest capability to prevent malfunctioning
devices, malware or even vicious software from being connected to or
integrated into in-vehicle systems. This solution also allows even very small
businesses to develop new applications because they do not need to invest in a
server or a vehicle adapter. At the same time, vehicle manufacturers can
continue to innovate without having to ‘freeze’ the in-vehicle interface.
The shared server is not a viable option, as it implies a delay in time which
prohibits real-time analysis of vehicle data. As an alternative, the OTP provides
safe and timely access to vehicle-generated data. Processing vehicle data
within the vehicle is the fastest and safest way to establish a level playing field
for all market participants to access in-vehicle generated data, and to
communicate and offer services to the driver or customer of the vehicle.

The arguments below reflect mixed opinions:
-

-

-

As the level of autonomy of the vehicle increases, the question of fair and equal
access to data is likely to become too complex for all but the most expert.
Having said that, the problem stated in this setting is quite real. The standard
remediation, for example through courts, is likely to be prohibitively long,
complex and expensive, and separate judicial systems across boundaries
will add to the complexity. In some cases, data may be withheld because of the
risk of disclosure. The best way forward might be fairly general guidelines, or
accepted practices, with stronger measures as the industry matures.
Fair and equal access to data requires clear and transparent rules to be
agreed upon. However, a licencing system is not the solution. The vehicle
driver/owner should always be in control of in-vehicle data access and functions.
Mandating that there is some way of accessing one’s data is a worthy goal, but
not the main problem holding back innovation.
Innovation, on the one hand, and rules on data access, on the other, are
not mutually exclusive. On the contrary, rules will boost innovation when
certain services from independent service providers are preferred over others
offered originally by OEMs because such independent services add more value to
the consumer. The consumer should be free to choose the service provider of
choice and to opt-out from services that are not attractive or do not satisfy

245

-

-

his/her need. This ‘natural’ selection process of services by the customer will
accelerate innovation.
What is needed is not a mandatory specific technical solution, but a legal
framework granting access for all stakeholders to all technically
available data and a clear definition of the role of any kind of gatekeepers.
The only way to realise a fair market for all authorised service providers,
including OEMs in their role as service providers, is relying on any solution that
works in accordance with the ‘separation of duties’ principle and allows
access to in-vehicle data, functions and resources for authorised,
independent service providers. Such solution should allow communicating with
the driver/occupants through the vehicle human-machine interface (HMI),
running apps on-board of the vehicle, and accessing the in-vehicle data in the
same way and at the same speed as OEMs can in their role as service providers.
Source: Authors’ elaboration on Delphi survey results.

Recommendation #12: Introducing a transparent certification/authorisation
process for service providers
Problem: A system for selecting and authorising providers of services for cooperative,
connected and automated mobility can help ensure the safety and security of the vehicle.
For the time being, only applications authorised by the OEM can be deployed. Such a
system, therefore, may affect competition in the market for data-based mobility services.
Recommendation: A more transparent process could be put in place to facilitate the access
of third-party service providers to the market while ensuring the safety and security of
vehicles. In this respect, a certification process managed by an independent accreditation
body could be considered. This accreditation body can be in charge of defining or selecting
safety and security standards, and any related aspects of the certification process.
Timeline for implementation: Short to medium term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 3.7/5. Out of ten experts, seven perceive this
recommendation as important/very important; one considers it irrelevant/unimportant;
and two have mixed opinions.
The experts who agree with the introduction of a certification process particularly
stressed the importance of rigorous security control:
-

-

Models to accept third-party applications through third-party validation exist and
are already known. The process could include cybersecurity criteria and
checks.
Legislation around security should include the protection of the security
hardware materials of the car.
The recommended accreditation body could also cover OEMs, as they have
proved to have security issues and would be tempted to develop software
updates/services based on the data collected, which would need to pass a
security check.
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-

-

-

-

-

-

A more transparent and regulated process is worth supporting as, according
to several stakeholders, requests to access vehicle data collected by OEMs have
been restrictive for new and innovative service providers. Using only B2B private
agreements and contract law to authorise access to data may lock up
innovation in data-based mobility services. Such a recommendation, coupled
with the development of adequate (legal) requirements to access data, may act
as a catalyst to accelerate innovation.
To negotiate the necessary standards and aspects of the certification the
accreditation body should consist of relevant public bodies and the
branch-related associations and organisations. Then, it should also take a
monitoring function.
Authorisation schemes show an inflationary trend. For instance, access to
OBD, security-related services (with SERMI in preparation), the diagnostic
functions of vehicles with a gateway (not available for latest models) and
meanwhile also remote access require or will require authorisation.
In the best case, the process should be standardised for all functions, allowing
a level playing field for all market players.
Third-party apps that are not type-approval relevant (safety and environmental
protection) could fall under an alternative certification process, governed by
the above-mentioned accreditation body.
In the future ecosystem OEMs have a very important role to play to provide
state-of-the-art security over the vehicle’s lifetime and e.g. to validate
independent service providers’ apps that can be installed on-board. However,
like for all other actors on a fair service market, in their role as service providers,
OEMs should have the same rights as other independent service providers to
provide services, which should be strictly regulated. The extended vehicle
solution proposed by OEMs may distort the market; a robust legal framework
is necessary to address this issue and help level the playing field.
The business interests of all parties, but especially those of OEMs, are so big that
a data ‘jungle’ risks emerging where the strongest party prevails and
dictates conditions upon all the other players by B2B contracts. Effective
legislation will hopefully correct that and give structure to the market.

The experts who disagree with the recommendation focused particularly on the role
of B2B contracts:
-

OEMs are already allowing third-party service providers to interact with their
consenting customers through B2B arrangements and to develop applications
safely and securely. While third-party applications need to be written specifically
for each architecture (since vehicle architectures are not standardised), OEMs
provide integration, testing and bug fix processes. If OEMs identify
incompatibilities between an app and the OEM platform, the app provider will
need to ensure compatibility or remove the app. Furthermore, resources in
vehicles are finite (unlike a smartphone or a computer), and the memory and
processor budget needs to be agreed between the OEM and third parties based
on available resources. Finally, apps should be content relevant and an OEM
should be entitled to reject an app should it not fulfil predefined criteria (e.g.
related to services around the car, mobility or driving experience). Therefore, a
system of certification should not provide an automatic right for a third party
to develop and install apps on a vehicle.
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-

As is the case in every single other sector of the digital economy, contract law
is the best, and perhaps truly the only, solution for third parties to develop
apps for vehicles in a way that respects the vehicles’ limitations in terms of
resources, compatibility and cybersecurity. Contract law and practices allow
businesses from very different sectors of the economy to adapt to specific
circumstances and the specific needs of the contracting parties. The freedom for
economic operators to share data and resources through contractual relations is
essential for innovation and the further development of the data
economy, and cannot be replaced by a certification system.
Source: Authors’ elaboration on Delphi survey results.

Recommendation #13: Ensuring that customers receive transparent information
about aftersales services
Problem: In most cases, customers can only purchase data-based mobility services from
providers that are authorised by OEMs. Besides, OEMs could encourage their customers
to use their authorised data-based services even when alternatives are available. For
instance, OEMs could charge relatively less for their services. They could also propose their
customers the option of using only selected services in exchange for a warranty extension
or customer loyalty programme of authorised dealers. Many customers may believe that
not using the services authorised by the OEM could make their warranty void, while this
is not the case.
Recommendation: The transparency in providing information on aftersales services to the
customers, particularly during advertising and sales activities, could be increased. The
European Commission may play a role by ensuring better enforcement of the Directive
concerning unfair business-to-consumer commercial practices (Directive 2005/29/EC) 389
and the Directive concerning misleading and comparative advertising (Directive
2006/114/EC).390 In addition, insofar certain players of the automotive sector will act as
intermediaries between service providers and consumers, the Regulation on promoting
fairness and transparency for business users of online intermediation services (Regulation
(EU) 2019/1150) 391 and the proposed Digital Services Act392 may also apply.

389

Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 concerning unfair
business-to-consumer commercial practices in the internal market and amending Council Directive
84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC of the European Parliament and of the Council
and Regulation (EC) No 2006/2004 of the European Parliament and of the Council (‘Unfair Commercial
Practices Directive’), OJ L 149, 11.6.2005, p. 22–39. Available at: https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=celex%3A32005L0029

390

Directive 2006/114/EC of the European Parliament and of the Council of 12 December 2006 concerning
misleading and comparative advertising (codified version), OJ L 376, 27.12.2006, p. 21–27. Available at:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0114

391

Regulation (EU) 2019/1150 of the European Parliament and of the Council of 20 June 2019 on promoting
fairness and transparency for business users of online intermediation services, OJ L 186, 11.7.2019, p. 57–
79. Available at: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019R1150

392

For further details please see: European Commission (2020), Proposal for a Regulation of the European
Parliament and of the Council on a Single Market For Digital Services (Digital Services Act) and amending
Directive 2000/31/EC, COM(2020) 825 final. Available at: https://ec.europa.eu/info/strategy/priorities2019-2024/europe-fit-digital-age/digital-services-act-ensuring-safe-and-accountable-onlineenvironment_en.

248

Timeline for implementation: Short term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 4.6/5. Out of ten experts, eight perceive this
recommendation as important/very important; and two did not express any opinion on
this.
Most experts support this recommendation; some experts raised the following points:
-

-

-

OEMs can encourage drivers to use their own in-car data-based mobility services
to offer customers services directly in the car (service appointments, direction to
the nearest OEM-related service provider, etc.), resulting in a disadvantage in
competition between independent and authorised service providers. The
consumer must have free choice to select services from different providers.
Third-party providers must have equal opportunities to interact with the
driver/mobility user/data subject via the display or the audio system.
Third-party software providers should have the possibility to run apps inside
the vehicle because many use cases require aggregation and processing of
data in the vehicle. Otherwise, all data would need to be transferred to a cloud
service and the associated costs will make many use cases not feasible from a
financial standpoint.
Both transparency and the acceptance of independent services as legitimate are
necessary. Publicity on the structure of the marketplace could help.
The Commission should prevent that one of the service providers, including OEMs
in their role as service providers, obtains the role of data controller. The
‘separation of duties’ principle (see also Recommendation #10) as well as
the key roles of data controllers and other important players, like the public key
infrastructure entities, have to be strictly regulated.
Source: Authors’ elaboration on Delphi survey results.

Recommendation #14: Broadening the scope of legislation on in-vehicle data
access
Problem: To avoid potential abuses of dominant position and foster competition in the
provision of mobility services, EU legislation has intervened in multiple cases in the
automotive sector. These specific interventions generally aimed to facilitate access to data
and therefore protect more vulnerable companies, such as SMEs. The rapid evolution of
data-based services in the automotive field raises the need to swiftly adapt existing rules
for accessing data so that such rules retain their effectiveness. In the context of car data
sharing, many innovative services are expected to proliferate, beyond the traditional case
of repair, maintenance and road-safety data.
Recommendation: EU rules for accessing vehicle-generated data need to be adapted
swiftly to remain effective in the context of the rapid evolution of data-based sectors. The
fair access to in-vehicle data needs to go beyond repair and maintenance, and road-safety
data to cover other complementary and emerging services (which can include, for
instance, diagnosis and prognosis support, location-based services, and cooperative and
highly automated driving). In this respect, the European Commission has already
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committed to review the EU type approval legislation for motor vehicles and open it up to
more in-vehicle data-based services.393
Timeline for implementation: Short term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 4.2/5. Out of ten experts, seven perceive this
recommendation as important/very important; one considers this recommendation
irrelevant; one has a neutral opinion; and one did not express any opinion.
Experts agreeing with the recommendation underlined the following aspects:
-

-

-

-

-

-

-

393

Only a legal framework could ensure fair access, undistorted competition for
all parties involved, IT security, data protection and transparency for the
consumers.
For repair and maintenance, access to vehicle health information or
information on service demand, combined with the possibility to interact
with the driver/user, contributes to creating a level playing field between
authorised and independent service providers.
Data sharing, information about available data per vehicle, standardised data
formats and equal access to data are essential for the development of new
data-based services, which can go far beyond repair and maintenance
services. The upcoming legislation has to account for the fast evolution of
digitised vehicles to apply to future technologies still under development.
Legislation to prevent abuses of market power is needed but should have a
specific end goal. The goal could be a healthy service industry in which new
entrants and SMEs are incentivised by minimum regulation and maximum data
access, while OEMs are incentivised to provide maximum data access, at a
reasonable price and with ease of use. In the end, the creation of a large market
would bring them value. Also, OEMs should help (perhaps with guidance) create
new business models that benefit both them and SMEs.
A clear legal framework with clear rules for all parties involved is needed.
Incentives might not be enough because it might always be more profitable
for OEMs not granting equal data access to third parties, new entrants and SMEs
than giving them the same access to the same data as they have.
Urgent clarification is needed since the latest launched vehicles communicate
only with the OEM back-ends, leading to privileged access to the repair and
maintenance market. More access to data is needed, but what is requested is
not unrestricted, uncontrolled access.
Contractual agreements should rely on a legal framework setting a level
playing field. For the time being, third parties negotiating contractual

European Commission (2020), Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions, A European strategy for
data,
(COM(2020)
66
final),
p.
28.
Available
at:
https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=COM:2020:66:FIN
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agreements with vehicle manufacturers are in a weak bargaining position,
leading to a competitive disadvantage for third-parties service providers.
Expert who disagree with the introduction of new EU rules for access to vehiclegenerated data brought up the following arguments:
-

-

-

Unrestricted third-party access to data may carry negative effects, which should
be avoided. Giving any third party unlimited and uncontrolled access to
vehicle data would create serious issues of personal data protection,
security, safety, liability and competition. In particular:
1. Opportunities for fraud could arise, such as mileage manipulation,
improper creation and misuse of movement profiles or sale of personal data.
In addition, vehicle doors could be remotely unlocked and vehicles stolen.
2. In any complex electronic device, unintended consequences may stem
from the installation of additional, non-native software, which include the
potential for serious malfunctions.
3. Critical safety functions such as braking would be affected negatively by
the use of in-vehicle resources by third-party applications.
4. Safety risks in terms of driver distraction could arise if third parties are
granted uncontrolled access to the vehicle’s on-board systems, user
interfaces and function displays, for example through apps or additional
control units.
The current EU legislation is robust enough to ensure fair and effective
access to data, while providing adequate protection to all, business and
consumers alike, through its rules on data protection, but also on competition,
contracts and consumer protection. As such, there is no case for the creation
of new compulsory access rights, which should continue to be set by
contractual relations between the various operators involved.
To enable competition in the aftermarket, EU law provides that independent
operators should have non-discriminatory access to the repair and maintenance
information that is available to vehicle manufacturers and their authorised
repairers. If the same principle is applied to remote access, it should be
sufficient for third parties to have access to the same data as used by vehicle
manufacturers and their authorised repairers to provide repair and maintenance
services remotely.

Some experts responded to the comments presented in the previous section:
-

What is requested is not unrestricted, uncontrolled access. In particular, in reply
to some concerns expressed about potential safety and security risks stemming
from increasing access to data, the following points are relevant:
1. Large-scale mileage fraud could have been prevented already for many
years if OEMs had put state-of-the-art security measures in place. Why this
was not done more than a decade ago is questionable.
2. The risk of unintended consequences applies to all software, native and
non-native. The OEM should be involved to ensure that security is also
guaranteed in the case of independent service provider apps running onboard of the vehicle.
3. Authorised independent service providers have been working on vehicles
without problems for decades. A proper authorisation process needs to
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be put in place to select service providers and should be applied to all service
providers.
Finally, one expert expressed a mixed opinion:
-

A distinction should be made between access to data directly from the
kernel of the vehicle’s capabilities, which could well raise security and
performance issues, and access to the same data obtained from a data
collector, likely off-board of the vehicle but certainly without access to critical
vehicle functions. Some applications do not require access to kernel vehicle
systems. This is potentially another of the areas where the OEM’s responsibility
for the integrity of the vehicle will require a walling off of certain functions,
perhaps making them available for reading, but not exposed to direct third-party
execution. Unfortunately, as the levels of automation increase, this line will
become much fuzzier because a significantly larger part of the core functions of
the vehicle will be controlled by artificial intelligence and machine learning
(AI/ML).
Source: Authors’ elaboration on Delphi survey results.

4.2 Action plan
‘Access’ is the keyword for future developments in the field of data-based mobility
services, whether it is access to the market, to data or to customers. Based on the
proposed recommendations and the feedback from experts, several actions have been
devised to remove or prevent strategic barriers (Table 20).
Table 20 Action plan to improve access to data, consumers and markets in the
field of cooperative, connected and automated mobility
Recommendation

Considering the
establishment of a
clear price
governance
framework

Providing fair and
equal access to
data based on the
technical solution
deployed

Salience

3.7

3.6

Action
Perform a sector inquiry
in the domain of databased mobility services
Create a stakeholder
forum (similar to the CITS Platform394 or the
Data Task Force395) to
design an EU price
governance framework
for data access
Perform a sector inquiry
in the domain of databased mobility services
Create a stakeholder
forum (similar to the CITS Platform or the Data
Task Force) to draft EU
rules for fair,

Timing

Main
responsible
entity

Short
term

European
Commission

Medium
term

European
Commission
(in
cooperation
with Member
States and
the industry)

Short
term

European
Commission

Short
term

European
Commission
(in
cooperation
with Member

For further details, please see: https://ec.europa.eu/transport/themes/its/c-its_en
For further details, please see: Data Task Force (2020), Final report & recommendations. Available at:
https://roundtable-dtf.eu/images/Documenten/DTF-REPORT-OCTOBER-2020-021020.pdf
394
395

252

Recommendation

Introducing a
transparent
certification/authori
sation process for
service providers

Ensuring that
customers receive
transparent
information about
aftersales services

396

Salience

3.7

4.6

Action
reasonable, nondiscriminatory, safe,
and secure access to
vehicle-generated data,
accounting for the
available technical
solutions for data
access
Create a stakeholder
forum (similar to the CITS Platform or the Data
Task Force) to establish
an independent
accreditation body for
data-based mobility
services
Monitor compliance with
the Directive concerning
unfair business-toconsumer commercial
practices (Directive
2005/29/EC) and the
Directive concerning
misleading and
comparative advertising
(Directive
2006/114/EC) in the
field of data-based
mobility services
Ensure, where
applicable, compliance
with the Regulation on
promoting fairness and
transparency for
business users of online
intermediation services
(Regulation (EU)
2019/1150) and the
proposed Digital
Services Act396 in the
field of data-based
mobility services
Organise information
campaigns on
consumers’ rights in
accessing data-based
mobility services

Timing

Main
responsible
entity
States and
the industry)

Short to
medium
term

European
Commission

Short
term

European
Commission

Short
term

European
Commission

Short
term

European
Commission,
Member
States, the
industry

For further details please see: European Commission (2020), Proposal for a Regulation of the European
Parliament and of the Council on a Single Market For Digital Services (Digital Services Act) and amending
Directive 2000/31/EC, COM(2020) 825 final. Available at: https://ec.europa.eu/info/strategy/priorities2019-2024/europe-fit-digital-age/digital-services-act-ensuring-safe-and-accountable-onlineenvironment_en
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Recommendation

Broadening the
scope of legislation
on in-vehicle data
access

Salience

Action

4.2

Review the EU type
approval legislation for
motor vehicles and open
it up to more in-vehicle
data-based services
Continually monitor the
need to adapt EU rules
for accessing vehiclegenerated data to
respond to new
developments in the
field of data-driven
mobility solutions

Timing

Main
responsible
entity

Short
term

European
Commission

Short
term
(continu
ous
effort)

European
Commission
(in constant
dialogue with
the industry)

Note: ‘Salience’ reflects the feedback from experts concerning the relevance of each recommendation; the
scale used ranges from 1 (irrelevant) to 5 (very important).
Source: Authors’ elaboration.
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5. Other barriers and market deficiencies
Finally, this Section explores and debates recommendations to overcome any additional
market barriers or deficiencies that may arise in the automotive sector and hinder the
provision of data-based mobility services. In particular, the following recommendations
are highlighted: i) ensuring standardisation and interoperability; ii) developing integrated
mobility services through increased cooperation between the private and public sector; iii)
creating EU platforms supporting streaming technologies; and iv) deploying a platform to
develop adequate skills and know-how exchanges. At the end of this Section, an action
plan to implement the proposed recommendations is put forward.

5.1 Recommendations
Recommendation #15: Promoting interoperability and common standards to
enhance data sharing in the automotive sector
Problem: Full interoperability is an outstanding, major and global challenge for creating,
storing and exchanging data in the automotive sector. OEMs, component manufacturers
and service providers tend to rely on their proprietary standards. As such, limited
interoperability generates high curation costs when data are transferred from one
company to another and, ultimately, high costs to develop new services. In this context,
service providers who are relatively less technologically advanced and who struggle with
the costs for specialised staff face higher challenges in processing vehicle-generated data
and, therefore, have fewer chances to join the in-vehicle data economy.
Recommendation: Interoperability in services based on vehicle-generated data can be
fostered by:
•

•

Establishing a European Telecommunications Standards Institute (ETSI) task force
on standardisation of in-vehicle data with a view to support data sharing,397 working
closely with other standardisation bodies to produce and promote common
standards. This standardisation work should engage different groups of
stakeholders, including car manufacturers, automotive suppliers, network
operators, service providers and software developers.398
Promoting initiatives to improve standardisation and interoperability in the
automotive sector, with a focus on sharing best practices. One example is the

397

Specialist task forces help accelerate the standardization process in areas of strategic importance, responding
to urgent market needs. The activity of the task force could build on the work that has been done so far by
the Automotive Intelligent Transport Systems (ITS) committee at ETSI. For further details please see: ETSI,
Automotive
Intelligent
Transport
Systems
(ITS).
Available
at:
https://www.etsi.org/technologies/automotive-intelligent-transport

398

This recommendation focuses on sector-specific issues. It must be noted that in the context of the Data
Governance Act proposal further cross-sectoral collaboration on relevant standardisation questions would
take place within the proposed ‘European Data Innovation Board’. The Board, in this regard, will aim to
“support and advise the Commission on the governance of cross sectoral standardisation and the preparation
of strategic cross-sector standardisation requests”. For more details, see: European Commission (2020),
Proposal for a Regulation of the European Parliament and of the Council on European data governance (Data
Governance
Act),
COM(2020)
767
final.
Available
at:
https://eur-lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=COM:2020:767:FIN
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C-Roads Platform,399 which supports the sharing of knowledge and experience,
implementation of national pilot projects and inter-site testing to verify
interoperability and link pilot projects in different Member States.
Identifying the categories of data that urgently require specific standards to render
them interoperable.

•

Timeline for implementation: Short term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 4.6/5. Out of ten experts, eight perceive this
recommendation as important/very important; and two have mixed/neutral opinions.
Most experts strongly support this recommendation and believe that the problem
should be addressed urgently. Several aspects were emphasised:
-

-

-

-

There is no cooperation without standardisation. A lack of standardisation
would impede interoperability and lead to high costs for all market players.
Ensuring standardisation and interoperability is key to offering new and
innovative smart services. OEMs, component manufacturers and service
providers all benefit from standardised and interoperable data.
Standardised formats and clear frameworks are needed (e.g. SENSORIS,400
GENIVI401 or the RMI legislation regarding OBD information402) to allow for the
use of data in various ways.
The recommendation is important but should be addressed globally. In
particular, the standardisation and harmonisation of the hardware unit with the
associated software responsible for controlling data flows to and from the vehicle
should be addressed at the UNECE level. The unit should be subject to type
approval and can be based on existing technical standards for
communication protocols and security. Also, the testing methodology and
associated technology-neutral performance criteria should be standardised at
UNECE level via Common Criteria.403
Technical standardisation is very much influenced by large OEMs, with little to
no possibility for SMEs to influence the process. The legislator should

399

The C-Roads Platform is a joint initiative of European Member States and road operators for testing and
implementing C-ITS services in light of cross-border harmonisation and interoperability. For more details,
please see: https://www.c-roads.eu/platform.html

400

SENSORIS (Sensor Interface Specification) is an open group of actors from the global vehicle industry, map
and data providers, sensors manufacturers and telecom working on an innovation platform to define an
appropriate interface for exchanging information between in-vehicle sensors and a dedicated cloud as well
as between clouds. For further details, please see: https://sensoris.org/

401

The GENIVI Alliance develops standard approaches for integrating operating systems and middleware present
in the centralized and connected vehicle cockpit. For further details, please see: https://www.genivi.org/

402

An overview of the available legislation is available online on the Europa website: European Commission,
Access
to
vehicle
repair
and
maintenance
information.
Available
at:
https://ec.europa.eu/growth/sectors/automotive/technical-harmonisation/vehicle-repair-maintenance_en

403

The Common Criteria (CC) is an international standard for evaluating information security products. For
further details, please see: https://www.commoncriteriaportal.org/index.cfm
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always scrutinise technical standards and make sure that also SME interests are
considered. Admittedly, the current legal processes are too slow and may slow
down the EU market. Nevertheless, legal certainty is needed. The Commission
should develop a process to account for technical progress in a significantly
faster way, while still ensuring legal certainty for all market players, not only
for OEMs. The SENSORIS404 approach, where stakeholders of data-based
services started a standardisation process to make data usable, could be the
fastest and most efficient.
Experts also shared mixed/neutral opinions and put forward the following
arguments:
-

-

-

Data standardisation would impose a huge burden on OEMs and limit their
ability to innovate, and may stifle competition. Only a limited set of
emissions data are currently standardised. The existing legislation on access to
repair and maintenance information will soon mandate the standardisation of
access to RMI (through a reference to ISO 18541405) but not of the relevant
information or data. Likewise, ISO 20078 406 provides for a standardised web
interface to the vehicle manufacturer’s server but does not standardise the
relevant vehicle data. Instead, to ensure interoperability, metadata
description is available on the vehicle manufacturer’s back-end server, upon
request from a service provider. Metadata descriptions promote
interoperability without imposing the burdens raised by the standardisation of
in-vehicle data.
Creating standards too early in a technology’s lifecycle is unwise. ‘Best
practices’ seem more appropriate until a technology is understood well
enough to make good standards possible. At the data layer, and above, de facto
standards may evolve and come to dominate the marketplace. This happened in
the cell phone space, where official standards (e.g. LTE, 5G and Wi-Fi) have
worked, but the ‘app’ layer seems to be more dominated by de facto standards.
Standardisation is a strong tool to ensure fair competition and should be
preferred to a ‘best practices’-only approach.
Emission relevant data were standardised only because legislation forced OEMs
to initiate and comply with a limited set of harmonised requirements regarding
the communication protocols and OBD as well as some related approval
requirements. Standardising may be a complex exercise but that is not a valid
reason not to start engaging in it. The longer the legislator waits with initiating
the standardisation process, the more difficult it becomes to reconcile data
and formats in the future. This is a very high priority.
Source: Authors’ elaboration on Delphi survey results.

404

For further details, please see: https://sensoris.org/

405

ISO (2014), ISO 18541-1:2014 Road vehicles — Standardized access to automotive repair and maintenance
information (RMI) — Part 1: General information and use case definition. Available at:
https://www.iso.org/standard/53964.html

406

ISO (2019), ISO 20078-1:2019 Road vehicles — Extended vehicle (ExVe) web services — Part 1: Content.
Available at: https://www.iso.org/standard/66978.html
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Recommendation #16: Developing integrated mobility services
increased cooperation between the private and public sector

through

Problem: The development and provision to end users of integrated EU-wide mobility
services (e.g. services that combine public transportation with carpooling, ride-sharing
and other micro-mobility options) have not reached their full potential. More coordination
would facilitate the access, exchange and reuse of public and private transport data to
foster such integrated services.
Recommendation: The EU should intervene to further enhance synergies between the
public and private sectors to combine their data and ultimately offer integrated mobility
services.
Timeline for implementation: Short term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 3.9/5. Out of ten experts, four perceive this
recommendation as important/very important; five have mixed/neutral opinions; and
one did not express any opinion on this.
Experts who agree with more coordination between the private and public sectors
raised the following points:
-

-

-

-

-

A free market does not allow to achieve the full potential of mobility services.
Consequently, mobility services should be integrated and facilitated through
European legislation to provide consumers with the most appropriate way to
travel.
A framework enabling and encouraging the sharing and integration of data –
especially raw data - is key to provide a wide range of integrated services. An
open marketplace should be the vehicle for innovative and integrated services.
Close cooperation between the public and private sectors is needed. Business
models can be developed faster by the private sector while the government
should prepare the legal framework for the utilisation of available data of public
interest.
Integration of e.g. relevant data needed in C-ITS public services and OTP
privately offered services (frequently the same, e.g. vehicle speed, altitude,
location, engine speed and engine load) is common and, therefore,
standardisation is needed so that less on-board and off-board resources are
required to process or synchronise the data. If SMEs want to develop and deploy
services across brands and become competitive, data need to be harmonised.
Incentivising the application of already agreed standards (e.g. NeTEx407) is also
important.

Some experts with neutral/mixed opinions emphasised the current work of public
authorities:

407

NeTEx (Network Timetable Exchange) is a CEN technical standard for exchanging public transport schedules
and related data. For further details, please see: http://netex-cen.eu/
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-

-

The Commission is currently intervening. Specifications to Directive
2010/40/EU408 have been adopted to ensure compatibility, interoperability
and continuity for the deployment and operational use of Intelligent Transport
Systems for the provision of EU-wide safety-related traffic information and realtime traffic information services. Member States need to set up and manage
national access points where the relevant data must be easily available for
exchange and reuse.
Several vehicle manufacturers, suppliers, service providers and public authorities
are actively working towards sharing more data for road safety. Since
2017, they have been working within the public-private Data Task Force409 on a
proof of concept to validate and test general principles of data sharing, access
and use of vehicle-generated data. Data relating to road conditions are shared
from vehicle manufacturers’ systems, and aggregated and processed by service
providers and road authorities to provide services to end users.
Source: Authors’ elaboration on Delphi survey results.

Recommendation #17: Creating EU platforms supporting streaming technologies
Problem: The existing data-based services rely on vehicle-generated data that are stored
and preserved by OEMs or extended vehicle/neutral server operators. Data requested by
service providers are provided with a significant time lag in transmission from the vehicle.
This latency issue limits the potential of in-vehicle data for developing and providing (near)
real-time services.
Recommendation: The EU could play a key role in encouraging (or facilitating) the
development of platforms that would support data streaming technologies and create
opportunities to provide services with low-latency requirements. Near real-time services
and road safety applications would increase the value and expand the scope of in-vehicle
data exploitation. In addition, such platforms would enhance competition and facilitate
market entry for newcomers offering competitive and innovative data-based services.
Timeline for implementation: Short to medium term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 3.7/5. Out of ten experts, seven perceive this
recommendation as important/very important; one considers it irrelevant/unimportant;
one has a neutral opinion; and one did not express any opinion on this.
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Directive 2010/40/EU of the European Parliament and of the Council of 7 July 2010 on the framework for the
deployment of Intelligent Transport Systems in the field of road transport and for interfaces with other
modes
of
transport.
Available
at:
https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=CELEX%3A32010L0040. The actions undertaken with regard to providing
specifications to Directive 2010/40/EU are detailed on the Europa website: European Commission, Intelligent
transport
systems
Action
Plan
and
Directive.
Available
at:
https://ec.europa.eu/transport/themes/its/road/action_plan_en
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For further details, please see: Data Task Force (2020), Final report & recommendations. Available at:
https://roundtable-dtf.eu/images/Documenten/DTF-REPORT-OCTOBER-2020-021020.pdf
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Most experts agreeing with the establishment of such platforms highlighted different
aspects:
-

-

-

-

-

Latencies in data traffic to and from the vehicle can be detrimental for
some service providers (e.g. latencies in milliseconds might be the limiting factor
for remote repairer support), while for others they are less critical. In any case,
the method of access is relevant for some services and, as a general rule, fewer
involved servers create fewer latencies and allow more use cases.
Ideally, technical solutions to access data inside the vehicle would be the
best option to overcome any latency issue.
The technical solutions needed to address the latency issue exist. This is
mainly a governance issue, as OEMs insist that vehicles may not be accessed
directly by independent service providers. In their view, data exchanges to and
from the vehicle should flow via their extended vehicle servers. The only way this
can be established is having OEMs upgrade their extended vehicle gateways to
an OTP as well as granting independent service providers access to the HMI and
the docker units. What is requested is equal and direct access to in-vehicle data,
functions and resources.
The EU should define the conditions that provide fair, equal and safe access
to data and take on a strong role in facilitating/establishing data platforms in
support of data streaming technologies to help deploy services with low
latencies, competitively and neutrally.
To the extent that this issue relates to the communication infrastructures (e.g.
5G, the evolution of 6G, supportive cloud and edge infrastructures, and edge
computing standards), the EU should encourage their deployment. At the
same time, as a large variety of data streaming technologies emerge, flexibility
should also be ensured to keep pace with technological developments.
Policymakers should focus on standards for various application
programming interfaces (APIs) and let the OEMs or aftermarket add-ons
focus on establishing efficient and effective platforms.

Experts disagreeing with the recommendation put forward the following arguments:
-

-

Commercial use cases requiring a latency of less than a second are not
numerous, if any. Whether remote repair support is one of these use cases
is highly questionable. The notion of ‘real-time’ access is eminently theoretical;
latency is an inevitable by-product of over-the-air communication. Any
technical solution that relies on over-the-air communication, regardless
of whether it allows for direct or off-board in-vehicle data access, will
experience latency. The difference in latency between a data access model
relying on a server solution and one that allows for direct access to in-vehicle
data is likely to be very limited, to the point of being almost insignificant for the
provision of most connected services.
The development of platforms to allow services requiring low latencies (e.g.
remote diagnostics) is not the solution. The argument that only ‘direct access’
without any platform in-between can ensure such low latencies would
remain. Therefore, first the requested use cases must be looked into and then
proposals for further developments must be put forward.
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On a more general note, one expert stressed that a clear identification of services
requiring (near) real-time data is necessary.
Source: Authors’ elaboration on Delphi survey results.

Recommendation #18: Setting up an EU-wide platform to support know-how
exchanges
Problem: The need for data workers with a more multidisciplinary background is growing,
as the processing of in-vehicle data requires cross-cutting skills and a good understanding
of the sector’s specificities (e.g. automotive technology, legal and data privacy issues,
security and communication). In particular, one of the main challenges for SMEs lies in a
growing skill mismatch, including a lack of staff with a good balance of general, technical,
digital and transversal skills. Any shortage is exacerbated by the rapid developments in
the digital area, resulting in an increasing number of unfilled positions. In addition, there
is a lack of EU-wide platforms for know-how exchange and training, dissemination forums,
public digital libraries, portals, etc.; and this may limit opportunities for reskilling and
upskilling.
Recommendation: The EU could play a key role in facilitating the exchange of best
practices, knowledge and digital expertise among providers of data-based mobility
services and especially SMEs, by setting up a collaborative platform acting as a
one-stop-shop where all players could find targeted information for automotive data
sharing. The platform could also act as a medium for exchanging knowledge, best practices
and digital expertise between service providers themselves.410
Timeline for implementation: Short term.

Feedback from the experts participating in the Delphi survey
On average, this recommendation is rated 2.8/5. Out of ten experts, three perceive this
recommendation as important/very important; five consider it irrelevant/unimportant;
one has a neutral opinion; and one did not express any opinion on this.
Experts who do not perceive this recommendation as highly relevant or
important emphasised the following points:
-

410

The free market handles this issue.
There are enough skilled companies, from start-ups and SMEs to larger
corporations, with wide experience on data-based business models.
The problem is not central. The exchange of best practices can be helpful,
but clear rules on data sharing are more important.

This recommendation expands on the provisions of the proposed Data Governance Act proposal. The new
‘European Data Innovation Board’ would likely “facilitate the emergence of best practices by Member States’
authorities in particular on processing requests for the re-use of data”. Beyond cooperation between Member
States, this recommendation opens up the idea of encouraging the sharing of best practices for organisations
engaging in data sharing themselves, with a focus on supporting SMEs. For more information, see: European
Commission (2020), Proposal for a Regulation of the European Parliament and of the Council on European
data governance (Data Governance Act), COM(2020) 767 final. Available at: https://eurlex.europa.eu/legal-content/EN/TXT/PDF/?uri=COM:2020:767:FIN
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Although this problem is not seen as highly relevant, some arguments in favour of
the deployment of such a platform were proposed:
-

-

-

A collaborative platform to exchange knowledge and valuable information
should be proposed to the industry, business associations and other relevant
organisations.
A collaborative platform, supported by the OEMs and related organisations,
would help academia and SMEs to better develop and acquire the skills
required by the industry.
To be optimal, such an initiative should not be confined to a continental
scale (e.g. EU) but strive to be global.
Source: Authors’ elaboration on Delphi survey results.

5.1 Action plan
In light of the proposed recommendations and the feedback from experts, concrete actions
are presented in Table 21 to guide the efforts of stakeholders aiming to tackle remaining
barriers and market deficiencies. To focus efforts, no actions are proposed for policy
recommendations that are considered relatively less relevant (below 3 out of 5) by experts
participating in the Delphi survey.
Table 21 Action plan to address other barriers and market deficiencies in the field
of cooperative, connected and automated mobility
Recommendation

Salience

Action

Establish a European
Telecommunications
Standards Institute
(ETSI) task force on
standardisation of invehicle data with a view
to support data sharing
Promoting
interoperability and
common standards
to enhance datasharing in the
automotive sector

4.6

Promote initiatives to
improve standardisation
and interoperability in the
automotive sector, with a
focus on sharing best
practices
Identify the categories of
data that urgently require
specific standards to
render them
interoperable
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Timing

Main
responsible
entity

Short
term

ETSI

Short
term

European
Commission,
Member
States (in
cooperation
with the
industry)

Short
term

European
Commission,
Member
States,
industry

Recommendation

Developing
integrated mobility
services through
increased
cooperation
between the private
and public sector

Creating EU
platforms
supporting
streaming
technologies

Salience

Action

3.9

Create a stakeholder
forum (similar to the CITS Platform or the Data
Task Force) to foster
synergies between the
public and private sectors
to combine their data and
ultimately offer
integrated mobility
services

Facilitate the
development of platforms
supporting data
streaming technologies

Timing

Short
term

European
Commission
(in
cooperation
with Member
States and
the industry)

Short
to
mediu
m term

European
Commission
(in
cooperation
with a
consortium
representing
all relevant
stakeholders’
groups)

Short
term
(contin
uous
effort)

Industry

3.7

Identify services that
require real-time data

Main
responsible
entity

Note: ‘Salience’ reflects the feedback from experts concerning the relevance of each recommendation; the
scale used ranges from 1 (irrelevant) to 5 (very important). No action is proposed for recommendation #18
(setting up an EU-wide platform to support know-how exchanges), as it scored 2.8/5.
Source: Authors’ elaboration.
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