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PREFACE

The Global Policy Institute (GPI) at Queen Mary University of London (QMUL) and the Centre
for European Policy Studies (CEPS) jointly set up a High-Level Expert Group (HLEG) to examine
key challenges and potential opportunities related to the use of various types of technologies
in criminal justice systems and processes, as well as in the context of EU judicial cooperation in
criminal matters.

This report is based on discussions in the HLEG, which met twice between February and March
2021. Its contents reflect the general tone and direction of the HLEG discussions, but its findings
do not necessarily represent a full common position among the members of the group, or the
views of any individual participants (unless expressly mentioned). A full list of the HLEG
members, meeting participants and invited speakers appear in the appendix.

This project was funded through the Research England Quality-related Research Strategic
Priorities Fund. It is the result of a collaboration between the GPI at QMUL, which acted as
project lead, and CEPS, which acted as implementing partner. Professor Valsamis Mitsilegas
(Principal Investigator) and Professor Sergio Carrera were responsible for the inception and
scientific coordination of the project. Dr. Marco Stefan coordinated the project
implementation, with the support of the CEPS JHA team and the GPI Graduate Associates.

The views expressed in this report are those of the authors writing in a personal capacity and
do not necessarily reflect those of CEPS, QMUL, GPI or any other institution to which the
authors are associated. The report was finalised on 31 March 2021. Minor amendments were
made in April 2021to update the text in light of new documents and developments.
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KEY FINDINGS AND RECOMMENDATIONS

Criminal justice and technologies at times of Covid-19 and beyond

The Covid-19 crisis has shown how certain types of technologies can play a critical role
in ensuring the continued functioning of criminal justice at the national and EU level.

Videoconferencing tools and digital communication and information exchange systems
allowed courts and justice systems to operate during the health crisis. Thus, they
contributed to guaranteeing the delivery of key legal safeguards, including the right to
an effective remedy and the right to judicial control of deprivation of liberty. In contexts
where restrictive and preventive measures are still being adopted to deal with the
coronavirus pandemic, these technologies can mitigate the negative effects of health-
emergency regimes and address immediate concerns related to access to justice.

The health crisis also injected new momentum into, and paved the way for, a series of
EU policy and normative initiatives directed at broadening the deployment of a wide
range of technologies in courts and justice systems, as well as at expanding access to and
use of electronic information in criminal proceedings. These initiatives often pursue
policy objectives that are not (or not exclusively) related to the need to address the
disruption caused by the health crisis, or to the objectives of securing the functioning of
judicial systems and improving access to justice at the national and EU level.

Following a business-like or managerial logic, technologies are increasingly seen as
instrumental in obtaining cost reductions and increasing speed in judicial proceedings.
The enhancement of investigating and prosecuting authorities” powers and ability to use
technologies and data for the purpose of fighting crime also shows that in many cases,
‘digitalisation” is, in fact, ‘securitisation’. Rather than promoting better ways of
administering criminal justice and facilitating judicial cooperation in criminal matters,
securitisation responds to police, law enforcement and internal security logics. Several
EU initiatives proposed with the official objective of digitalising justice are therefore also
and/or simultaneously functional to a securitisation agenda.

The use of technologies not specifically designed for criminal justice systems and
processes, and their deployment in ways that unilaterally foster or unduly prioritise the
interests of authorities investigating crime, generate due process challenges and
undermine the effective protection of substantial and procedural rights and rule of law
safeguards provided under EU law and in national constitutions.

More generally, the use of (new or old) technologies in the administration of justice and
court systems raises important questions about whether the outcomes generated by the
(actual or potential) deployment of such tools can effectively reflect the meaning of
‘justice” in its traditional sense. To promote fair, accessible and effective administration
and delivery of criminal justice in the digital era, initiatives encouraging the use of
technologies must comply with Better Regulations standards, as detailed below.
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Comply with Better Regulation standards

The necessity, proportionality, effectiveness, legal consistency and fundamental rights
compliance of any EU or national-level initiative promoting the digital or technological
transformation of criminal justice systems and processes must be rigorously ensured.

Recent initiatives promoting the use of (old and new) technologies to foster
managerialism and securitisation in criminal justice systems have often been introduced
without a detailed ex ante assessment of their legal and societal implications and
interferences with fundamental rights, including privacy, fair trials and non-
discrimination safeguards.

Even in exceptional circumstances such as those of the Covid-19 crisis, the deployment
of technologies in criminal proceedings should only be allowed to the extent that is
provided by law, in non-discriminatory, time-limited, and demonstrably necessary and
proportionate ways, which reflect the specific characteristics of the individual case. At
the national level, measures imposing the generalised use of technologies (e.g.
videoconferencing tools) in the criminal justice domain have been challenged before
courts, and in some cases declared unconstitutional.

At EU level, Better Regulation standards require that the necessity, proportionality and
added value of any policy initiative or normative measure are verified and justified ex
ante by the legislator. Coherence must also be ensured between any new digitalisation
initiative and the wider range of relevant EU laws and policies, as well as national
constitutional and international obligations, applicable in the field of criminal justice.

The EU proposals for the e-CODEX Regulation, and for the overhaul of the Europol
mandate, do not fully comply with the EU Better Regulation requirements. The
regulatory option pursued by the Commission’s proposal for the e-CODEX Regulation
prioritises the criterion of ‘efficiency’, but does not satisfactorily substantiate the extent
to which the proposed instrument will be effective, coherent or proportionate in light of
the objective pursued, which is to facilitate judicial cooperation and the functioning of
justice across the EU.

The e-CODEX objective to increase speed in the exchange of information between
competent public authorities should not become a disadvantage for defence lawyers,
nor should it undermine the effectiveness of available remedies for individuals, including
the possibility to challenges the relevance, accuracy or legality of evidence gathered in
another member state.

A proper assessment of whether the system and agency proposed to interconnect
national e-justice systems can adhere to the principles of a fair trial and due process must
be ensured. The large majority of stakeholders consulted for the purpose of the ex ante
impact assessment of the e-CODEX Regulation proposal did not find eu-LISA to be a
suitable agency for the future management of this IT system. Concerns have been raised
by various justice stakeholders and member states about whether the principle of
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independence of the judiciary will be sufficiently ensured if the permanent operation
and further development of e-CODEX is entrusted to eu-LISA.

e Coherence must be ensured between the EU proposal for the Europol Regulation reform
and the various EU legal frameworks and instruments applicable to law enforcement
bodies” access to personal data held by private parties at EU and national level, notably
in terms of effective and independent judicial control. Linkages between the proposal to
enable Europol to exchange data directly with private parties and the current
negotiations on the e-evidence files have not been given the necessary consideration.

e The negotiations on the e-evidence proposals should be concluded before updating
Europol’s scope and capability in requesting direct access to data from private parties.
The risk exists that enabling Europol to directly exchange personal data with private
parties would circumvent EU and national procedural safeguards and standards on
judicial and administrative oversight. This is incompatible with the EU Charter and
national constitutional provisions applying to access, collection and exchange of data in
criminal proceedings.

Prevent the blurring of lines between justice and security

e Several of the initiatives elaborated or proposed at EU level with the official objective of
digitalising criminal justice systems are also and/or simultaneously functional to a
securitisation agenda.

e These include: the e-evidence package, the proposal to entrust the management of e-
CODEX to eu-LISA, and the proposal to use the e-Evidence Digital Exchange System
(eEDES) to interconnect investigating and prosecuting authorities and law enforcement
agencies with providers of internet, cloud and telecommunication services (or their legal
representatives) in another jurisdiction.

e Artificial intelligence (Al) applications allowing predictive risk assessments, the
automated performance of criminal investigative functions, and various forms of
predictive policing are also difficult to reconcile with the fundamental rights and rule of
law safeguards underpinning the functioning of criminal justice in the EU legal system.

e Instead of safeguarding the roles, rights and prerogatives of all the actors traditionally
connected with criminal justice systems (including judges and lawyers, as well as
suspects and defendants), these initiatives are instrumental in fostering legal,
infrastructural and operational transformations that primarily serve the interests of
authorities concerned with security and criminal law enforcement. Analysis of such
initiatives also reveals a concerning trend towards the increased involvement of private
companies in the gathering and processing of data for law enforcement and criminal
justice purposes.
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Expanding the role of EU agencies operating in the field of security (e.g. eu-LISA and
Europol), or speeding up procedures for the collection and exchange of data by law
enforcement authorities, including through various forms of direct public private
cooperation (e.g. e-evidence files and the latest proposal for Europol’s Regulation
reform) can sideline or undermine the role of criminal justice oversight actors and create
undue imbalances between the prosecution and the defence. These initiatives also blur
the lines between distinct EU policy fields, notably criminal justice and internal security.

The e-CODEX tool and eEDES should only be used to facilitate judicial cooperation in
criminal matters, and should not become instruments for implementing the direct
public-private cooperation model currently promoted under the e-evidence legislation,
or other EU law enforcement initiatives such as that related to the overhaul of the
Europol mandate. Reciprocal judicial scrutiny of cross-border data-gathering measures
remains a key requirement of EU judicial cooperation in criminal matters, and constitutes
a key legal certainty factor.

Artificially grouping justice and security measures under single policy initiatives (e.g. the
European Commission communication on the digitalisation of justice) is problematic
from an EU constitutional law standpoint and should be rigorously avoided.

The distinction between justice and security is anchored in the EU Treaties, which in fact
require the use of different legal bases depending on the ultimate objectives of the
initiatives considered. The choice of legal basis, in turn, determines the specific
fundamental rights guarantees and rule of law safeguards to be considered in the
development of EU action. Similar distinctions are established under national
constitutional and criminal law systems, and should be reflected upon carefully before
advancing any proposal promoting the use of data and new technologies for the purpose
of investigating and prosecuting crime.

The fact that the European Commission and the EU member states are using multiple
initiatives related to the digitalisation of public administration and services (including in
the criminal justice domain) to promote securitisation objectives is also problematic
from a better law-making perspective, and should therefore be avoided.

The Commission and the member states are currently pushing priorities taken from the
EU security agenda through multiple policies (e.g. justice and innovation) and legislative
initiatives. A clear example in this respect is provided by public-private partnerships in
the fight against crime and terrorism, which are simultaneously promoted through the
proposed e-evidence legislation, the Europol mandate recast and the e-CODEX/eEDES
initiative, among others. This way of working risks compromising the capacity of
democratic accountability actors, in particular the European Parliament, to adequately
assess the interplays between different legislative files, and to prevent potential
normative inconsistencies.
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In a post-Lisbon Treaty setting, the ordinary legislative procedure in all matters related
to the Area of Freedom Security and Justice requires regular contact between the three
institutions (the European Parliament, the Council and the Commission) at all stages of
the law-making process. To be meaningful and in line with the principle of sincere and
transparent cooperation throughout the entire legislative cycle, this contact should give
the European Parliament the possibility to understand and follow how the ‘securitisation
through technology’ agenda is being promoted across different legislative files.

The creation of an intergroup on digital justice within the European Parliament,
composed of representatives of the different parliamentary committees dealing with
normative files that are — or could be — concerned by securitisation initiatives, would
help with the democratic oversight of such developments. To secure compliance with
the principles of sincere cooperation, transparency, accountability and efficiency, the
Commission should report regularly to the intergroup. These consultations should be
held regularly and kept public to ensure transparency. They could involve hearings and
evidence-taking sessions with the intervention of independent criminal justice experts,
civil society actors, and criminal law and justice practitioners including judges,
prosecutors and lawyers.

Ensure fairness and accessibility

Fairness in criminal proceedings can be undermined if new technologies are deployed in
ways that do not take into account the specific needs of the defence in the digital era.

As far as ‘remote justice’ solutions are concerned, the non-derogable obligation to
prevent undue or disproportionate interferences with fundamental rights and to ensure
fairness in all stages of criminal proceedings requires videoconferencing tools to be
designed in a way that specifically reflects the specificities of the criminal justice process.

This obligation requires, first, that videoconferencing platforms must meet the privacy,
data protection and information security standards necessitated by the sensitive and
confidential nature of the information and communication shared in the context of
judicial proceedings. Second, it entails that the use of videoconferencing cannot
compromise the right to a fair trial. This right is absolute in the sense that, while
composed of several rights that on their own and under specific conditions may be
remediable (or derogable), it cannot be derogated in ways that make the criminal
process as a whole unfair.

The right of a person who is arrested or detained on criminal charges to be physically
present for his or her initial hearing before the judge is guaranteed under both
international and EU law, and recourse to videoconferencing cannot be considered a
valid alternative to in-person legal assistance in such circumstances. When the specific
circumstances of a case justify or impose recourse to a remote hearing for a person in
custody or detention, facilities that enable free and confidential exchanges between a
lawyer and defendant are needed to secure the full respect of the right to a fair trial.
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Physical presence of the defence at trial can be a precondition to secure the
effectiveness of other fair trial rights, including the right to be assisted by a lawyer, the
right to interpretation, or the right of the defence to be heard. The deployment of
videoconferencing tools, especially when not specifically designed for the criminal justice
domain, limits the possibility to effectively exercise such rights on a practical level. The
use of videoconferencing tools should therefore be subject to a case-by-case ex ante
assessment by a competent judicial authority. Such assessment should be based on a
substantive analysis, with published reasons on the need (or not) for physical presence
to ensure the fairness of a hearing, alternative options to total exclusion if physical
presence is not strictly required, and the compensating measures that would be needed
to counter-balance any prejudice to the relevant party.

As far as cross-border proceedings are concerned, videoconferencing can provide a
better alternative to the temporary transfer of suspects and accused persons pursuant
to a European Arrest Warrant (EAW). Prior to the Covid-19 crisis, such transfer — which
entailed detaining the suspect or accused person to be heard or interviewed — was often
undertaken to secure the physical presence of the suspect or accused in the requesting
state, despite the absence of flight or absconding risks.

Informed and free consent remain essential to securing fair trial rights in
videoconference-enabled cross-border proceedings. Additional safeguards, including
dual legal representation, for instance, are also needed to prevent the use of remote
justice technologies undermining the effectiveness of defence guarantees provided
under EU and national law.

In the digital age, fairness also increasingly depends on the possibility for the defence to
benefit from full access to digital case management systems and digitalised case files.
Provided that this condition is satisfied, reducing reliance on paper files, which require
physical access and only allow limited time for their inspection, can be extremely
important for the daily work of defence lawyers. The replacement of paper registries
through the digitalisation of case files and the implementation of IT tools and systems
for the electronic management of cases can potentially reduce delays and increase the
quality of legal assistance, with significant advantages in terms of fundamental rights
(including the right to personal liberty).

Specific technical solutions must be developed in order to guarantee a high level of
protection of the data processed and stored by the justice apparatus. These data include
particularly sensitive information on suspects and accused persons, as well as on victims
and witnesses — including vulnerable persons such as minors — that could potentially be
used as evidence in a criminal trial. Human rights and the rule of law can only be
adequately protected when the digital infrastructure of EU and national court and justice
systems (software, hardware) is adequately protected.

A high level of technical protection is in particular required to prevent risks of
manipulation of information on criminal investigation and prosecution, and to avoid
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interferences with the integrity of criminal proceedings. Digital markers certifying the
chain of custody of the data and showing clearly which authorities accessed the data
concerned should also be developed. These digital markers would allow competent
judicial authorities, as well as suspects and accused persons, to control where the
information comes from, and to verify whether it has been collected and processed in
line with applicable data protection and criminal justice rules and standards.

e The use of Al applications in the criminal justice domain can have far reaching negative
implications for the fairness of proceedings. These tools can upset the logics underlying
adversarial proceedings, since defence lawyers can de facto be deprived of the possibility
to effectively comment or challenge the evidence used against the defendants. Another
major problem that Al poses from a defence perspective relates to the opacity that
characterises these tools. The precise reasoning and justification behind a decision
enabled or supported by Al are not always transparent and become difficult for the
defence to challenge.

e The use of technologies, including videoconferencing and also potentially Al, cannot
undermine access to effective remedies. It is therefore of utmost importance that legal
remedies are made available to challenge or revise any decisions made by courts during
hearings held through videoconference, or any decisions taken (solely or partially) on the
basis of automated Al assessments.

e To secure the fairness of, and accessibility to, criminal justice, it is also important that
the EU and its member states develop legal aid schemes specifically tailored to the needs
of the defence in the digital age. Funding should be provided, including through national
bar associations, to enable the provision of specialised legal assistance. Financial
assistance through national bar associations should also be directed at equipping the
defence with digital tools allowing lawyers to analyse large amounts of digital data in
criminal files.

e Specialised legal training should be made available to all justice users, including not only
prosecutors and judges, but also criminal defence lawyers, so that they are in a better
position to challenge by videoconference.

Preserve impartiality and safeguard the human dimension of criminal justice

e Physical presence, personal encounters and human interaction are at the core of a fair
trial, since they give substance to many due process standards.

e Individuals, especially those who are vulnerable, disadvantaged or deprived, feel more
‘heard” in face-to-face conversations during in-person encounters. As far as
videoconference-enabled proceedings are concerned, research and practice show that
defendants are less likely to take up legal advice during videoconference hearings. Also,
videoconferencing does not always provide the opportunity to entertain the kind of
confidential exchanges between lawyers and their clients that are required to deliver an
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effective defence. Furthermore, research shows that defendants who appear on video
from police stations are more likely to get prison sentences.

Judicial authorities, defence lawyers and criminal law experts highlight the importance
of carefully distinguishing between i) activities that are well or even better performed by
videoconference rather than in the conventional way, ii) activities that can be carried out
using such tools, but at the cost of certain complications that must be carefully assessed,
and iii) activities that are mostly incompatible with videoconferencing.

When tools such as videoconferencing equipment are deployed in criminal proceedings,
technical arrangements should be provided for to guarantee an experience that is as
‘true to life’ as possible. These include not only a high-quality connection, but also a
visual and logistical setting that replicates that of an in-person hearing, in order to also
enable visual and non-verbal communication.

As for the use of Al, the key problem of dehumanising the administration of justice
through Al is the misleading idea that judges cannot be independent and human beings
are biased, whereas technology is not. This assumption relies on a highly problematic
mistrust of human beings and the central role of human/social interactions and emotions
such as empathy and compassion.

The main problem with Al (particularly the kind represented by machine—learning
algorithms) is that there comes a point where the machine takes over and can no longer
be ‘trained’” or effectively overseen by humans. The risk exists that the machine will
perform its functions and make decisions based on data and codes that are biased, and
will discriminate on grounds including the ethnic origin or socio-economic status of the
person involved. This is unacceptable in an area like criminal justice, where the state’s
investigative, prosecuting and punitive machinery must be kept under the scrutiny and
control of human beings, in particular independent judicial authorities, who remain
ultimately responsible for the delivery of justice in rule of law-based systems and
societies.



INTRODUCTION

Technology can transform the way in which criminal justice works. Within and beyond the
European Union, the modernisation of justice systems increasingly relies upon the
development and application of a wide range of information and communication technology
(ICT) tools. Videoconferencing platforms, case management systems (CMSs), digital
communication and data exchange platforms, as well as artificial intelligence (Al) and machine-
learning technologies, are currently being developed or deployed in the practical
administration of justice systems, and in the delivery of justice-related services.

By disrupting the functioning of justice administrations, the outbreak of the Covid-19 pandemic
imposed the use of technologies as both an urgent need and a new reality in several
jurisdictions and procedural instances. ICT has indeed played a crucial role in ensuring the
functioning of justice systems in times of health-emergency regimes and social distancing
measures.

At the same time, the Covid-19 crisis has injected new momentum into, and paved the way for,
a series of EU policy and normative initiatives directed at broadening the use of a wide range
of different technologies in courts and justice systems, and at expanding access to and use of
electronic information in criminal proceedings.

In October 2020, the Council of the European Union adopted conclusions calling for new EU
actions and instruments on videoconferencing in court sessions, cross-border judicial
communication and the use of Al for justice applications.! In December 2020, the European
Commission presented a package of future initiatives in its communication on the digitalisation
of justice.? The toolbox of measures proposed in the communication — which encompasses
proposals for legislative and non-legislative actions — is aimed at “further supporting member
states to move ahead their national justice systems towards the digital era” and “making digital
the default option” in cross-border judicial cooperation.?

Efforts towards the enhanced used of technologies in judicial systems are far from being an
exclusive EU prerogative. In the United Kingdom, for instance, a digital reform programme in
justice and the courts is well underway.* Discussions surrounding the impact of technology on
the administration of criminal justice have also been ongoing at the wider international level.

1 Council of the European Union (2020), “Access to justice: seizing the opportunities of digitalisation”, Council
Conclusions 11599/20, Brussels, 8 October 2020.

2 European Commission (2020), “Digitalisation of justice in the European Union: A toolbox of opportunities”,
COM/2020/710 final, Brussels, 2 December 2020.

3 European Commission (2020a), “Modernising EU justice systems: New package to speed up digitalisation of
justice systems and boost training of justice professionals”, Press Release, Brussels, 2 December 2020.

4 UK Government, “The HMCTS reform programme”, Guidance (https://www.gov.uk/guidance/the-hmcts-reform-
programme).
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The Council of Europe (CoE) has taken a particularly proactive role in developing a legal
framework to “meet the opportunities and challenges that digital technologies present for

justice systems”.>

Policy and normative measures promoting the use of technologies at the national, EU and
international level are often justified by the objective of achieving better management of
justice and court systems. The argument that is often made is that technology can make justice
systems ‘smarter’ by reducing costs, speeding up processes and offering (both internal and
external) ‘users’ of the justice sector new tools to work and communicate with. In these
respects, the deployment of technological tools is functional to the pursuit of efficiency targets
such as speed, and cost reductions.

The simplification and automation of procedures and processes, and the use of increasingly
available amounts of data, which are being held, controlled or processed more and more
frequently by private companies, are also increasingly being seen as instrumental for the
purposes of predicting, preventing, detecting, investigating and prosecuting crime in the digital
era. The use of new technologies and data has long informed and progressively permeated the
security and law enforcement agenda at the national, EU and international level.® In many
respects, these technological developments and applications are now being promoted in the
criminal justice domain.

And yet, criminal justice and judicial cooperation in criminal matters are governed by their own
distinct principles and rules. They are implemented through procedures designed to respond
to interests and objectives that go beyond those of the authorities investigating and
prosecuting crime, and that most notably include the protection of the rights of individuals,
including those of suspects and accused persons.

Normative initiatives directed at equipping law enforcement actors with tools to communicate,
collect, exchange and process large quantities of data can be difficult to reconcile with the
legally binding and non-derogable objective of ensuring fairness (including through equality of
arms) in judicial proceedings.’

Technologies can profoundly affect the roles, prerogatives and rights of the different categories
of professionals and individuals involved in or concerned by the administration and delivery of
criminal justice. The push towards the technological transformation of justice systems and

5> Within the CoE, the European Commission for the Efficiency of Justice (CEPEJ) —in particular its Working Group
on Quality of Justice (CEPEJ-GT-QUAL) has developed several reference texts concerning the digital transformation
of the judiciary and the implementation of digital justice in the judicial systems of the member states of the Council
of Europe. See https://www.coe.int/en/web/cepej/cepej-work/quality-of-justice.

® Carrera, S. and V. Mitsilegas (2017), “Constitutionalising the Security Union: Effectiveness, Rule of Law and Rights
on Countering Terrorism and Crime”, CEPS Paperback Series. See also, Mitsilegas, V. and N. Vavoula, (eds.) (2021),
“Surveillance and Privacy in the Digital Age: European, Transatlantic and Global Perspectives”, Hart Studies in
European Criminal Law.

7 The right to a fair trial is protected under Article 6 of the European Convention on Human Rights (ECHR). The
general requirements of fairness contained in Article 6 apply to all criminal proceedings, irrespective of the type
of offence at issue. See European Court of Human Rights (ECtHR), “Guide on Article 6 of the European Convention
on Human Rights Right to a fair trial (criminal limb)”, updated on 31 December 2020.
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processes is a factor of radical change for the everyday work of judicial actors (including both
judges and prosecutors), as well as lawyers and public officials working in the justice sector.
Inevitably, the deployment of technologies is also transforming the way in which these
professionals (and the administrations of justice and court systems) interface and interact with
subjects involved in criminal proceedings, including suspects and accused persons, as well as
witnesses and victims of crime.

The multi-level impact deriving from the deployment of technologies for the purpose of the
administration of justice therefore goes well beyond the technological. Technologies can
significantly condition the way and extent to which justice can be accessed by individuals,
including socially and economically disadvantaged groups, and therefore also pose compelling
questions related to equality before the law. Furthermore, the increased amounts of data
potentially available for crime-fighting purposes and judicial decision-making processes have
the potential to trigger legal, institutional and organisational transformations of justice systems
and judicial decision-making processes. These transformations raise challenges related to
access to effective legal and judicial protection of individuals. Data-driven technologies can also
generate discrimination issues, especially when deployed to assess ‘risk’ profiles or predict
crime based on sensitive factors such as ethnicity, geographical origin and gender.

In a context where at the national, EU and international level technologies and data in courts
and judicial proceedings are imposed or promoted as solutions or default options, or framed
as inevitable processes or developments, the need arises for a thorough ex ante assessment of
their actual impact on legal values, including legality, necessity, proportionality, accessibility
and transparency. In legal and judicial systems based on the rule of law and bound to the
respect of fundamental rights, these are determinants of justice that cannot be compromised.®

Given the impact that technologies and the increased use of data for administering or delivering
criminal justice can have, not only on privacy, but also on fair trial guarantees and the
prohibition against discrimination, the necessity, proportionality, effectiveness, legal
consistency and fundamental rights compliance of any digital or technological transformation
initiative must be rigorously ensured.

Within the EU legal system, respect for the Charter of Fundamental Rights of the European
Union (the Charter) is a binding legal requirement that must be met by all Commission acts and
initiatives. According to the EU principles and standards on Better Regulation,® the impact (both
positive and negative) that different policy options under consideration can have on
fundamental rights must be evaluated, taking into account the position of all stakeholders
concerned.®® In the criminal justice sector, these include a wide range of public authorities,
legal professionals and various categories of individuals including victims and witnesses of
crime, but also suspects and accused persons in criminal proceedings. Without verifying the

8 See, European Commission for Democracy Through Law (Venice Commission) (2016), “Rule of Law Checklist”,
adopted by the Venice Commission at its 106th Plenary Session, Venice, 11-12 March 2016.

9 See, European Commission, “Better Regulation Toolbox”, which complements the Better Regulation Guidelines
presented in SWD(2017) 350.

10 bid., TOOL #28. Fundamental Rights & Human Rights, p. 210.
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impact that digitalisation initiatives can have on the rights and prerogatives of each of these
stakeholders, normative initiatives promoting the use of technologies in criminal justice risk
generating fundamental rights and rule of law problems, instead of offering solutions.

Against this backdrop, the Centre for European Policy Study (CEPS) and the Global Policy
Institute (GPI) at Queen Mary University of London (QMUL), set up a High-Level Expert Group
(HLEG) to examine — from a multi-disciplinary perspective — how (old and new) technologies
can affect the functioning of a variety of judicial institutions, processes and practices at the
national and European level.

A key focus of the HLEG's discussions was the interplay of new technologies and digital
transformation processes with the judicial values of legality, fairness, accessibility and equality
before the law. Another key objective was to unpack the EU notion of ‘digitalisation of justice’
and to test the hypothesis already explored in previous CEPS/QMUL research,!! notably that
‘digitalisation” often corresponds to ‘securitisation” — a policing or law enforcement approach
that generates tensions with, and in some cases runs contrary to, EU and national constitutional
rule of law and fundamental rights guarantees.

The Group’s discussions focused on addressing questions related to:

e The deployment of remote justice technologies, in particular the use of
videoconferencing and remote legal assistance and interviews in judicial proceedings.

e Ongoing initiatives promoting the use of technologies in EU and national justice
systems, with special focus on the digitalisation of judicial files and electronic exchange
of procedural documents, as well as the introduction of new procedures for the
collection and exchange of data in cross-border judicial proceedings, and the creation
of new tools promoting the interoperability of platforms in criminal justice systems.

e The legal and ethical implications linked to the deployment of Al in the criminal justice
domain.

The development and (actual or potential) application of these technologies in the criminal
justice domain raises specific questions and issues from a fundamental rights and rule of law
perspective.

The HLEG, which comprises lawyers, civil society actors and academic experts, met twice
between February and March 2021. During these two meetings, the HLEG unpacked the
concept of digitalisation down to the different legal or policy initiatives (ranging from the
implementation of remote justice solutions to the creation of agency-related information-
sharing systems and use of data in criminal proceedings) that member states and the European
Commission have grouped (often artificially) under their policy agendas. These are examined
in the different sections of the report.

1 Carrera, S., M. Stefan, and V. Mitsilegas (2020), “Cross-border data access in criminal proceedings and the future
of digital justice: Navigating the current legal framework and exploring ways forward within the EU and across the
Atlantic”, Report of a CEPS/QMUL-GPI Task Force.
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Structure of the report

The report is divided into three main sections, each reflecting the key topics discussed during
the HLEG meetings.

Section 1 provides an overview of the different ways in which the Covid-19 pandemic has not
only disrupted the functioning of justice systems, but also served as a justification for numerous
national and EU-level initiatives promoting the use of (old and new) technologies in practically
all aspects of justice. Section 2 delves into the analysis of how, depending on their design and
the specific contexts in which they are used, different types of technologies can either enhance
or undermine access to justice, as well as the protection of fundamental rights in criminal
proceedings. In this section, special attention is given to the challenges that new technologies
pose from a legality and accessibility perspective, as well as with regard to quality, fairness and
accessibility of criminal justice in the EU. Section 3 draws conclusions and sets out a number of
recommendations towards EU policymaking and law reform in the area of criminal justice in
the digital age.

The report reflects the key findings that emerged from the HLEG's deliberations on each of
these questions. Its contents reflect the general line and direction of the discussions and
contributions made by members of the group, as well those of the speakers and meeting
participants. The report’s proposals and recommendations do not necessarily represent a full
common position agreed by the HLEG members and meeting participants, nor do they
necessarily represent the views of CEPS, the GPl at QMUL or the institutions and organisations
to which the members and participants belong. A full list of experts who took part in the group
discussions is annexed to the report, together with the agendas of both HLEG meetings.



1. FROM DISRUPTION TO DIGITAL RUSH: THE IMPACT OF COVID-19 ON THE
FUNCTIONING OF CRIMINAL JUSTICE SYSTEMS

1.1 Impact on the functioning of national justice systems

Covid-19 has disrupted the functioning of justice systems in several countries across and
beyond Europe. In the immediate wake of the pandemic, national justice administrations faced
challenges associated with the introduction of unprecedented social distancing restrictions.

The outbreak of the virus severely affected the course of judicial proceedings, with some
governments imposing the closure of courts and suspending or delaying proceedings to reduce
the risk of Covid-19 transmission at in-person court hearings. The ability of defendants to
consult with their lawyers and/or access interpretation services — whether in courts, police
stations or prisons — was also severely affected. Court closures and limited access to police
stations also caused delays in gaining access to case files, especially in countries where these
are not digitalised.!?

The ways in which the functioning of justice and court systems has been progressively adapted
to cope with the disruptions caused by the health crisis and related lockdowns have varied not
only from country to country, but also within single national jurisdictions.*3

In the early phases of the emergency, some countries reacted with the quasi-complete closure
of their justice systems. In Italy, for instance, all court activities were suspended following the
introduction of governmental decrees!# postponing most cases and suspending deadlines set
by laws. Exceptions only applied to urgent cases, such as arrest and pre-trial detention
proceedings, or to European Arrest Warrant (EAW) proceedings and analogous cross-border
judicial cooperation proceedings. During this period, criminal proceedings were held in camera
(behind closed doors). As at the end of April 2020, new decrees® had been adopted to allow
proceedings to resume with parties participating via videoconference.

Pursuant to the measures currently in place to tackle the spread of Covid-19 and its new
variants in many member states, limits on in-person access to courts and justice
administrations can still be imposed, if necessary to secure compliance with the relevant health
safeguards.

12 Fair Trials (2020), “Beyond the emergency of the COVID-19 pandemic: lessons for defence rights in Europe”, 20
July 2020.

13 The European e-justice portal provides regular overviews of the national measures taken in the EU in the area
of justice in view of the Covid-19 pandemic. See, https://e-justice.europa.eu/content impact of the covid19

virus_on the justice field-37147-en.do. A similar webpage has also been created by the CEPEJ, covering the
countries that are part of the CoE. See, https://www.coe.int/en/web/cepej/compilation-comments.

1 Leg. Decrees 8 March 2020, no. 11 and 17 March 2020, no. 18.

15 Leg. Decree 30 April 2020, no. 28; Leg. Decree 28 October 2020, no. 137, Conv. Parliament Act 18 December
2020, no. 176.
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Rather than imposing the complete closure of courts, some countries have introduced
temporary reductions in their workload to deal only with essential cases.'® Such policy implies
a prioritisation between essential and non-essential cases, procedures and hearings.?’

Regardless of the diversity in national responses, emergency measures adopted with a view to
protecting public health during the continued Covid-19 crisis have brought about important
derogations on fundamental rights and rule of law safeguards,*® the protection of which
typically depends upon the continued functioning of judicial systems and institutions. These
include the right to a fair trial by an independent and impartial court, the right to judicial control
of deprivation of liberty and the right to an effective remedy, as well as to ensuring that all
branches of government act lawfully.?

1.2 Increased use of technologies and data in criminal justice systems and
proceedings

Despite the diversity in national responses to the Covid-19 crisis, the outbreak of the pandemic
has shown the important role of technologies in allowing justice systems to resume or continue
operations while responding to social distancing requirements.

The organisational and operational resilience of justice systems has, to a large extent,
depended on the possibility for judicial authorities (including both judges and prosecutors) and
legal practitioners (including lawyers, but also probation organisations and bailiffs) to telework
and carry out their duties remotely. The sudden deployment of digital communication
technologies such as videoconferencing platforms and systems for accessing and exchanging
information (including case files) electronically has also been required to guarantee the
continuation of judicial proceedings.

Despite past efforts made in several countries and at EU level?® to introduce and improve the
use of remote communication technologies in the field of justice, and to address a lack of
knowledge or confidence in such systems among judicial authorities and legal practitioners,
videoconferencing tools and electronic file management systems were, until recently, either
unavailable (at least for certain types of instance or proceeding) or rarely used in practice.

Until the second half of 2020, the possibility to use videoconferencing tools and case
management files in criminal justice systems varied significantly across the EU. A recent

16 See in this regard a CCBE survey undertaken in May 2020 providing feedback in relation to restrictions on courts
across Europe.

7 In England and Wales, for example, the Royal Courts of Justice classified urgent matters as those cases that
required a decision within a week and were “essential in the interests of justice”. See, Dawuni J. (2020), “The
Gendered Face of COVID-19: Women and Access to Justice”.

18 Verfassungsblog on Constitutional Matters, “Debate on Power and the COVID-19 Pandemic”.

19 See Human Rights Council, Presidential Statement 43/1 (29 May 2020), “Human rights implications of the
COVID-19 pandemic”, Preamble; and Resolution 44/9 (16 July 2020), “Independence and impartiality of the
judiciary, jurors and assessors, and the independence of lawyers”, Preamble.

20 At EU level, the development of e-justice has been promoted over the last decade, in particular successive
strategies and action plans, currently the “2019-2023 Action Plan European e-Justice” (2019/C 96/05).
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Commission stock-taking exercise on the use of technologies in the field of justice indicates
that, of the 26 member states for which information was collected, the use of distance
communication technologies (videoconferencing) for hearings in criminal cases is possible for
all situations explored in only 11 member states (42%). Partial possibility for use of these
technologies in hearings is evident in 14 member states (54%). In one member state (4%),
remote hearings are not possible in any of the scenarios explored.?! The differences in the ways
and extent to which EU member states use various types of technologies in the administration
and running of their justice systems have long been reflected in the findings of EU justice
scoreboards produced yearly by the European Commission.??

Reports produced on the matter?3 indicate that divergences in the types of technologies used
in the criminal justice domain, as well as in the extent to which these tools are used in judicial
proceedings, are not necessarily or systematically linked to public investments in ICT
applications in courts and public prosecution services. Other factors, including for instance the
existence and development of a dedicated legal framework, can also influence how
technologies are deployed in court and justice systems.?*

The varying approaches in the use of technologies are therefore also linked to the regulation
of the administration and delivery of criminal justice (and related processes and procedures) in
countries presenting different legal and constitutional traditions. Existing evidence also shows
that the level of deployment or development of IT tools cannot be systematically linked to
improvements in the level of court performance.?> The HLEG discussion indicated that such link
can be neither automatically nor generally established with regard to the overall degree of
effectiveness, accessibility and fairness of justice and court systems.

Despite the diversity of (practical and normative) approaches that traditionally feature the use
of technologies in criminal justice systems, the outbreak of the pandemic has suddenly led to
anincrease in the use of remote communication tools, both in judicial proceedings (for example
for the purpose of hearing or interviewing defendants and witnesses), and in order to enable
communications (including the exchange and review of evidence) between judges,
prosecutors, lawyers and other actors contributing to the functioning of justice and court
systems.2°

In times of social distancing and courts closures, defendants in criminal proceedings started to
go to the closest police station to be questioned remotely by the prosecutor or judge. When

21 European Commission (2020b), Staff Working Document Accompanying the Communication from the
Commission on Digitalisation of justice in the European Union: A toolbox of opportunities, (SWD(2020) 540), p. 9.

22 See https://ec.europa.eu/info/policies/justice-and-fundamental-rights/upholding-rule-law/eu-justice-scoreboard
_en. Most recently, the various differences in the level of digitalisation of member states’ justice systems have been
further mapped by the Commission. See, https://ec.europa.eu/info/sites/info/files/swd _digitalisation en.pdf.

23 CEPEJ (2017), Thematic report: Use of information technology in European courts, European judicial systems
Efficiency and quality of justice, CEPEJ Studies No. 24, p. 5.

2 |bid., pp. 44-45.
%5 |bid., p. 67.

26 Commission (2020c), 2020 Rule of Law Report: The rule of law situation in the European Union, Brussels, 30
September 2020, COM(2020) 580 final, p. 7.
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provided, legal assistance in police custody was primarily delivered remotely, either via
telephone or video-link. When in pre-trial detention, defendants participated in proceedings
through online connections installed in rooms within detention facilities. During lockdowns,
videoconferencing-enabled proceedings were also held to present evidence before courts, or
to discuss matters in a dialectic way during remote court hearings.

Experts in the HLEG noted that the sudden switch to remote communication tools in such
contexts severely impacted the overall quality of legal assistance. Regarding suspects in police
custody, assistance was often limited to pre-interview consultations, and strictly restricted by
time, meaning that they were not assisted during the questioning itself. This way of working
therefore restricted procedural safeguards protected under EU law, which provide for the right
to legal assistance both prior to and during questioning. The right to legal assistance during
questioning appears to have been particularly impacted.?’

The right to confidential legal assistance prior to questioning and the right to privacy of
detainees have also been impacted because telephones or other remote communication
devices are not necessarily located in a private space. Worrying reports have also been made
of episodes in which video calls and Skype interviews of detainees have taken place in the
absence of the necessary minimum conditions of confidentiality and, in particular, in violation
of the prohibition of auditory control by prison officers.?®

Another area where the impact of Covid-19 has led to increased use of technology is the
digitalisation of case files, and the possibility to obtain and exchange information and
documents electronically.

In some EU countries, Covid-19 has led to the introduction of new means to digitally produce
or exchange legal documents, including evidence in criminal proceedings. In Italy, for instance,
a new ‘cloud system’ has been created to enable documents from the defence and the
prosecutor to be filed and exchanged digitally. In other countries, the Covid-19 crisis has led
authorities to introduce new systems for filing documents to the courts or prosecutor’s office
(either by phone or electronically), or to enable digital access to justice services, for instance
by signing documents and exchanging them electronically.?® At the same time, members of the
HLEG noted that despite the great need for wider and quicker access to digitalised case files
(e.g. to challenge the basis of detention, to challenge evidence before trial, to prepare the
defence, to consult with the client and to exchange files during trial), progress in this specific
respect still needs to be made in many member states.

The urgent need imposed by the pandemic on many national justice and court systems to
employ various types of technologies highlighted pre-existing and well-known infrastructural
shortcomings. It also exposed the significant divergences in policies (and related progresses) of

27 See Fair Trials (2020), Justice under lockdown in Europe — A survey on the impact of COVID-19 on defence rights
in Europe, p. 4.

28 Garante Privacy and Garante Deprivation of Liberty, Joint Press Release, “Garante privacy e Garante privazione
liberta: necessaria maggiore riservatezza per i colloqui dei detenuti”, 9 April 2021.

2% European e-Justice Portal, “Digital Tools in Member States”.
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different EU member states with regard to the modernisation or innovation of their justice
infrastructures and processes. At the same time, HLEG discussions critically highlighted how
acceleration toward an enhanced use of technologies and data in criminal justice systems has
not been limited exclusively to initiatives aimed at ‘catching up’ with innovation or
modernisation processes in the justice sector.

Measures adopted by national governments in the wake of the pandemic have, in fact, also
been introduced to pursue policy objectives that are not directly related to the need to address
the disruption caused by Covid-19 in the day-to-day functioning of justice and court systems.

These measures include, on the one hand, costs reductions and an increase in speed in judicial
proceedings following a business-like or managerialist logic, directed at the pursuit of efficiency
in terms of processing as many cases as possible, in fewer days, with a lower number of
resources and less staff time spent. These interventions do not necessarily pursue a qualitative
approach to delivering justice in a way that promotes the rights of the people concerned,
including suspects, accused and victims of crime.3? On the other hand, measures adopted in
the wake of the pandemic respond to a securitisation logic, which has led to the enhancement
of investigating and prosecuting authorities’ powers and possibilities to use technologies and
data for the purpose of fighting crime (and sometimes for enforcing Covid-19 related
emergency restrictions).3!

Worryingly, measures adopted or extended in the name of dealing with the health emergency
that promote the use of technologies in the criminal justice domain have often been introduced
without a detailed assessment or justification of their legal and societal implications, or their
interference with fundamental rights such as privacy, fair trials and non-discrimination.

As far as the use of videoconferencing in judicial proceedings is concerned, international human
rights treaty bodies3? and civil society actors®® have stressed that, even in exceptional
circumstances such as those of the Covid-19 crisis, remote justice solutions should be used, if
so provided by law, in non-discriminatory, time-limited, and demonstrably necessary and
proportionate ways, which reflect the specific characteristics of the individual case. In this vein,
the French Constitutional Court ruled on 15 January 2021 that the provisions of emergency
legislation enabling courts’ total discretion to decide on remote rather than physical hearings

were unconstitutional.3*

30 See, Hodgson, J.S. (2021), “The Metamorphosis of Criminal Justice: A Comparative Account”, Oxford University
Press. For national perspective on the matter, see, Gautron, V. (2014), “The impact of managerial concerns on the
administration of criminal justice”, in Penal Field Vol. XI, 2014; and Mary, P. (2001), “Pénalité et gestion des risques:
vers une justice « actuarielle » en Europe?”, in Déviance et Société 2001/1 (Vol. 25), pp. 33-51.

31 See, Privacy International (2020), “Tracking the Global Response to COVID-19”.

32 See Inter-American Commission on Human Rights (IACHR) and the United Nations Special Rapporteur on the
Independence of Judges and Lawyers, Joint declaration on access to justice in the context of the COVID-19
pandemic.

33 International Commission of Jurists (ICJ) (2020), “Videoconferencing, Courts and COVID-19: Recommendations
Based on International Standards”, November 2020, p. 5.

34 Cons. const. 15 janv. 2021, n° 2020-872 QPC, 8 February 2021.
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Concerns have also been expressed in relation to normative initiatives that, in the wake of the
Covid-19 pandemic, some EU countries have adopted to expand authorities” ability to access
and use data for the purpose of policing and prosecuting crime.

In Bulgaria, for instance, the Electronic Communications Act was amended?” to allow the police
to obtain access to traffic data for the purpose of enforcing the mandatory isolation and/or
treatment of individuals, on whom such measures were imposed and who had refused or failed
to comply with them. A report produced by the EU Agency for Fundamental Rights (FRA) noted
that according to this new law, “access should be granted immediately and without prior
judicial authorisation”.3®

Other examples of ways in which the Covid-19 pandemic has justified the introduction of new
measures increasing national authorities’ powers for the purpose of preventing and fighting
crime (including through the use of technologies and data) have been collected by civil society
actors who took part in the HLEG consultations.?’ These initiatives are often illustrative of the
risks that derive from national governments using the pandemic to introduce new instruments
promoting use of technologies in the field of criminal justice, without however verifying or
assuring the compatibility of such instruments with basic EU fundamental rights of rule of law
safeguards that must be guaranteed in the criminal justice domain.

1.3 Impact on EU judicial cooperation in criminal matters

The considerable impact of Covid-19 on the functioning of national justice systems (in particular
on the less equipped/prepared ones) has also adversely affected EU cross-border judicial
cooperation. In turn, the different approaches or strategies adopted by individual EU countries
to cope with the disruption caused by the Covid-19 crisis have led to a fragmented landscape,
which also affects the course of judicial cooperation in criminal matters within the EU.

The Covid-19 crisis had an immediate impact on the functioning of EU judicial cooperation in
criminal matters, such as on EAW?32 proceedings. Periodic reports produced by the General
Secretariat of the Council of the EU based on information collected by the EU Agency for
Criminal Justice Cooperation (Eurojust) and the European Judicial Network (EJN) pointed out
that the Covid-19 crisis affected the ways in which EAWs are issued and executed, and
generated major difficulties in carrying out the actual surrender of persons under the EAW
scheme.3°

%5 Act on the Measures and Activities during the State of Emergency Declared by Decision of the National Assembly
of 13 March 2020 Act, 24 March 2020, para. 41.

% Fundamental Rights Agency, “Coronavirus COVID-19 outbreak in the EU: Fundamental Rights Implications”,
Country: Bulgaria, 23 March 2020.

37 Fair Trials (2020a), “Policing COVID-19”.

38 Council Framework Decision of 13 June 2002 on the European Arrest Warrant and the surrender procedures
between Member States — Statements made by certain Member States on the adoption of the Framework
Decision.

39 Council of the European Union (2020a), “The impact of COVID-19 on judicial cooperation in criminal matters —
Executive summary of information compiled by Eurojust and EJN”, 7693/2/20 REV 2, Brussels, 26 June 2020, p. 5.



FROM DISRUPTION TO DIGITAL RUSH: THE IMPACT OF COVID-19 ON THE FUNCTIONING OF CRIMINAL JUSTICE SYSTEMS | 23

The reports also highlighted negative effects of the pandemic on cooperation under the
European Investigation Order (EIO)*° and Mutual Legal Assistance (MLA) agreements, with
countries experiencing a decrease in the issuing of judicial measures through such instruments
and/or applying prioritisation. While in most EU member states EIOs continue to be issued and
translated, their transmission by regular postal services to the executing state has been
affected, suspended or postponed (except in urgent cases).*!

Recourse to new technologies, however, has allowed judicial authorities to keep cooperating
at cross-border level. For instance, it has been reported that cooperation under Joint
Investigation Teams (JITs) has regularly continued thanks to the replacement of physical
meetings by those enabled by electronic communication.*?

The pandemic has also prompted judicial authorities to explore the possibility of using remote
videoconferencing instead of EAWs or other extradition instruments. In light of the major
impact of the Covid-19 crisis on the last phases of surrender procedures, the issuing of EIOs to
hear the requested person via videoconference during both the trial and pre-trial phases of
criminal proceedings is increasingly seen as a practical alternative to adjourning trials,
transferring criminal proceedings or taking over the enforcement of a custodial sentence.*?

Hearings via video or telephone conference for the execution of EIOs have become preferable
options, not only in the early phases of the pandemic, but also in the light of the recently
reinstated restrictions in response to the recrudescence of the Covid-19 situation. In its own
initiative report on the EAW’s implementation adopted on 20 January 2021, the European
Parliament (EP) made a recommendation for the member states to ensure that an EAW is only
issued if less intrusive measures would not lead to the same result, e.g. hearings by
videoconference or related tools.** As to the means of transmission of EIOs and MLA requests,
the majority of states recommended electronic transmission (i.e. email) as the most effective
means in the current situation.*®

1.4 Latest EU initiatives for the digitalisation of criminal justice

The disruption caused by Covid-19 has made the digital transformation of national judicial
institutions and judicial cooperation systems and related processes a policy priority for the EU.

Throughout 2020, several initiatives were adopted to foster the use of technologies and
electronic data in all sectors and at all levels of EU and national public administration, including

40 Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the European
Investigation Order in criminal matters.

4 1bid., p. 7.
42 1bid., p. 8.

43 See also, Council of the European Union (2020b), “The impact of COVID-19 on judicial cooperation in criminal
matters — Executive summary of information compiled by Eurojust and EJN”, 7693/5/20 REV 5, Brussels, 12
February 2021.

44 European Parliament (2021), Resolution of 20 January 2021 on the implementation of the European arrest warrant
and the surrender procedures between Member States (2019/2207(IN1)), Brussels, 20 January 2021, para. 7.

4 |bid., para. 9.
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in the criminal justice domain.*® Making use of increasingly available data, in particular by
ensuring that existing and new IT tools are interoperable by default, is also one of objectives
set forth in the European strategy for data. Such strategy stresses that “seamless access to and
easy reuse of EU and Member State legislation, jurisprudence as well as information on e-
justice services is critical not only for the effective application of EU law but also enables
innovative ‘legal tech” applications supporting practitioners (judges, public officials, corporate
counsel and lawyers in private practice).”*’

Several of the latest initiatives promoting digital justice did not (or not exclusively) originate
from the EU institutions directly responsible for the EU’s justice portfolio, most notably the
Commission’s Directorate General (DG) for Consumers and Justice. They were also promoted
by (or developed in cooperation with) institutional actors concerned with the development of
EU action in the field of internal security, and in particular by the Commission DG for Migration
and Home Affairs.

As a consequence, a number of initiatives promoting the use of very different technologies in
distinct policy fields of law enforcement and criminal justice have been artificially grouped
under the EU’s digital justice agenda. At the same time, very different interests are served
depending on the specific type of technology promoted at the policy or normative level. It is
therefore important to provide an overview of the different types of technologies and tools
promoted under the EU digitalisation initiatives, in order to assess whether they are directed
at promoting the roles and prerogatives of all the actors who traditionally participate in the
administration of criminal justice systems, or whether instead they are instrumental in fostering
transformations directed at prioritising exclusively the interests of actors concerned with
security and criminal law enforcement.

1.4.1 The 2020 Security Union Strategy

In July 2020, the Commission’s Security Union Strategy“® laid down plans for developing tools
and infrastructures aimed at allowing both law enforcement and criminal justice practitioners
to cooperate and share information. The communication qualified judicial cooperation as a
“necessary complement to police efforts to fight cross-border crime” and noted how the use
of digital technologies can “improve the efficiency” of justice systems.*?

The strategy presented the Commission’s plans to work with member states to accelerate the
rollout of the necessary IT systems at national level. In particular, it announced the intention to
enable the automated exchange of additional data categories already available in member
states’ “criminal or other databases” for the purpose of criminal investigations, and to look into
the modernisation of existing instruments (e.g. the Priim Decisions, establishing automated

46 European Commission (2020c), “2020 Strategic Foresight Report, Charting the Course Towards a More Resilient
Europe”.

47 European Commission (2020d), “A European strategy for data”, COM(2020)66 final.
8 European Commission (2020e), “The EU Security Union Strategy”, COM(2020)605 final.
9 Ibid., p. 22.
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exchange of DNA, fingerprint and vehicle registration data).”® It furthermore outlined the
objective of setting up a new digital exchange system to transmit EIOs, MLA requests and
related communications between member states.®* The strategy also indicated, as a key
priority, the adoption by the European Parliament and the Council of the proposed e-evidence
regulation.>?

Originally conceived as a security or law enforcement initiative,>* the EU’s e-evidence package
has officially been labelled as a criminal justice measure. However, the choice to base the
initiative on Article 82(1)b of the Treaty on the Functioning of the European Union (TFEU)
remains, to date, legally problematic. In particular, absence of systematic involvement of
judicial authorities in both the country of issuing and country of execution makes it difficult to
qualify the proposed e-evidence instrument as a form of judicial cooperation in criminal
matters, and reflects how the initiative is still primarily informed by law enforcement logics. To
date, the ownership of the development of the different e-evidence files (including their
external components) continues to be shared between the Commission DGs responsible for
Migration and Home Affairs policies on the one hand, and the Consumers and Justice portfolio
on the other.

The Regulation on European Production and Preservation Orders currently under negotiation
aims to enable EU member states’ investigating and prosecuting authorities to address orders
directed at obtaining swift and unmediated cross-border access to and collection of data held
by internet, cloud and electronic communication service providers subject to foreign
jurisdictions. The e-evidence directive proposed by the Commission regulates instead the
appointment of ‘legal representatives for the service providers. The aim of the directive is, in
particular, to remove obstacles to addressing the service providers by offering a common, EU-
wide solution for addressing legal orders to service providers by way of a legal representative.
The appointed legal representative would be entrusted with the responsibility of receiving and
complying with judicial orders and decisions on behalf of the service provider.

In December 2020, the European Parliament published its position on the e-evidence package.
lts draft legislative resolution introduced several major changes to the initial proposal made by
the Commission. One of the most significant include the proposal to integrate the relevant

50 1bid., p. 22.
511bid., p. 23.

52 Proposal for a Regulation of the European Parliament and of the Council on European Production and
Preservation Orders for electronic evidence in criminal matters COM/2018/225 final 2018/0108 (COD); and
Proposal for a Directive of the European Parliament and of the Council laying down harmonised rules on the
appointment of legal representatives for the purpose of gathering evidence in criminal proceedings
COM/2018/226 final 2018/0107 (COD).

3 See Hearing before the LIBE Committee of the European Parliament on 30 September 2014 of Commissioner-
Designate, Dimitri Avramopoulos. In this regard, see also Carrera, S. and V. Mitsilegas (2017), “Constitutionalising
the Security Union: Effectiveness, Rule of Law and Rights on Countering Terrorism and Crime”, CEPS Paperback
Series.
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content of the proposed directive into the proposed regulation, thereby merging the two
instruments.>*

The development of private-public partnerships for the cross-border collection, exchange and
processing of data in the fight against crime is part of a larger EU and international (law
enforcement or cybercrime) policy trend. At international level, this is confirmed by the
adoption of the United States’ Clarifying Lawful Overseas Use of Data Act —better known as the
CLOUD Act,”® and by advancements in the negotiations for a Second Additional Protocol to the
CoE Budapest Convention on enhanced international cooperation on cybercrime and electronic
evidence (also as known as the Budapest Convention).?® In the EU, another step is taken in that
direction by the most recent proposal to allow Europol’s direct cooperation with private
companies for the purpose of collecting and exchanging data with law enforcement authorities
across borders.>’

At the same time, the type of direct private-public cooperation for cross-border access to data
proposed by the draft e-evidence legislation has no precedent in the EU criminal justice
domain. Previous research has revealed legal uncertainties that derive from qualifying public-
private cooperation as a form of judicial cooperation in criminal matters (which in the EU is
governed by the principle of mutual recognition). Such a model of unmediated cross-border
access to data exacerbates risks of conflict of laws and jurisdictions. The e-evidence legislation
would also pose new infrastructural and operational challenges. By providing the possibility to
address production and preservation orders directly to EU and foreign providers established or
delivering their services in another member state, implementation of the e-evidence legislation
would in fact require new channels to be created for the direct interconnection of investigating
and prosecuting authorities with private companies (or their legal representatives) in all 27 EU
countries.>®

By noting that law enforcement and justice practitioners need to adapt to new technology, the
Security Union communication also announced the intention to explore EU measures directed
at enhancing digital investigation capacities, including through the deployment of Al, big data
and high-performance computing.>®

54 Draft European Parliament Legislative Resolution on the proposal for a Directive of the European Parliament
and of the Council laying down harmonised rules on the appointment of legal representatives for the purpose of
gathering evidence in criminal proceedings (COM(2018)0226 — C8-0154/2018 — 2018/0107(COD)) (Ordinary
legislative procedure: first reading).

5 CLOUD Act, S. 2383, H.R. 4943,
% See, Council of Europe T-CY Committee (2021), “Enhanced cooperation on cybercrime and electronic

evidence: Towards a Protocol to the Budapest Convention (version 14 April 2021)”, and “Preparation of the
2nd Additional Protocol to the Budapest Convention on Cybercrime — State of play”, November 2020.

57 European Commission (2020), Proposal for a Regulation of the European Parliament and of the Council
amending Regulation (EU) 2016/794, as regards Europol’s cooperation with private parties, the processing of
personal data by Europol in support of criminal investigations, and Europol’s role on research and innovation,
COM(2020) 796 final.

8 Carrera, S., M. Stefan, and V. Mitsilegas (2020), op. cit.

% European Commission (2020e), “The EU Security Union Strategy”, COM(2020)605 final, p. 11.
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1.4.2  Council conclusions on access to justice

In October 2020, the Council of the European Union adopted its conclusions on “Access to
justice: seizing the opportunities of digitalisation”.

The conclusions note that digital court/tribunal proceedings, electronic communication
between parties, courts and authorities, the electronic transmission of documents and the use
of audio/video hearings and conferencing have already become important elements of efficient
judicial administration in numerous member states. They further stress that digital tools could
help to better structure proceedings and automate and accelerate the handling of standardised
and uniform tasks, “thereby increasing the effectiveness and efficiency of court/tribunal
proceedings”. They also emphasise that “digital solutions should, where possible, be developed
for the entire course of judicial proceedings” to enable faster and more secure proceedings,
and to facilitate cooperation between member states.®°

Besides stressing the importance of increasing efforts toward the deployment of technologies
in national justice systems, the Council conclusions also expressly call on the Commission to
develop a comprehensive strategy for the digitalisation of EU justice by the end of 2020. In
order to achieve this objective, the Council in particular calls on the Commission to develop and
expand two distinct, but strictly interrelated EU systems for access to, and exchange of, data in
the justice domain.

In the first place, the Council recommends that the Commission further develop and strengthen
the e-Justice Communication via Online Data Exchange (e-CODEX) system,®! which consists of
a software package that enables connections between national systems. Currently, e-CODEX is
used to facilitate electronic communication in several cross-border civil and criminal
proceedings.®? It allows users, which to date include judicial authorities, legal practitioners and
members of the public, to send and receive documents, legal forms, evidence and other
information in digital form. In its conclusions, the Council calls for a permanent solution to the
current “consortium-based” management of e-CODEX. In particular, the Commission should
“present a legislative proposal ensuring the sustainability of e-CODEX with an adequate
governance and management structure “compatible with eu-LISA” that not only respects the
independence of the judiciary and the constitutional requirements of the member states, but
also “ensures adequate representation of the EU and member states’ judiciary, as well as the
key stakeholders”.

As for the second EU-level data exchange platform, the conclusions call on the Commission to
extend the e-Evidence Digital Exchange System (eEDES). This system, which uses the IT
infrastructure provided by e-CODEX to connect member states’ (criminal justice) systems and

% |bid., p. 6.

®1 The e-CODEX project was launched under the multiannual 2009-2013 e-justice action plan and is part of the
current 2019-2023 e-justice action plan. For more information, see https://www.e-codex.eu/about.

62 European Order for Payment, based on Council Regulation 1896/2006; European Small Claims, based on Council
Regulation 861/2007; Mutual Recognition of Financial Penalties, based on Framework Decision 2005/214/JHA;
Mutual Legal Assistance in Criminal Matters/European Investigation Order, based on the European Convention on
Mutual Assistance in Criminal Matters and based on Directive 2014/41/EU.
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authorities, is currently expressly designed to only support EIO and MLA procedures. In its
conclusions, the Council requests that eEDES also be used for procedures initiated under “other
judicial cooperation instruments in criminal matters”.

1.4.3 Communication on digitalisation of justice in the EU

In December 2020, the European Commission published a communication on “Digitalisation of
Justice in the European Union”. The communication presents a set of legislative and non-
legislative initiatives aimed, on the one hand, at supporting the digital transformation of
member states’ justice systems and, on the other, at improving cross-border judicial
cooperation at EU level through the expanded use of videoconferencing technologies,
interoperable IT systems, and new tools for the collection, exchange and processing of data.

The toolbox of instruments and initiatives outlined in the communication respond to the call
for action made in the Council conclusions of October 2020. In several respects, the
digitalisation of justice communication also follows up and expands on policy proposals or
recommendations made in the 2020 Security Union Strategy.

At the national level, the Commission’s communication of December 2020 includes the
provision of financial support for member states’ efforts to accelerate reforms to digitalise
national judicial institutions.®® Member states are encouraged to develop videoconferencing
facilities and to use them “whenever possible”, in accordance with national law and in close
coordination at EU level in order to “ensure mutual trust, interoperability and security”.®* In its
communication, the Commission stresses that the use of videoconferencing “should not
infringe the right to a fair trial and the rights of defence, such as the rights to attend one’s trial,
to communicate confidentially with the lawyer, to put questions to witnesses and to challenge
evidence”.

Recommended efforts toward the digitalisation of national justice systems also include the
development of a new technological infrastructure for the handling of cases, as well as to allow
the exchange of information and documents between parties and lawyers. Besides
recommending member states to pursue the establishment of electronic registers and
databases “as a priority”, the Commission announces further EU actions to improve the
interconnection of national registers and enhance digital access to information.®>

83 Through the Recovery and Resilience Facility, the 2021-2027 EU cohesion policy, and in particular under the
European Regional Development Fund and the European Social Fund Plus.

6 European Commission (2020), “Digitalisation of justice in the European Union: A toolbox of opportunities”,
COM/2020/710 final, Brussels, 2 December 2020, p. 14.

® As noted by the Commission’s communication on the digitalisation of justice: “Member States have exchanged
criminal records information” (via ECRIS) since April 2012. ECRIS was established on the basis of Council
Framework Decision 2009/315/JHA (OJ L 93, 7.4.2009, p. 23) and Council Decision 2009/316/JHA (OJ L 93,
7.4.2009, p. 33). This approach was strengthened in April 2019, with the adoption of Regulation (EU) 2019/816 of
the European Parliament and of the Council of 17 April 2019 establishing a centralised system for the identification
of Member States holding conviction information on third-country nationals and stateless persons (ECRIS-TCN) to
supplement the European Criminal Records Information System and amending Regulation (EU) 2018/1726 (OJ L
135, 22.5.2019, p. 1).
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At EU level, the communication outlines a number of measures aimed at the development of
secure and high-quality distance communication technologies (so as to make the use of digital
channels for cross-border communication and data exchanges between competent national
authorities the ‘default option’). It also envisages the creation of new secure electronic
transmission channels. To operationalise policies regarding the further digitalisation of systems
for the cross-border exchange of information and evidence in the criminal justice domain, the
Commission has, in particular, advanced a set of concrete proposals.

a) The e-CODEX Regulation proposal

Simultaneously with the publication of the digital justice communication, the Commission
presented a proposal for an e-CODEX Regulation.®

In line with the recommendations included in the Council conclusions of October 2020, the
proposal responds to the goal of ensuring the long-term sustainability of e-CODEX, which was
originally conceived, set up, developed and implemented as an EU-funded project by a
consortium of EU member states and other organisations.®’” The new e-CODEX Regulation
proposal, which was presented together with an accompanying Impact Assessment (IA),%8 also
aims to tackle inefficiencies deriving from fragmentation and divergences in national IT
systems, and at expanding the use of the system to the 27 EU member states.®®

The Commission envisages to entrust the further development and maintenance of e-CODEX
to the EU Agency for the Operational Management of Large-Scale IT Systems in the Area of
Freedom, Security and Justice (eu-LISA). In order for eu-LISA to be able to manage e-CODEX,
the proposal includes amendments to the Regulation establishing eu-LISA’Y that would extend
the mandate of this agency to include the operational management of e-CODEX among its
operational competences.

According to the Commission proposal, the handover of e-CODEX (together with the
endowment of the necessary financial and personnel capacities required for the operational
management of this central tool of digital judicial cooperation) to eu-LISA would take place no
earlier than July 2023.

® proposal for a Regulation of the European Parliament and of the Council on a computerised system for
communication in cross-border civil and criminal proceedings (e-CODEX system), and amending Regulation (EU)
2018/1726, COM(2020) 712 final.

67 See, https://www.e-codex.eu/.

68 European Commission (2020f), Impact assessment accompanying a Commission proposal for a Regulation of
the European Parliament and of the Council on a computerised system for communication in cross-border civil
and criminal proceedings (e-CODEX system), and amending Regulation (EU) 2018/1726, (SWD(2020) 541,
SWD(2020) 542 (summary)).

% The proposal’s explanatory memorandum states that “a regulation offers legal certainty by avoiding divergent
interpretations in the Member States, thus preventing legal fragmentation [...] and will contribute to the uptake
of e-CODEX by more Member States for procedures in which the system is already used as well as for future ones”.

70 Regulation (EU) 2018/1726 of the European Parliament and of the Council of 14 November 2018 on the
European Union Agency for the Operational Management of Large-Scale IT Systems in the Area of Freedom,
Security and Justice (eu-LISA), and amending Regulation (EC) No 1987/2006 and Council Decision 2007/533/JHA
and repealing Regulation (EU) No 1077/2011 (OJ L 295, 21.11.2018, p. 99).
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The Commission foresees that the handover of e-CODEX to eu-LISA would occur once the
agency has completed the development and modernisation of a number of large-scale
centralised EU information systems for security, border and migration management, i.e. the
Entry/Exit System (EES), the European Travel Information and Authorisation System (ETIAS) the
European Criminal Records Information System for Third-Country Nationals (ECRIS-TCN), the
Schengen Information System (SIS) and the Visa Information System (VIS), and ensured the
technical interoperability between those systems.

b) Expanding eEDES to the proposed e-evidence Regulation

The Commission’s communication on the digitalisation of justice endorses the Council’s call to
broaden the scope of eEDES.

The Commission in particular proposes a system to integrate (besides the EIO and MLAs) the
new e-evidence Regulation (when adopted). The expansion would potentially require the
establishment of a direct interconnection between competent authorities and relevant service
providers (or their legal representatives). A further expansion of the existing eEDES model
(which is currently only accessible to judicial authorities) is suggested in order to interconnect
member states’ authorities with the relevant JHA agencies.

The Commission furthermore foresees that technical components developed for eEDES could
at a later stage evolve into reusable tools for the digitalisation of other EU cross-border civil,
commercial and criminal legal acts. Such evolution could thus potentially allow EU member
states’ authorities to directly address private companies (service providers) connected to
eEDES for any new cross-border measures introduced by future EU legislation in the criminal
justice domain. The system would thus become instrumental to the implementation of the
model of direct public-private cooperation in criminal matters currently being promoted under
the e-evidence legislation, as well as other EU law enforcement initiatives such as that related
to an overhaul of the Europol mandate.

Among the new measures proposed to foster the digitalisation of justice at EU level, the
Commission communication also envisages the modernisation of Eurojust’s case management
system (CMS), as well the establishment of ‘hit/no-hit" connections between the CMSs of
Eurojust, Europol and the European Public Prosecutor’s Office (EPPO).

c) Al applications

In addition to the above-mentioned initiatives, the Commission communication also discusses
the potential benefits and opportunities offered by Al-based applications in the justice system.

In terms of benefits, the communication refers to the potential efficiency gains that Al could
bring, for instance by supporting the work of judicial authorities (inter alia through speech-to-
text conversion and transcription, machine translation and the use of chatbots supporting
access to justice), thus reducing the duration of proceedings.

On the other hand, the communication acknowledges that other uses of Al applications in the
justice sector pose risks to fundamental rights, including in particular the right to an effective
remedy and fair trial. According to the communication, considerable risks are associated with
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the use of Al applications for automated decision making and “predictive policing” or
“predictive justice”.

In this specific respect, the communication departs from the assessment made in the Security
Union Strategy, which mentions that “Al could act as a powerful tool to fight crime, creating
enormous investigative capabilities by analysing large amounts of information and identifying
patterns and anomalies”.

The communication stresses that while Al can support judicial authorities, it must not interfere
with the decision-making power of judges or judicial independence. Tt also recognises that
“risks of biased outcomes and potential discrimination against women and particular groups,
such as persons with a minority ethnic or racial background, are high and must be addressed”.
As the communication notes, this perspective was largely shared by stakeholders such as
European and national bar associations, legal practitioners, academics and civil society
organisations in their reactions to the open public consultation on the White Paper on Artificial
Intelligence, which took place between February and June 2020.7?

1.5 Unpacking the EU digital justice concept and agenda

The measures and instruments proposed and currently being discussed at EU level to
implement the digital transformation of national and EU justice systems vary significantly in
nature, as do the characteristics and implications of the technologies whose use is promoted
under the different EU digitalisation initiatives reviewed in the previous sections.

Some of these initiatives are clearly linked to the objective of supporting the modernisation of
courts or justice systems through the implementation of technological innovations available to
judicial actors and other stakeholders participating in the administration of justice at national
and EU level. These include measures directed at modernising the way in which legal
professionals and citizens access justice services or case files, or communicate with justice
administrations.

Other measures are instead directed at innovating or streamlining the way in which judicial
authorities interact with parties within criminal proceedings, or mutually communicate,
transmit judicial decisions or exchange documents in a cross-border setting.

However, an overview of the recently proposed EU measures aimed at fostering the digital
transformation of criminal justice systems (at national and EU level) shows how these initiatives
are often not simply limited to the introduction of technical solutions for the reorganisation of
court workings and judicial proceedings, nor are they restricted to the promotion or
‘rationalisation’ of existing justice processes.

Often, proposals to enhance the use of new technologies and data gathering or processing tools
in the field of criminal justice originate from, or are promoted by, institutional actors whose
primary concern is the development of policies, norms and operational action in the field of

71 See https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12270-White-Paper-on-Artificial
-Intelligence-a-European-Approach/public-consultation.
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security and law enforcement. In these cases, ‘digitalisation’ is, in fact, ‘securitisation’. This
policy approach is functional to the pursuit of policing or law enforcement objectives falling
within the scope of EU police cooperation (Article 87 TFEU), and not under the domain of
judicial cooperation in criminal matters (Article 82 TFEU). In these cases, the use of (old or new)
technologies and electronic information can be difficult to reconcile with the rules and
principles governing criminal justice and/or judicial cooperation in criminal matters in the EU
legal system.

Table 1 below provides a synthetic overview of how EU initiatives proposed with the official
objective of digitalising justice are also and/or simultaneously functional to a securitisation
agenda. In such cases, a real risk exists that technologies officially designed to be deployed in
the field of justice are in practice misused for law enforcement or policing purposes.

Table 1. Unpacking EU digitalisation initiatives

Initiative/technolo Criminal justice Law enforcement
2/ (Article 82 TFEU) (Article 87 TFEU)

Videoconferencing X
Digitalisation of case files X
IT platforms and data-exchange X X
systems (e-CODEX and eEDES)
Interconnection of national registries X
and EU databases via eu-LISA
E-evidence X X
Artificial intelligence X X

Source: information compiled by authors.

Initiatives prioritising the needs and demands of investigating and prosecuting authorities, for
instance by speeding up and easing procedures for access to — and exchange and use of — data
in criminal investigations and proceedings (e.g. the e-evidence package), or by expanding the
role of EU agencies operating in the field of security (e.g. eu-LISA and Europol), can sideline or
undermine the role of criminal justice oversight actors (e.g. impact of Al on the independence
of judges), or create undue imbalances between the prosecution and the defence. This
generates challenges from the perspective of the rule of law guarantees that must be respected
by criminal justice systems in the EU legal system.

Lessons learned from developments in the area of EU anti-terrorism policies indicate that
proposals promoting the use of technologies for the sake of securitisation are often advanced
and adopted regardless of the lack of evidence related to their added value. This despite their
disproportionate nature, as well as in disregard of their negative impacts on EU and national
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constitutional rule of law principles and fundamental rights standards.”? Similar experiences
must not be repeated when promoting the use of technologies in national and EU courts and
justice systems.

The HLEG discussions made clear that, regardless of whether they relate to criminal justice
exclusively, or instead feed into a securitisation agenda, all of the above-mentioned
digitalisation initiatives and related technologies are likely to have specific, and yet far-reaching,
repercussions on a wide range of fundamental rights. These include not only privacy and data
protection, but also fair trials and non-discrimination.

A detailed case-by-case assessment of each of the different digitalisation initiatives (as well as
of related instruments and actors involved) is therefore necessary to ascertain that in their
design, implementation and possible amendments, factors such as fairness of criminal
proceedings, accessibility and transparency of courts and justice systems, and independence
of the judiciary, are not compromised.

EU Better Regulation standards require that criteria such as necessity, proportionality and
added value of any EU policy initiative or normative measure are verified and justified ex ante
by the legislator. Also, the evaluation of coherence involves looking at a how well (or not)
different actions work together, and the extent to which specific interventions are coherent,
not only internally, but also with regard to other interventions that have similar objectives.”3
Coherence must thus be ensured between any new digitalisation initiative and the wider range
of relevant EU law and policies — and international obligations — applicable in the field of
criminal justice.

Such insurances are particularly crucial when it comes to the criminal justice domain, where
individuals face the punitive machinery of the state. Risks of abuse arise the moment suspicion
is raised against a person, after indictment, during arrest and in pre-trial detention, as well as
during the trial and through the imposition of punishment. Legal safeguards against abuses at
each stage of the criminal process have in fact been developed progressively at EU and
international level. Therefore, a crucial assessment for digitalisation initiatives promoting the
use of technologies and/or data in criminal justice systems is the one related to their potential
impact on fundamental rights and, in particular, on the rights of the defence, as well as their
potential impact on the fairness and integrity of criminal proceedings.

Such assessment is also crucial to protect the rule of law, and to ensure that law enforcement
authorities are keptin check and act within their legal remit, which is essential to protect people
against arbitrary power. As noted by the Commission’s 2020 Rule of Law Report, “[t]he rule of
law includes principles such as legality, implying a transparent, accountable, democratic and
pluralistic process for enacting laws; legal certainty; prohibiting the arbitrary exercise of
executive power; effective judicial protection by independent and impartial courts, effective

72 De Londras, F (2017), “Reviewing the Effectiveness of EU Counter-Terrorism Policies”, in Carrera, S. and V.
Mitsilegas (eds), Constitutionalising the Security Union, op. cit., pp. 45-64.

73 European Commission, “Better Regulation Toolbox”, Tool #47: Evaluation Criteria and Questions, p. 352.
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judicial review including respect for fundamental rights; separation of powers; and equality
before the law”.

To ensure that the adoption of EU policy and information measures does not translate into an
unjustified or undue interference with fundamental rights, the Union has developed a
dedicated fundamental rights assessment ‘toolbox’,”* pursuant to which the EU legislator must
verify: the exact fundamental rights affected by a specific initiative and their nature (including
whether they are absolute rights, or rights admitting certain limitations);’> the type of impact
that would derive from the introduction and implementation of a certain measure (for all
different stakeholders concerned); and whether any limitation of — or negative impact on —
fundamental rights can be provided for by law, in a clear and predictable manner. If the
examination concludes that the need to attain the general interest objective would indeed
justify maintaining a policy option that would cause aninterferenceto one or several
fundamental rights, the necessary safeguards should be considered to ensure that the negative
impact does not amount to a violation of the fundamental right, or result in a prejudice for that
right’s essence.’®

Serious legality and legitimacy challenges arise, however, when the policy priority — i.e. to
promote the use of technologies and data in the justice sector ‘whenever possible” or ‘by
default’ — is already chosen. In these cases, there is a risk that proposals are advanced
regardless of their impact on the rule of law or fundamental rights. This way of implementing
policies and making laws is especially problematic when it comes to the criminal justice domain,
where absolute rights or non-derogable principles — most notably fair trials and prohibition
against discrimination — are at stake. In fact, contrary to other rights such as privacy and data
protection (which allow some limitations under pre-defined conditions),”’ certain elements of
fair trial rights and the non-discrimination principle accept no balancing in the EU legal
system.”’®

74 bid., Tool #28: Fundamental Rights & Human Rights.

7 bid., p. 210, where it is noted that, contrarily to absolute rights, “other rights can be subject to limitations if
necessary but only to the extent that such limitations respect the strict requirements set out in Article 52 of the
Charter which reads: Any limitation on the exercise of the rights and freedoms recognised by this Charter must be
provided for by law and respect the essence of those rights and freedoms. Subject to the principle of
proportionality, limitations may be made only if they are necessary and genuinely meet objectives of general
interest recognised by the Union or the need to protect the rights and freedoms of others’.

76 Ibid., p. 211.

77 European Data Protection Supervisor (2017), “Assessing the necessity of measures that limit the fundamental
right to the protection of personal data: A Toolkit”, 11 April 2017.

78 While fair trial is not listed as non-derogable under Article 15 ECHR or Article 4 of the International Covenant on
Civil and Political Rights (ICCPR), the main elements of the right to a fair trial are part of the Common Article 3
(Article 3(1)(d)) of the Geneva Conventions, which means they cannot be derogated from even in the time of war:
“(d) the passing of sentences and the carrying out of executions without previous judgment pronounced by a
regularly constituted court, affording all the judicial guarantees which are recognized as indispensable by civilized
peoples”. In addition, one of the arguments in favour of non-derogability of the right to a fair trial is that it is
instrumental in protecting other non-derogable (and absolute) rights such as the prohibition of torture, right to
life, prohibition of slavery, etc. The whole system of protection of these rights would break down if it became
possible to derogate from the right to a fair trial. This would include the aspects that would automatically render
a trial unfair if they were ‘derogated’ from, such as the independence or impartiality of the court and the principle
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In this regard, members of the HLEG noted that the absolute right to a fair trial is made up of
many different pieces which, on their own and under certain conditions, may be remediable
(or derogable) and will not make the right as a whole collapse. However, the right to a fair trial
is absolute in the sense that as a whole, a trial cannot be unfair. It has been highlighted how,
for instance, the rights of the defence will in principle be irretrievably prejudiced when
incriminating statements made during police interrogation without access to a lawyer are used
for a conviction.”®

of legality (nullum crimen nulla poena sine lege). The Human Rights Committee lists these non-derogable aspects:
“Only a court of law may try and convict a person for a criminal offence. The presumption of innocence must be
respected”. The Charter itself does not explicitly talk about non-derogable/absolute rights, and the Court of Justice
of the European Union (CJEU) has already recognised the non-derogable nature of the prohibition of torture and
inhuman/degrading treatment, so we would assume that given the chance on other rights, the court would take
the same approach (consistent with international law).

7® ECtHR, Grand Chamber, Salduz v Turkey, Application no. 36391/02, 27 November 2008.



2. THE IMPACT OF TECHNOLOGIES ON THE LEGALITY AND ACCESSIBILITY
OF CRIMINAL JUSTICE SYSTEMS

The legality of a justice system depends primarily on the extent to which the organisation and
administration of justice complies with (and ensures respect of) the set of legally binding
fundamental rights and rule of law standards provided for under the national, supranational
and international laws applicable in a certain jurisdiction. Judicial independence, impartiality
and fairness are key determinants of legality within the EU member states’ criminal justice
systems. &0

The accessibility of justice, on the other hand, refers to the absence of barriers obstructing
access to judicial processes, services and remedies.8! Access to justice has been defined as a
“cornerstone of any democratic State based on the rule of law, and a prerequisite for citizens’
effective enjoyment of their human rights”.8? Access to justice is a notion frequently used to
justify the use of digital tools, which, depending on the context, are intended not only to
increase the amount of information or level of services available to courts and justice
professionals, but also to lower the barriers (taken to mean the material and financial costs) for
individuals trying to access existing justice services.®?

The HLEG reflected upon the ways in which different types of technologies can promote
effective access to fair justice and legal and judicial protection, or affect the delivery of such
safeguards in law and practice. With this perspective in mind, the HLEG discussions helped
clarify that the very concepts of ‘effectiveness’ of and ‘access’ to justice are subjective and
context or group dependent, since they assume significantly different meanings depending on
the categories of individuals considered, and the exact role played by different stakeholders
participating in the justice system. The HLEG also critically pointed to the need to reconsider
the emphasis on increasing the efficiency of criminal justice, in a context where there has been
no comprehensive research on the cost and time benefits of technologies (such as
videoconferencing) or on the impact of their deployment on defence rights (fairness of the
proceedings).

In a context where policy priorities at EU and national level are — yet again — to deploy
technologies to foster efficiency, cost reductions and speed of justice systems (and in particular

8 Craig, P., S. Adam, N.D. Abad and L. Salazar (2019), “Rule of Law in Europe: Perspectives from Practitioners and
Academics”, European Judicial Training Network Manual.

81 Cordella, A. and F. Contini (2020), “Digital Technologies or Better Justice: A Toolkit for Action”, Institutions for
Development Sector Innovation in Citizen Services Division Discussion Paper No. IDB-DP- 76, pp. 9-10.

82 Resolution 2081 (2015) of the Parliamentary Assembly of the Council of Europe, Committee on Legal Affairs and
Human Rights, entitled “Access to justice and the internet: potential and challenges”, paras 1 and 2.

8 1n 2008, the CEPEJ developed a “Checklist for promoting the quality of justice and the courts” which underlined
the important link between IT and access to justice, see CEPEJ(2008)2E).
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of criminal investigation and prosecution), structural asymmetries appear to the detriment of
the prerogatives of judges, defence lawyers, suspects and accused persons in criminal
proceedings. To address the so-called human rights deficit that might derive from prioritising
safety and security, or efficient cooperation between investigating and prosecuting authorities,
the EU has progressively adopted legislation on procedural rights in criminal proceedings and
developed legal standards in the field of privacy and data protection.

Discussions of the HLEG highlighted how the actual extent to which technologies contribute to
the legality and accessibility of justice systems depends on whether or not these normative
standards are compromised.

2.1 Remote justice through videoconferencing

The HLEG discussions highlighted how recourse to videoconferencing tools to secure the
continuation of proceedings has been made without a clear assessment of the implications that
substituting physical presence with video appearances has on defendants’ relationship with
their lawyers, or on the decisions of probation officers and judges.

In the early phases of the pandemic outbreak, the urgent need to secure the day-to-day
operations of justice and court systems required countries that had not yet introduced dedicated
remote justice (videoconferencing) tools to deploy tools such as Teams, Skype, Zoom, Google
Hangouts or WebEx to cope with the emergency, and to use email communication systems for
the exchange of files and documents.®*

Experts in the group noted that this kind of digital tool does not necessarily meet the privacy,
data protection and information security standards required for the sensitive and confidential
nature of the information and communications shared in the context of judicial proceedings.®>
Furthermore, the deployment of communication and data-exchange platforms that have not
been designed specifically to reflect the specificities of the criminal justice process can generate
due process challenges, since it is not clear to what extent they allow applicable procedural
laws and constitutional protections to be observed, including for instance the right to effective

84 The Council of Bars and Law Societies of Europe (CCBE) prepared a number of individual research papers
examining the terms and conditions of a number of frequently used platforms, in order to compare them. CCBE
(2020), “Annex to the CCBE Guidance on the use of remote working tools by lawyers and remote court
proceedings: Analyses of videoconferencing tools”.

8 In Italy, for instance, privacy issues were immediately raised by a proactive association of Italian criminal lawyers
(the Unione camere penali), since no videoconferencing tools specifically designed for court proceedings had been
adopted by the legislator. See, Gori, P. and A. Pahladsingh (2021), “Fundamental rights under Covid-19: an
European perspective on videoconferencing in court”, ERA Forum 21, pp. 561-577.
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legal assistance,®® the right to legal aid,®’ the right to be present at trial®® and the right to
translation and interpretation.®

Recent research indicates that while the use of commercial devices has been deemed
acceptable (given the importance of keeping the judicial machinery working) during the early
phases of the current health crisis, instruments created for general business purposes still fall
short of meeting the specific needs of an ordinary hearing. The different roles of the
participants (such as defendant, lawyer, judge, public prosecutor, witness, chancellor or expert)
in a judicial proceeding “implies different credits to be taken into account to properly govern
the interactions between them”.®® To be deployed in justice and court systems,
videoconferencing tools must therefore be tailored to guarantee the kind of interactions
designed to take place in each different phase of judicial proceedings.

A key finding that emerged from the group discussions is that the criminal justice process is
likely to be profoundly affected by the implementation of remote justice tools which do not
consider the wide range of subtle human interactions that occur, throughout the different
phases of criminal proceedings, between lawyers and defendants, and between these
individuals and judicial authorities. Legal practitioners and academic experts who took part in
the group discussions underlined how the actual delivery of a fair trial very much relies on such
human interactions.

Research shows that there is limited to no possibility for confidential interaction between
lawyers and their clients during remote hearings.®* This lack of confidentiality raises issues in
all cases (such as criminal proceedings) where there is a need to secure professional secrecy
and legal professional privilege. Also, during proceedings held via videoconference it may not
be possible for judicial authorities and lawyers to identify whether certain individuals (including
suspects and accuse persons) are vulnerable or have special requirements (e.g. learning
disabilities). Not taking these elements into account when promoting digitalisation would not
only affect the right to a fair trial, and in particular to effective participation in judicial

8 Directive (EU) 2013/48 of the European Parliament and of the Council of 22 October 2013 on the right of access
to a lawyer in criminal proceedings and in European Arrest Warrant proceedings, and on the right to have a third
party informed upon deprivation of liberty and to communicate with third persons and with consular authorities
while deprived of liberty.

87 Directive (EU) 2016/1919 of the European Parliament and of the Council of 26 October 2016 on legal aid for
suspects and accused persons in criminal proceedings and for requested persons in European Arrest Warrant
proceedings.

8 Directive (EU) 2016/343 of the European Parliament and of the Council of 9 March 2016 on the strengthening
of certain aspects of the presumption of innocence and of the right to be present at the trial in criminal
proceedings.

8 Directive (EU) 2010/64/EU of the European Parliament and of the Council of 20 October 2010 on the right to
interpretation and translation in criminal proceedings.

% See Gori, P. and A. Pahladsingh (2021), op. cit., p. 577.
91 Fair Trials (2020b), “Beyond the Emergency of the COVID-19 Pandemic: Lessons for Defence Rights in Europe”.
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proceedings,’? but also translate into the unequal and discriminatory deployment of
technology in the field of justice.

Academic experts in the group noted that there are important group-based subjective
elements that condition the extent to which videoconferencing technologies can affect access
to justice. For example, if we think of people with hearing disabilities, it is clear that they would
be disadvantaged by certain forms of digitalisation of justice (e.g. videoconferencing without
simultaneous translation into sign language).

The HLEG discussions therefore highlighted how also socio-economic factors can condition the
extent to which the use of videoconferencing (and of digital justice solutions more generally)
can increase accessibility of justice. For instance, videoconferencing may help defendants to
participate in a proceeding remotely, but only if they do not reside in places without the
necessary infrastructure (e.g. rural areas).”® The digital divide also relates to those citizens who
lack digital literacy. Even if the infrastructure is available, this does not yet mean that everyone
has the ability and skills to use it. Just as a society continues to need programmes to help adults
read and write, individuals will continue to need assistance in acquiring basic computer skills,
or at least an offline alternative for every online service or procedure.

In addition to highlighting how the actual advantages that videoconferencing tools might bring
in terms of access to justice and the right to a fair trial are largely context and design dependent,
the expert group discussions also underlined that the implications deriving from the use of
remote justice solutions also vary extensively in relation to the specific instances and stages of
proceedings in which they are deployed.

2.1.1 Videoconferencing in police custody and in pre-trial detention

The Covid-19 pandemic has suddenly brought about the replacement of in-person hearings
during police custody or pre-trial detention with telephone or videoconference consultations.
Remote hearings from prison and police stations to courts, and from prisons to (for instance)
parole boards, are seen not only as safer options than in-person interviews or hearings, but
also as quicker and cheaper solutions allowing money to be saved.®* In several jurisdictions, the
pandemic has also hindered lawyers’ access to police stations and places of detention, and in
some member states such possibility has even been suspended.®”

The HLEG agreed that increased recourse to telephone calls or videoconferencing as a
substitute for the physical presence of the arrested or detained person, or for in-person legal
assistance by defence lawyers, is problematic from a defence rights standpoint.

92 Directive (EU) 2016/343, op. cit., Article 8(1).

9 European Parliament (2015), European Parliament Briefing: Bridging the digital divide in the EU.

9 Gibbs, P. (2017), “Defendants on video — conveyor belt justice or a revolution in access?”, Transform Justice.
9 Fair Trials (2020b), p. 6.
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The right of a person who is arrested or detained on criminal charges to be physically present
for his or her initial hearing before the judge is indeed guaranteed under both international®®
and EU law.?’ In the EU legal system, persons held in police custody also have the right to be
assisted prior to and during police detention.%®

With regard to the possibility to use videoconferencing as a technical solution, the European
Court of Human Rights (ECtHR) previously stressed that the right to a fair trial is only respected
if “contact between the accused and his defence counsel, present where the defendant is
situated with the ability to communicate with each other, is guaranteed”.®® Telephone
conferences pose even greater challenges as the participants are not visible to each other. As
recent research indicates, “hearings by phone, where the judge has no visual contact with the
parties and the other persons involved, need a further in-depth check of such aspects so as to
comply with the outlined fundamental rights enshrined in Articles 6 and 13 of the European
Convention on Human Rights and Article 47 of the EU Charter”.1®

As noted by representatives of civil society organisations who took part in the expert group
discussions, a generalised recourse to videoconferencing during police custody or from places
of detention risks undermining lawyers’ ability to fulfil key professional duties.
Videoconferencing often does not meet the specific needs underlying the right to legal
assistance for arrested or detained persons. People in police custody or pre-trial detention are
exposed to enhanced psychological and physical vulnerability. Timely physical access to a
lawyer for persons held in police custody or prison is key to ensure effective mechanisms for
them to communicate with their lawyer, and the physical presence of the lawyer is a crucial
way to prevent cases of undue coercion, including police violence. Recognising the particularly
coercive environment of police custody, the ECtHR has emphasised that lawyers perform a key
role in preventing police abuse. Their presence “provides a fundamental safeguard against
coercion and ill treatment of suspected persons by the police”. 0!

Also, previous research shows that defendants appearing on video are less likely to take up
legal advice.' In this regard, defence lawyers in the expert group underlined how, in the

9 ECHR (Article 5(3)). See also, Article 9(3) ICCPR, which provides in part that, “Anyone arrested or detained on a
criminal charge shall be brought promptly before a judge or other officer authorized by law to exercise judicial
power and shall be entitled to trial within a reasonable time or to release.” The Human Rights Committee has
interpreted this requirement as applying “even before formal charges have been asserted, so long as the person
is arrested or detained on suspicion of criminal activity”. Human Rights Committee (2014), “General Comment no
35 on Article 9 (Liberty and security of persons)”, para. 32. See also, ICJ (2020), op. cit., p. 10.

97 Directive (EU) 2016/343, op. cit.

% Directive 2012/13/EU of the European Parliament and of the Council of 22 May 2012 on the right to information
in criminal proceedings.

9 Marcello Viola v Italy (2006), paras 21-22, no. 77633/16 ECtHR.

100 See, Gori, P. and A. Pahladsingh (2021), op. cit., p. 573.

101 ECtHR, Beuze v Belgium, No 71409/10, Judgment of 24 September 2009, para. 126.

102 Gibbs, P. (2017), op. cit.
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absence of physical contact, it is very difficult to establish a relationship of confidence and trust
between counsel and defendant.1%3

This means that, even when the specific circumstances of the case justify or impose the
recourse to remote hearings for persons in custody or detention, facilities that enable free and
confidential exchanges between lawyers and defendants are needed to secure the full respect
of fair trial rights.1%* In this regard, it should be noted that the European Court of Human Rights
(ECtHR) has established that even when the imposition of videoconferencing is permitted
under national law, such imposition must still be applied in a manner that fully respects the
right of the individual to confidential communication with their lawyer, as well as the rights of
non-discrimination and equal access to justice.'%

2.1.2 Videoconferencing in court hearings

The defendant’s right to be present and defended in court is protected under both
international human rights law'%® and EU law.%%’ In particular, the physical presence of the
defence at trial can be a precondition to secure the effectiveness of other fair trial rights,
including the right to be assisted by an interpreter, or the right of the defence to be heard. %8

Whether a hearing by videoconference can be allowed to guarantee the participation of a
defendant in his criminal trial was a matter of debate among EU member states’ judicial
authorities even before the Covid-19 crisis. Reportedly, the deployment of such technologies
in criminal trials was “not common practice”, and in most member states’ national legislation,
hearings by videoconference in criminal proceedings were not foreseen until very recently. %

As we have seen, the situation changed drastically in the wake of the new coronavirus
pandemic, with statutory measures being adopted by several governments to allow the
continuation of criminal proceedings through remote communication technologies. In several
European states, such emergency measures have been challenged before national
administrative high courts, and some judgments have already been delivered.

The most recent decision of the French Constitutional Court to invalidate the French
government’s measure providing for a generalised use of videoconferencing in judicial
proceedings highlights that the use of such technologies cannot be imposed in an

103 Fair Trials (2020), “Justice Under Lockdown In Europe: A survey on the impact of COVID-19 on defence rights
in Europe”.

104 See also Fair Trials (2020c¢), “Safeguarding the Right to a Fair Trial during the Coronavirus Pandemic: Remote
Criminal Justice Proceedings”, p. 5.

105 ECtHR, Marcello Viola v Italy (2006), para. 68.

106 Articles 6 and 13 of the Convention.

107 Article 47 of the Charter provides the “right to an effective remedy and to a fair trial” before a tribunal. Article
47(3) of the Charter specifies that “everyone shall have the possibility of being advised, defended and
represented”.

108 Colozza v Italy, no. 9024/80, ECtHR.

109 Guerra, E. and C. Janssens (2019), “Legal and Practical Challenges in the Application of the European
Investigation Order: Summary of the Eurojust Meeting of 19-20 September 2018”, Eucrim, Issue 1/2019.
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indiscriminate or generalised way, but needs instead to be subject to a rigorous case-by-case
assessment. 19 Decisions of member states’ high courts have also underlined the data
protection risks associated with the deployment of videoconferencing technologies in criminal
proceedings.!!

Civil society actors in the group observed that while normative measures may introduce general
provisions allowing the use of videoconferencing in certain cases or procedural instances, the
decision of whether to actually apply such technologies in any particular case should always be
made by a judge.''? The ECtHR found violations of the Convention where national courts did
not appear to have conducted an adequate substantive analysis, with published reasons, on
whether physical presence was necessary to the fairness of the particular hearing, on the
options that existed apart from total exclusion if physical presence was not strictly required,
and on the compensating measures that would be needed to counter-balance any prejudice to
the relevant party.*3

In the course of the HLEG's discussions, it emerged in fact that videoconferencing significantly
limits the quality of legal assistance during court hearings, and thus affects the effective
participation of the defence in proceedings.

Experts noted that when using videoconferencing, there is only limited time to explain to the
defendant what is going on, and for the lawyer to verify details. Increased use of
videoconferencing negatively affects the capacity of defendants or witnesses to interact with
their lawyers. Also, during videoconference hearings, confidentiality between lawyers and
defendants cannot be guaranteed. The risk therefore exists that they reduce the possibility for
lawyers to establishing a relationship of trust with their clients. It has been reported that in
some jurisdictions, lawyers have started to suggest that their clients remain in silence at the
bail hearing, although this leaves the defence with fewer options.

The use of videoconferencing in the amendment of charges, where a debate between the
prosecution and defence takes place, was also referred to as challenging from a practitioner’s
point of view. In fact, only when physically present at trial can the parties find a way to involve
the judge in the debate. Defence lawyers sometimes want to exploit a surprise effect, which is
impossible to obtain during a videoconference.

From the defendant’s perspective, it was noted that videoconferencing restricts the full
participation of persons under trial. Defendants are more likely to sit passively and engage less.
And yet, their effective participation in the debate is a key fair trial right. Furthermore, video
appearances can make it harder to access quality translation services, as well as hinder the
possibility for judges to recognise when a defendant has a certain learning or physical disability.

110 Conseil Constitutionnel, Décision n° 2020-872 QPC du 15 janvier 2021.
11 Wauters, L. (2020), “Coronavirus: le Conseil d’Etat recale la justice par visioconférence”, Le Soir, 1 December 2020.
112 ¢ (2020), op. cit.

113 yevdokimov and Rezanov v Russian Federation no. 1410/2005, paras 22-26, 33-53, ECtHR; Vladimir Vasilyev v
Russia, no. 28370/05, paras 75-90, ECtHR (2012).
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Recourse to video hearings also excludes family and supporters (of defendants and witnesses)
from court hearings. This not only increases defendants’ feelings of isolation and distress, but
also impacts the transparency of judicial proceedings. Videoconferencing might indeed provide
the possibility for public control (which guarantees independence) during the hearing, for
instance through streaming.'** However, lawyers in the HLEG noted how the impact of a
televised or streamed public hearing on the person involved is different from the one that
would be achieved by guaranteeing physical presence in an open court. Experts in the group
noted that, in the specific realm of criminal justice, the possibility for anyone to potentially
record a hearing can have important repercussions on the defendant’s right to privacy*> and
interfere with the rehabilitation and resocialisation perspectives of suspects and accused

persons.!t®

Replacing in-person hearings with remote communications is especially problematic when such
substitution is imposed (statutorily or pursuant to a court decision) without the parties’
consent.*!’ Given the serious implications that the use of videoconferencing can have on the
rights of the defence, the consent of the suspect or accused person is necessary. Securing
consent is especially important when it comes to the use of videoconferencing platforms for
hearings where the physical presence of the person concerned is traditionally considered
crucial.'® According to the academic experts and lawyers in the HLEG, these hearings include
preliminary hearings, hearings related to evidence gathering, and those where closing
arguments are presented and discussed.

In several national systems, the use of videoconferencing in domestic criminal proceedings is
normatively subject to the parties’ agreement. However, it appears that only in some EU
member states is the suspect’s consent for videoconference-enabled hearings (including those
undertaken in the context of EIO procedures) a necessary requirement.*'° Currently, there are
no precise rules or streamlined guidance at EU level on this specific yet crucial matter.

The HLEG agreed that a key safeguard to be respected in videoconference hearings is the
person’s consent. Defence lawyers in the group stressed that in order to be effective, the
consent of the defendant must also be informed. This in turn requires prior legal advice (which
is necessary to enable the person concerned to understand what will happen, as well as the

114 As noted by Gori, P. and A. Pahladsingh (2021), op. cit., p. 566, “Hearings need to be held in public, because
this public character protects litigants against the administration of justice without public scrutiny. Such
fundamental principle is also one of the means whereby people’s confidence in the courts can be maintained.
Publicity — by rendering the administration of justice transparent — contributes to the achievement of the fair trial”.

115 See also European Criminal Bar Association (ECBA) Statement on videoconferencing — Section E, p. 18.

118 For a recent analysis of how the concept of rehabilitation has been developed and implemented in the case
law of the European courts, namely by the ECtHR and the CJEU, see Martufi, A. (2019), “The paths of offender
rehabilitation and the European dimension of punishment: New challenges for an old ideal?”, in Maastricht Journal
of European and Comparative Law, 2018, 25(6), pp. 672-688.

117 See also ECBA Statement on videoconferencing — Section C4, p 16.

118 Gori, P. and A. Pahladsingh (2021) note that “the right to be present in court needs typically to be exercised in
the first instance. According to established case law, there is no unconditional right to appear personally before a
panel of judges on appeal or in front of a court of cassation”, op. cit., p. 571.

119 Guerra, E. and C. Janssens (2019), op. cit.
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dangers and risks of the procedures). In this regard, defence lawyers in the group stressed the
importance of legal remedies being made available to challenge or revise the decisions made
in the courts of hearings held by videoconference.

Concerning the end results of hearings by videoconference, the main implications in terms of
sentencing or plea bargaining are unclear. Findings from a March 2020 report on video-enabled
justice, funded by the Home Office, concluded that individuals whose cases were handled
remotely were more likely to be jailed and less likely to receive a community sentence. The
proportion of unrepresented defendants receiving custodial sentences was higher than that of
represented defendants. Moreover, those sentenced in the more traditional court setting were
more likely to receive fines or other community sentences.'?° In addition, a study into video
justice from 2010 of the UK Ministry of Justice also found that the rates of guilty pleas and
custodial sentences were higher in the video pilot than in traditional courts.??

2.1.3 Videoconferencing in cross-border proceedings

Members of the HLEG noted that the use of videoconferencing can, in certain instances and for
specific procedural acts, facilitate judicial cooperation in criminal matters, while at the same
time guaranteeing the fundamental rights of the defence in cross-border proceedings.

This is especially the case in the pre-trial phase of cross-border proceedings requiring the
interview or hearing of a suspect or accused person located in a state different from the
investigating or prosecuting one. With specific regard to an interview or hearing where the
physical presence of the suspect or accused person is not essential, nor has it been requested
by that person, a videoconferencing request issued pursuant to the EIO Directive can provide
a valid alternative to the practice of issuing an EAW with a view to removing the person to the
state in which the investigation is being conducted.

In this respect, the main advantages that the experts in the group identified as potentially
deriving from videoconferencing would be to prevent EAWs (as well as surrender requests
issued through other judicial cooperation instruments) from being used disproportionately.
Legal practitioners and civil society actors agreed that this objective is particularly relevant for
the purpose of investigating cases (by the mean of videoconference-enabled interviews or
hearings) in which — in a purely domestic setting — imprisonment and/or pre-trial detention
would be unlikely.*?? In such circumstances, and provided that the technology applied is
tailored and used in a way that meets the specific rights and underlying needs of all parties
involved (including the defence), pre-trial videoconference interviews and hearings can serve
as a better alternative to a temporary transfer which, especially prior to the Covid-19 crisis, was
often operated to secure the physical presence of the suspect or accused, despite the absence

120 Dearden, L. “Coronavirus: Defendants more likely to be jailed in video hearings, research warns amid rise of
remote justice”, in The Independent, 5 May 2020.

121 Terry, M., Johnson, S. and Thompson, P. “Virtual Court pilot: Outcome evaluation”, in Ministry of Justice
Research Services 21/10, December 2010.

122 ECBA (2020), “Statement of Principles on the use of Video-Conferencing in Criminal Cases in a Post-Covid-19
World”, 6 September 2020, p. 6.
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of flight or absconding risks.'?® Videoconferencing tools can thus be used to prevent abusive
use of EAWs (e.g. for instance for illegal questioning rather than for prosecution), but also to
avoid EAWs being issued and executed too early in proceedings (i.e. before the case is trial
ready), potentially resulting in lengthy pre-trial detention.

Besides the specific instances in which videoconferencing can avoid criminal justice measures,
and most notably surrender requests, to be issued disproportionately, concerns were
expressed by HLEG members with regard to the possibility to consider a cross-border trial
conducted remotely as equivalent to a trial in the physical presence of the accused person. The
experts reinforced that the participation of defendants via videoconference is in fact not
equivalent to being physically present at a trial, and therefore restricts this right also in cross-
border settings. For instance, it was noted that a trial where a defendant is only allowed to
appear remotely is considered as a trial in absentia for the purposes of the EAW.

As for hearings by videoconference pursuant to an EIO, views expressed by judicial practitioners
during a Eurojust workshop held prior to the Covid-19 crisis highlighted that the execution of
an EIO directed to a videoconference and replacing the defendant’s presence at trial was not
allowed under their national law. Participants in the workshop from member states whose laws
did not regulate such situations noted that this type of cross-border measure had been
executed, provided that the defendant’s rights were guaranteed, and that the execution of
such EIOs was not considered contrary to the fundamental principles of the executing member
state’s law. 1%

Members of the HLEG reinstated that informed and free consent remain essential to securing
fair trial rights in videoconference-enabled cross-border proceedings. In addition, further
safeguards, including dual legal representation, are needed to prevent the use of remote justice
technologies undermining the effectiveness of defence guarantees provided under EU and
national law.?°

2.2 Digitalisation of registries and case files, and the development of new systems
for the exchange of data in criminal proceedings

At the national and EU level, the use of technologies is currently proposed for almost all
organisational and operational areas in the justice domain. ICT applications are increasingly
being elaborated and deployed for the purpose of digitalising case files, electronic case
registration, and the drafting and digital exchange of procedural documents.

Digital case files, electronic CMSs and platforms for drafting, accessing and exchanging
information related to judicial proceedings constitute technologies directed at modernising the
functioning and administration of court and justice systems. CMSs and judicial and
prosecutorial support systems constitute ‘back-office’ technologies aimed at facilitating the

123 van Ballegooij, W. (2020), “European Arrest Warrant European Implementation Assessment”, European
Parliamentary Research Service (EPRS) Study, European Parliamentary Research Service, PE 642.839 — June 2020.

124 Guerra, E. and C. Janssens, (2019), Op. Cit.

125 ECBA Statement on videoconferencing — Section B4, p. 10.
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performance of administrative tasks that do not involve interaction with citizens and lawyers.
These applications allow, for instance, electronic case registration, document drafting, and case
and procedural management. Electronic filing of case files, public access systems, and platforms
for communicating with justice and court administration systems, on the other hand, are “front-
office’” technologies aimed at facilitating interaction between courts, justice administrations,

lawyers and all those who are involved in judicial proceedings.*?®

The goals that underlie the deployment of these technologies and the implications that derive
from their practical application are significantly different from those of policy or normative
initiatives directed at smoothing procedures for accessing, collecting and exchanging data
sought as evidence in criminal proceedings, both at domestic level and in a cross-border setting.
Also, providing judicial authorities with channels to communicate among themselves and with
citizens, and to exchange judicial decisions and legal documents in a secure and verified way
across Europe, is different from interconnecting national and EU databases and expanding
investigating authorities’ possibilities to access information gathered for different purposes,
held in different jurisdictions and controlled by various (public or private) entities subject to
distinct legal obligations.

2.2.1 Digitalisation of case files, registries and case management systems

Experts in the group agreed that the digitalisation of registries and case files can significantly
improve the administration and delivery of justice.

Timely access to case files in the pre-trial stage of criminal proceedings is a fair trial right
protected under EU law.'?” Remote access to digitalised case files can support effective
implementation of that right. It can, for instance, smooth the production and handling of case
data, and facilitate the possibility to access or read data from many different locations and
workstations at an earlier stage in the proceedings, which would enable more effective

preparation for the defence.?®

The replacement of paper registries through the digitalisation of case files and the
implementation of IT tools and systems for the electronic management of cases can also bring
several practical advantages. New technologies can increase accuracy in the documentation,
reduce errors and improve communications. For instance, new technologies can make it easier
to keep track of the different stages of a proceeding and support the certification that every
single case has followed the right procedure. CMSs can also enhance the transparency of justice
administrations, for instance by specifying the offices in charge of handling specific registries
and tasks.

These technological advancements present the potential to reduce delays, but also increase
the quality of legal assistance, with significant advantages in terms of fundamental rights

126 Cordella, A., and F. Contini (2020), op. cit., p. 11.
127 Directive 2012/13/EU, op. cit., Article 7.

128 Fair Trials (2021), Briefing Paper on the Communication on Digitalisation of Justice in the European Union,
January 2021, p. 11.
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(including the right to personal liberty). Defence lawyers in the group confirmed that reducing
reliance on paper files, which require physical access and only allow limited time for their
inspection, can be extremely important for their daily work.

The HLEG discussions made clear that the premise according to which digitalisation of registries
and CMSs can improve access to, and administration and delivery of justice, can only hold true
if new technologies are developed and deployed in a way that does not affect the principle of
equality of arms in criminal proceedings. In the digital age, the latter requires that the
digitalisation of CMSs and case files also benefits the defence.

At the same time, lawyers in the HLEG expressed concern that the initiatives developed at
national or EU level may not fully respond to the defence’s need to also take advantage of these
technologies. This is important not only at national or domestic level, but also, and increasingly
so, in a cross-border setting.

2.2.2 Challenges related to the e-CODEX proposal

The Covid-19 crisis has shown that IT platforms for data exchange can prevent delays and
facilitate communication between judicial authorities, help them to mutually issue and receive
criminal justice decisions, and allow communications and transfers of documents in a secure
and verified way across the EU.

This was confirmed by recent CEPS/QMUL research, which called for the development of an IT
platform for EU-level judicial cooperation enabling the digital transmission and exchange of
information and documents including judicial orders (in particular EIOs and MLA requests),
court decisions and translations, as well as data obtained pursuant to the issuing, recognition
and execution by competent judicial authorities of cross-border investigative measures. '

In the past years, the Commission and a group of EU Ministries of Justice have begun to develop
an infrastructure to support communication and the exchange of legal information in EU cross-
border judicial procedures, including in the criminal justice domain. This initiative has taken the
form of an EU co-funded project called “e-Justice Communication via Online Data Exchange”
(e-CODEX).*3° From the onset, the e-CODEX’s objective has been twofold: first, to allow the
transmission of data and documents in the legal domain; and second, to support the issuing
and exchange of “juridically effective cross-border acts and the transmission of juridically
effective documents”.*3! While the scope of e-CODEX is broad by design, as it can encompass
a wide range of very different practical applications that serve different purposes, the system
was originally intended as an instrument directed at facilitating the administration of justice
systems, and cooperation between judicial authorities across the EU.

129 Carrera, S., M. Stefan and V. Mitsilegas (2020) op. cit., p. 22.
130The e-CODEX tool was launched under the Multiannual e-Justice Action Plan 2009-2013 to promote the digitalisation
of cross-border judicial proceedings and facilitate communication between member states’ judicial authorities.

131 velicogna, M. and G. Lupo (2017), “From drafting common rules to implementing electronic European Civil
Procedures: the rise of eCODEX”, From common rules to best practices in European Civil Procedure, Nomos
Verlagsgesellschaft mbH & Co. KG, pp. 181- 212.
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To enable the exchange of data and documents, and the validation and cross-border
recognition of e-identities and e-signatures, the e-CODEX project has developed an e-delivery
solution that uses ‘building blocks’ from previous EU and national projects.*3? For the purpose
of supporting cross-border judicial cooperation in criminal matters, it has been recommended
that e-CODEX support a platform, eEDES, designed to provide a secure communication channel
for digital exchanges of requests for evidence and replies between EU judicial authorities, and
in particular under the framework of cooperation established by the EIO Directive.*?

The fact that e-CODEX originated as a project managed by a consortium of member states and
other organisations has quickly posed the problem of how to ensure its sustainability and
management in the long term.'3* The Council of the EU’s Justice and Home Affairs (JHA)
Ministers have repeatedly invited the Commission to find solutions regarding the continued
maintenance of the e-CODEX system, in particular “taking into account the principles of
voluntary action, decentralisation, interoperability and independence of the judiciary, and the
need to take into account the interests of those member states not currently participating in
the e-CODEX project” [emphasis added].**®

To secure the long-term sustainability and continued operational management of e-CODEX, the
need therefore emerged for a specific EU legislative instrument to provide a clear and uniform
legal basis for this system. The establishment of a legal basis for the e-CODEX initiative was also
linked to the need to identify the entity responsible for the uptake and maintenance of the
system in the long run. This, in turn, posed the question of which EU agency could be entrusted
with the competence and responsibility not only to manage the technical components of a
decentralised IT system in the area of e-justice systems, but also to do so in a way that could
respect and ensure the crucial ‘independence of the judiciary’ requirement.*3¢

The legislative initiative tabled by the European Commission on 2 December 2020 aimed
precisely at ensuring the sustainability of e-CODEX with a governance and management
structure. On the other hand, and as noted above, the proposal foresees a transfer of the
management, development and maintenance of e-CODEX to eu-LISA, an agency tasked with
the responsibility of running and interconnecting several databases and information systems
established for purposes related to internal security and police cooperation.

12 velicogna, M. (2015), “The ‘e-’experience in courts around Europe: insights from the practice”, presentation at
the European Informatics Data Exchange Framework for Courts and Evidence — Market Size Workshop, 11
December 2015, Rome, Italy.

133 Council of the European Union (2016), Council Conclusions on Improving Criminal Justice in Cyberspace,
Luxembourg, 9 June 2016.

134 The sustainability of e-CODEX emerged as a relevant component to achieve the objectives of the Digital Agenda
for Europe, and was explicitly mentioned in the Strategy on European e-Justice 2014-18 and the associated Action
Plan, which have been endorsed by both the Council of Ministers of the European Union and the European
Parliament. Council of the European Union (2015), Roadmap on the sustainability of e-CODEX —Adoption, Brussels,
20 November 2015.

135 Council of the European Union (2014), Council Conclusions on the Sustainability of e-CODEX, p.5.
136 bid., p. 5.
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Experts in the group agreed that providing a legal basis to e-CODEX could help cross-border
judicial processes and ease and facilitate judicial authorities” work in cross-border case-
handling activities. At the same time, concerns were expressed with regard to the exact impact
that the initiative will have on the prerogatives and rights of the different categories of
stakeholders affected by the introduction of the new regulation. These include not only judicial
authorities, but also lawyers, legal professionals and people involved in judicial proceedings.

Regarding the latter, experts in the group noted that the objective to increase the speed and
ease of exchange of information between competent public authorities should not become a
disadvantage for defence lawyers, nor undermine the effectiveness of available remedies for
individuals, including the possibility to challenge the relevance, accuracy or legality of evidence
gathered in another member state. Experts in the group also expressed concerns in relation to
the choice of eu-LISA as the EU agency responsible for the future development and
maintenance of the system.

These concerns are reflected in the European Parliament’s initial appraisal of the IA
accompanying the proposal for a Regulation on e-CODEX, '3’ which also highlighted how several
shortcomings currently affect the Commission’s justification for the e-CODEX initiative from a
Better Regulation perspective.

In its initial appraisal of the |A accompanying the proposal, the European Parliament found that
the Commission did not provide sufficiently robust evidence as to the actual scale of the
problem that the proposed e-Codex Regulation would address. While noting that — according
to the Commission’s IA —the proposed regulation would address a set of inefficiencies in cross-
border judicial cooperation that had been identified in the evaluations of certain e-CODEX pilot
projects, the Parliament also regretted that information used to substantiate the findings of
such evaluations were not made publicly available.13®

The European Parliament furthermore noted that the Commission’s IA accompanying the e-
CODEX proposal did not fully elaborate on the added value or proportionality of the initiative,
despite the requirements set by the Better Regulation Guidelines (BRG). According to the
Parliament’s preliminary appraisal, the e-CODEX proposal's objectives are “not entirely
measurable, nor time bound, and therefore do not comply fully with the BRG’s so-called SMART
(specific, measurable, achievable, relevant and time-bound) requirements”.*3°

The Commission’s |A includes a qualitative discussion of potential impacts of e-CODEX on public
authorities, fundamental rights and the digital single market, and justifies the introduction of a
regulation for sustaining the system based on the fact that, for example, there will be no data
storage or data processing by the entity entrusted with the maintenance of the e-CODEX
software components (since e-CODEX is a decentralised system). According to the Parliament’s

137 European Parliament (2020), Briefing: Initial Appraisal of a European Commission Impact Assessment.

138 Including, for instance, the use of informal and unsecure communication channels; risks of loss of or tampering
with sensitive documents and attachments; language barriers resulting from the need to send documents in a
language accepted by the receiving member state; and the absence of confirmation of receipt by the authorities
responsible in the receiving member state. Ibid., p. 2.

139 |bid., p. 3.
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preliminary appraisal, however, the |A only compares the possible regulatory options on the
basis of the mandatory criterion of efficiency, but not on the basis of effectiveness, coherence
or proportionality, as instead required in the BRG.

As for the choice of eu-LISA, the IA concludes that e-CODEX fits within the mandate of this
agency, whose management, governance and operational model was designed to run IT
systems in the area of JHA. The IA involved a targeted stakeholder consultation, in which all
organisations that participated in the process expressed their support for the continuation of
e-CODEX. However, in the European Parliament’s preliminary appraisal it is noted that, out of
the 11 respondents consulted, only three stated explicitly that eu-LISA would be a suitable
agency for e-CODEX. 140

The Council of Bars and Law Societies of Europe (CCBE) is one of the professional organisations
involved in the e-CODEX consortium, and also contributed to the above-mentioned IA targeted
stakeholder consultation. The CCBE highlighted existing concerns raised by “various
stakeholders and member states about whether the principle of independence of the judiciary
will be sufficiently ensured in the permanent operation and further development of e-CODEX
by eu-LISA”. The CCBE also called for a proper assessment as to whether the system used to
interconnect national e-justice systems is capable of adhering to the principles of a fair trial and
due process.'#

2.2.3 Interoperability of IT systems and the blurring of lines between justice and security

The proposal to entrust the management of e-CODEX (which is currently designed to facilitate
cross-border judicial cooperation) to an agency such as eu-LISA (which manages IT systems in
the field of police cooperation, migration and security) raises far-reaching legal problems, given
the current lack of clarification regarding the precise meaning of interoperability in the context
of eu-LISA’s ever-expanding mandate.

In light of the experience with the origins and subsequent development of databases in EU JHA,
it seems likely that the Commission and the member states will decide to abolish the structural
and operational separation (the ‘firewall’) currently standing between e-CODEX and the other
IT systems and information exchange platforms established in the field of police or security
cooperation. The possibility that e-CODEX will no longer be separated through such a firewall,
however, generates issues from the perspective of the purpose-limitation principle.

The fact that eu-LISA, which according to its own mandate is in charge of interconnecting
databases and information systems originally established for very different purposes (e.g.
police cooperation, border and migration management, asylum, etc.) has been pre-selected as
the agency responsible for e-CODEX is a particularly worrying indication that interoperability
(not just of national CMSs) could well be the final direction.

140 The European Parliament also highlighted that consultations carried out for the purpose of the e-CODEX
proposal did not meet the BRG requirement for a 12-week open public consultation, which is mandatory for all
initiatives supported by an IA.

141 CCBE (2020a), Open letter from the CCBE President on the future of e-CODEX and involvement of the CCBE.
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Another indication that the e-CODEX system is destined to become an instrument at the
disposal of law enforcement authorities is provided by the possibility, envisaged in the
Commission’s communication on the digitalisation of justice, to use e-CODEX to interconnect
(via eEDES) member states’ judicial authorities with the relevant JHA agencies. These have not
yet been clearly or exhaustively identified. However, it is already clear that Europol will be one
of the agencies that potentially benefit from e-CODEX. This could happen (when/if the e-
evidence proposals are adopted) via eEDES. The latter has already been identified as the system
to be used for the direct interconnection of investigating and prosecuting authorities with
private companies holding data sought in the context of criminal investigations and
proceedings.

As already mentioned, this type of direct public-private interconnection for the purpose of
accessing and collecting various categories of data across borders for criminal justice purposes
is currently not allowed in the EU legal system. Such a model is difficult to reconcile with the
principles and rules governing judicial cooperation in the EU criminal justice area, as well as
with third countries. Despite previous research and multi-stakeholder and expert consultations
showing that a similar scenario is likely to generate issues related to conflicts of law, jurisdiction
and liabilities for companies, the proposals for new EU legislation on e-evidence still envisage
the direct cross-border interconnection between judicial authorities (including both judges and
prosecutors) and providers of internet and telecommunication services. The platform chosen
to operationalise such an interconnection is precisely eEDES, a system which, as we have seen,
relies on e-CODEX.

The e-evidence proposals do not foresee the direct cross-border interconnection of law
enforcement authorities and service providers. And yet, this possibility is already mentioned in
the latest proposal for a recast of the Europol Regulation.#?

The possibility therefore exists that eEDES — a system originally designed to facilitate
communication and exchange of judicial decisions (EIOs) between judicial authorities, and
which thus serves the purpose of fostering EU judicial cooperation in criminal matters — may,
in the not too distant future, provide a new platform for interconnecting private online and
telecommunication service providers and law enforcement authorities across the EU for the
purpose of collecting a wide range of data in the fight against crime and terrorism.

In an implementation appraisal published recently by the EP,'#* it is noted that the linkages
between Europol’s ability to exchange data directly with private parties and the current e-
evidence negotiations on production and preservation orders for access to electronic evidence
in criminal matters have not been given the necessary consideration. The Parliament notes that
“in line with the principles of Better Regulation, there is a need to ensure coherence between
the various EU legal frameworks applicable to law enforcement bodies’ access to personal data

142 proposal for an amending Regulation (EU) 2016/794, as regards Europol’s cooperation with private parties, the
processing of personal data by Europol in support of criminal investigations, and Europol’s role on research and
innovation, COM(2020) 796 final 2020/0349 (COD).

143 Eyropean Parliament (2021), Implementation Appraisal Briefing, Revision of the Europol Regulation.
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held by private parties at EU and national level, notably in terms of effective and independent
judicial control”. 144

On 14 May 2020, the Commission launched a public consultation on the Inception Impact
Assessment (IIA) for the recast of the Europol mandate.'*> The responses obtained clearly
identified the enabling of direct exchange of personal data between Europol and private parties
the most controversial proposal among those included in the envisaged recast of the agency’s
regulation. The private sector contributors, including both representatives of EU#® and US'#
online and cloud service providers, deemed it necessary to consider the negotiations on the e-
evidence proposal as a priority, before updating Europol’s scope and capability in requesting
direct access to data from private parties. Civil society organisations furthermore expressed the
concern that enabling Europol to directly exchange personal data with private parties would
allow the circumvention of national procedural safeguards and accountability mechanismes,
while also being incompatible with the EU Charter and national constitutional provisions.*®

Judicial cooperation within the EU will not be facilitated if the future of e-CODEX is to allow
interoperability between information systems established for different purposes and used by
different actors, and to enable the direct interconnection of private and public entities in the
fight against crime and terrorism. On the contrary, the risk exists that mutual trust among
judicial authorities will be undermined. The latter might even stop using e-CODEX if they no
longer know who has access to what, and if the ownership of data becomes blurred.
Digitalisation in this specific respect can lead to mistrust among judicial and legal practitioners,
and have far-reaching negative implications for suspects and their right to be presumed
innocent. In addition, there is a risk of fuelling public mistrust in the criminal justice system
based on a perceived overreach of investigative and prosecuting authorities’ powers.

The distinction between justice and security is anchored in the EU Treaties, which in fact require
the use of different legal bases depending on the ultimate objective of the initiative considered.
The choice of legal basis, in turn, conditions the specific fundamental rights guarantees and rule
of law safeguards to be taken into account in the development of EU action. Similar distinctions
are established under national constitutional and criminal law systems, and should be taken
into careful account before advancing any proposal promoting the use of data and new
technologies for the purpose of investigating and prosecuting crime.

Human rights and the rule of law can only be adequately protected when the digital
infrastructure of EU and national court and justice systems (software, hardware) are designed
in a way that preserves the independence of the judiciaries, fair trials guarantees and data

144 |bid., p. 5.

145 See https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12387-Strengthening-of-
Europol-s-mandate.

146 EurolSPA’s contribution to the consultation on the Inception Impact Assessment of the Europol Regulation.

147 Microsoft (2020), “Response to European Commission Roadmap on Police Cooperation — Strong Mandate for
Europol”, July 2020.

148 Furopean Digital Rights (EDRI) (2020), “Feedback to the Roadmap to revise the mandate of the European
Agency for Law Enforcement Cooperation”, 8 July 2020.
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protection standards. A high level of technical protection is in particular required to prevent
risks of manipulation of information on criminal investigation and prosecution, and to avoid
interferences with the integrity of criminal proceedings. Digital markers certifying the chain of
custody of the data and showing clearly which authorities have accessed the data concerned
should also be developed. These digital markers would allow competent judicial authorities, as
well as suspects and accused persons, to control where the information comes from, and to
verify whether it has been collected and processed in line with applicable data protection and
criminal justice rules and standards.

2.3 Deployment of Al in the criminal justice domain

Artificial intelligence is an all-encompassing term used to denote a wide range of different data-
driven technologies that, in the field of justice, can vary significantly in nature and fields of
application. Such an umbrella term covers both simple algorithms on the one hand and
machine-learning and deep-learning algorithms on the other.

Al technologies can be deployed to support legal professionals’” work and decision-making
processes (e.g. scanning large bundles of texts, automatically translating documents into
different languages, converting oral conversations into written documents, etc.). Machine-
learning technologies (or data-driven statistical tools)**® can also be used for functions such as
predictive risk assessments for both preventive purposes (e.g. data-driven policing based on
forecast aggregate group or area risk) and sentencing decisions (e.g. technologies assessing the
risks of recidivism), the performance of criminal investigative functions (scanning of social
media to identify offences committed online, or for the identification of deepfakes, cybercrime,
etc.), and to carry out various forms of predictive policing (e.g. video analytics for facial and
emotion recognition).>°

These types of analytical tools and algorithmic decision-making systems are being increasingly
considered with a view to supporting or even automating the legal decision making of courts
and public officials, including those operating in the criminal justice domain.**! In the United
States, such technologies are already deployed in “almost every juncture of the criminal justice

149 For a distinction, see Chelioudakis, E. (2019), “Al-philia & Lady Justice: The Al hype knocks on the door of
Europe’s Criminal courts”, KU Leuven Centre for IT and IP Law, 29 January 2019.

150 One expert speaker at the second meeting of the HLEG noted that, depending on the technology used, Al
systems can be distinguished into two typologies. Symbolic (or human-readable) systems hinge on rules laid down
by their designer to enable machines to take decisions on the basis of a pre-defined model. Connectionist (or
purely machine-readable) Al systems are probabilistic and operate through induction and iteration in order to look
at data and deduce characteristics that might become indicators and be used to interpret data sets. Training
connectionist Al systems requires both big data and sufficient computing power to process the data within a
limited time. Connectionist Al systems are the kind that would be used, for example, to define a strategy for
litigation or set a sanction on the basis of a substantial collection of case law. See, CEPEJ (2020), “Possible
introduction of a mechanism for certifying Al tools and services in the sphere of justice and the judiciary: Feasibility
Study”. As adopted at the 34th plenary meeting of the CEPEJ, 8 December 2020, CEPEJ (2020)15Rev.

151 At an event on 16 March 2021 at the German Marshall Fund, the President of the ECtHR, Robert Spano, said
that the Court was looking to introduce automated decision making in order to sort out cases in an initial stage.
See, https://twitter.com/gabrielazanfir/status/1371859157238829056.
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system”, assisting with the decision-making process as regards pre-trial risk assessment, prison
rehabilitation programmes, sentencing proceedings and parole.'>?

In Europe, the development and use of Al in the criminal justice and law enforcement domain
is still at an early stage. However, recent research shows that in some EU member states
predictive and profiling Al systems are already in use for law enforcement and criminal justice
purposes.>3 The concrete existence of risks of ethnic profiling, discrimination and the
infringement of fundamental rights related to the use of such tools has also already been
highlighted.*>* At the policy at normative level, initiatives related to the use of Al in the field of
criminal justice are currently being discussed and/or developed.

2.3.1 The Council of Europe’s ethical principles relating to the use of Al by courts

Within the Council of Europe, the European Commission for the Efficiency of Justice (CEPEJ)
has adopted the first European text setting out ethical principles relating to the use of Al by
courts. ' The CEPEJ’s Ethical Charter on the use of artificial intelligence in judicial systems!>®
provides a framework of principles aimed at guiding policymakers, legislators and justice
professionals.

The Charter introduces five main principles: the principle of respect of fundamental rights; the
principle of non-discrimination; the principle of quality and security; the principle of
transparency, impartiality and fairness; and the principle ‘under user control’. It supports the
view that while the application of Al in the field of justice can contribute to improving the
efficiency and quality of courts’” work, it must be implemented in a responsible manner which
complies with the fundamental rights guaranteed, in particular, by the European Convention
on Human Rights (ECHR) and the CoE Convention on the Protection of Personal Data.

During the HLEG discussion experts noted that the CoE recommended that Al systems be built
according to the ‘human rights by design’ principle, and recognised that Al systems should not
undermine the right to a fair trial under the ECHR.

2.3.2 Developments at EU level

At EU level, normative provisions already restrict the use of automated decision-making tools
in different contexts.

152 Chelioudakis, op. cit.
153 Fair Trials (2020), “Al in Criminal Justice EU Member State case study: Netherlands”, November 2020.

154 Fundamental Rights Agency (2018), “EU-MIDIS Il Second European Union Minorities and Discrimination
Survey”.

155 The adoption of this document followed a call from the Council of Europe’s Parliamentary Assembly (PACE) for
a common framework of standards for the use of Al by courts. See, PACE, “Technological convergence, artificial
intelligence and human rights”, Recommendation 2102 (2017), Text adopted by the Assembly on 28 April 2017
(18th sitting).

156 CEPEJ, European ethical Charter on the use of artificial intelligence in judicial systems and their environment,
Adopted at the 31st plenary meeting of the CEPEJ (Strasbourg, 3-4 December 2018).
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Article 22 of the General Data Protection Regulation (GDPR) >’ provides that data subjects have
the right not to be subject to decisions based solely on automated processes, where those
decisions produce “legal effects” concerning them, or where they “similarly significantly affect”
them. Article 11 of the Law Enforcement Directive'®® also requires member states to prohibit
decisions based solely on automated processing, where they produce “adverse legal effects”
on the individual, or effects that are “similarly significant”.

At the same time, important exceptions are provided in both the GDPR and the Law
Enforcement Directive. These pieces of legislation only protect individuals against decisions
based “solely” on automated data-processing, and “unless authorised by Union or member
state law”.*>° However, it might well be that decisions are taken in the criminal justice area
where Al can still exercise a significant influence on the human decision makers. These cases
are not necessarily less problematic than those where decisions are taken solely by Al tools. For
example, judicial decisions might be taken on the basis of machine calculations on recidivism
risk. This type of decision can still be misled and therefore raise fundamental rights challenges
if the data used by the Al tool to perform the assessment is affected by biases.

Despite the existence of ethical guidelines for the design and deployment of Al in the EU, %0
there is, to date, no EU policy or normative guidance defining the exact circumstances in which
member states can deploy Al systems for criminal justice proceedings, nor outlining how the
relevant GDPR and Law Enforcement Directive provisions on these matters should be
interpreted.

Some guidance in this regard has been provided by the Court of Justice of the European Union
(CJEU). During the HLEG discussions, experts recalled how the CJEU had recently circumscribed
the possibility for member state authorities to lawfully perform automated processing of
metadata retained by service providers. The Court of Luxembourg, in particular, had made clear
that this kind of automated data processing can only happen in very narrow circumstances, and
most notably in the context of activities related to national security. To be justifiable in such
context, automated analysis of users’ metadata also needs to be directed at tackling a “serious
threat to national security”, i.e. a threat shown to be genuine and present, or foreseeable. 6!

157 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation (GDPR)).

158 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framework Decision 2008/977/JHA (Law Enforcement Directive).

159 GDPR Article 22(2)(c) and (3); Law Enforcement Directive, Article 11(1).

160 The European Commission’s High Level Expert Group on Artificial Intelligence has stressed that fundamental
rights should be a key guiding principle for the design and deployment of Al systems. See, Independent High-Level
Expert Group on Artificial Intelligence (2019), “Ethics Guidelines for Trustworthy Al”.

181 | @ Quadrature du Net and Others v Premier ministre and Others, Judgment of the Court (Grand Chamber), 6
October 2020.
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Currently, the two main EU policy or strategic documents setting out objectives for future uses
of Al are the Commission’s White Paper on Artificial Intelligence®? and the Security Union
Strategy. Both documents underline the role that Al can play in countering existing and future
security threats and protecting citizens from crime. Such documents have already been
followed up by some legislative proposals.

These include, most notably, the proposal already mentioned above for an overhaul of the
Europol mandate,'®® and the proposal for the horizontal regulation of Al, which was presented
by the Commission in April 2021.1%* This last proposal contains prohibitions against the use of
Al applications that breach Union values or violate fundamental rights, including Al systems
that manipulate human behaviour, and predictive Al systems that target vulnerabilities or run
counter to the right to non-discrimination, data protection and privacy, among others.®°
According to the proposal, however, derogations from such prohibitions shall be allowed when
it comes to the deployment of Al systems by authorities responsible for safeguarding “public

security”.1®

Particularly concerning is the proposal to allow the introduction of “high-risk” Al public security
applications in derogation of the conformity assessment procedure that is otherwise required.
Such a wide-ranging exemption clearly risks undercutting crucial fair trial, privacy and data
protection rights, as well as anti-discrimination safeguards in relation to Al uses in the law
enforcement and criminal justice domain.®’

One speaker who took part in the HLEG discussions referred to the policy and normative
developments at the CoE and EU level as a form of ‘healthy competition’ towards the creation
of a future legal framework for regulating Al in the field of justice. Some experts expressed the
view that the future deployment of Al in EU criminal justice systems is ‘inevitable’. In this
regard, some speakers referred to the public statement made recently by the Executive

162 Eyropean Commission (2020g), “White Paper on Artificial Intelligence — A European approach to excellence
and trust”, COM(2020) 65 final, Brussels, 19 February 2020.

163 proposal for a Regulation of the European Parliament and of the Council amending Regulation (EU) 2016/794,
as regards Europol’s cooperation with private parties, the processing of personal data by Europol in support of
criminal investigations, and Europol’s role on research and innovation, COM(2020) 796 final, 2020/0349 (COD), 9
December 2020. European Commission, Proposal for a Regulation of the European Parliament and of the Council
amending Regulation (EU) 2018/1862 on the establishment, operation and use of the Schengen Information
System (SIS) in the field of police cooperation and judicial cooperation in criminal matters as regards the entry of
alerts by Europol, COM/2020/791 final, 2020/0350(COD), 9 December 2020.

164 European Commission (2021), Proposal for a Regulation of the European Parliament and of the Council laying
down harmonised rules on Artificial Intelligence (Artificial Intelligence Act) and amending certain Union legislative
acts, COM(2021)/206 final, 2021/0106 (COD), 21 April 2021.

165 |bid., Recital 15.

166 These are defined as including “(a) any public authority competent for the prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and
the prevention of threats to public security; or (b) any other body or entity entrusted by Member State law to
exercise public authority and public powers for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security.” Ibid., Article 3(40).

187 Fair Trials (2020), “EU Al legislation threatens fight against discrimination and injustice”, 21 April 2021.
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Director of eu-LISA, who stressed that “the question is not whether to adopt Al but when and

how...”. 168

During one of the HLEG meetings, an official working in the Office of the EU Counter-Terrorism
Coordinator stressed that the use of Al by law enforcement and criminal justice actors is
increasingly seen as essential in the fight against terrorism and organised crime, including for
the purpose of identifying suspects for prosecution purposes (e.g. through video surveillance
in public spaces, and comparing faces with biometric data included in EU internal security
databases, such as SIS). Itis also seen as having important preventive functions (e.g. protecting
vulnerable individuals, such as victims of human trafficking), and necessary to equip
investigating and prosecuting authorities with adequate tools to detect disinformation, and
misinformation with malicious intent, and for the removal of terrorism content online.

And yet, the experts in the group also agreed that far-reaching rule of law and fundamental
rights issues derive respectively from the use of Al in criminal justice, as well as from the use of
‘justice data’ by Al applications.

2.3.3 Fundamental rights and rule of law challenges related to the use of Al in criminal
Justice

During the HLEG discussions, some experts stressed that one of the advantages that Al can
bring in the field of criminal justice is that it can help legal and judicial decision making in several
respects, including for the purpose of sentencing, as well as in the context of preventive actions.
Others noted that Al could be also used to analyse law enforcement or judicial decisions to
identify patterns of erroneous or poor decision making, or discrimination, for preventative
purposes.

On the other hand, in the course of the discussions, academics and civil society actors
highlighted how the deployment of Al tools cannot take place without due and thorough ex
ante consideration of the risks that these technologies (in particular, but not exclusively, those
based on machine-learning applications) bring in terms of both transparency and
accountability.

Given the fact that the working of these systems is often opaque (if only because of their highly
complex technical nature), users and operators often do not know exactly how the algorithm
works. The main problem with Al and opacity is that the precise reasoning and justification
behind a decision is not always transparent. One of the consequences of this opacity, therefore,
is the possibility of undue influence of the machine on justice and legal operators, including
both judges and lawyers. As noted by several HLEG experts, even when performing tasks
considered as merely ‘clerical” or procedural in nature, machine-learning applications can still
to a certain extent influence the outcome of humans’ legal and judicial decision-making
processes.

168 Garkov, K. (2020), “The digital transformation of internal security in the EU, Al and the role of eu-LISA”, eu-LISA
Newsroom, 15 December 2020.
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This is the case, for instance, for Al that applies ‘sentiment analysis’ when performing
automated speech recognition for transcribing oral conversations, so as to provide contextual
information (e.g. whether a person is nervous) to the end users. While Al technology using
sentiment analysis is already being looked at as a possible tool for automated dispute
resolution, its application still raises questions related to: the type of data used by the
algorithms; the type of data processing involved in the performance of the algorithms’ tasks;
and the impact that the outcome of the data processing will have on the judicial or legal
decision-making process. Members of the HLEG noted that when it comes to Al, machine-
learning technologies are the ones that raise special concerns, for three main reasons.

First, machine-learning algorithms must be ‘trained’ by feeding them with large amounts of
data. The algorithm learning process indeed depends primarily on the availability of massive
amounts of data which, when it comes to the domain of criminal justice, often have a sensitive
nature. There are therefore important proportionality, necessity and fundamental rights issues
to be taken into account, because the very existence of such new technologies depends on
massive amounts of data being stored and elaborated for law enforcement and criminal justice
purposes, which is in itself problematic in a democratic society.

Second, the ‘training data’ are selected by developers (hence by the private companies that
employ them) and provided with labels, which are also defined by human beings, and therefore
affected by bias. It is at this stage that the data are particularly vulnerable from a number of
perspectives (racial/gender/other).®° The outcome of the process is only as fair and just as the
training data input is.

This raises the question of how to prevent the use of Al in criminal justice systems resulting in
discrimination, in particular racial. Practice in fact shows that there are concrete risks of errors
and consequent abuses linked to the pool of biased data used by Al application or predictive
tools in criminal justice systems.

In 2016, ProPublica — a non-profit US organisation that conducts investigations in the public
interest — compared actual recidivism with predicted recidivism (i.e. recidivism rates provided
through a statistical test known as ‘logistic regression’). An analysis of 10,000 criminal
defendants’ cases found that “black defendants were far more likely than white defendants to
be incorrectly judged to be at a higher risk of recidivism, while white defendants were more
likely than black defendants to be incorrectly flagged as low risk”.’? This example clearly shows
that such systems can inject biases into judicial processes.'’* As noted by media sources!’? and

169 1n 2017, the European Parliament warned that “maximum caution is required in order to prevent unlawful
discrimination and the targeting of certain individuals or groups of people defined by reference to race, colour,
ethnic or social origin, genetic features, language, gender expression or identity, sexual orientation, residence
status, health or membership of a national minority which is often the subject of ethnic profiling or more intense
law enforcement policing, as well as individuals who happen to be defined by particular characteristics.

170 See https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing.

171 Contini, F. (2019), “Artificial Intelligence: A New Trojan Horse for Undue Influence on Judiciaries?”

172 See https://www.politico.eu/article/europe-artificial-intelligence-blindspot-race-algorithmic-harm/.
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civil society analysis,'’? the EU is far from being immune to similar developments and related
risks of infringements of EU non-discrimination legislation and the EU equality and fight against
racism agenda.’*

Third, after the so-called training phase (i.e. when the algorithm is actually deployed), the
assumption is that the machine-learning process will improve itself. This is, however, also the
point at which human agents lose control over exactly how the algorithm reaches its decision.
In a context that is as important as criminal justice and the rule of law, it is necessary that in
every step of the decision-making process, explanations can be given to the person(s) involved
on how decisions were made. And yet, given the highly technical nature of data processing
activities performed by machine-learning algorithms, explaining how certain decisions have
been taken becomes practically impossible.

As noted by one of the HLEG members, “[hJuman oversight is advocated by a range of actors
as a focal ethical principle for Al development and deployment. For example, the EU
Commission’s Communication in 2019 portrayed human agency and oversight as the first of
seven key requirements that Al applications must follow to be considered trustworthy.'’> The
risks and challenges hoped to be addressed by human oversight include dangers to human
autonomy, lack of transparency and opaque algorithmic models, privacy and data protection
issues, and discrimination. Similarly, the ethical guidelines developed by the CEPEJ emphasise
the need for user control over Al, and that Al deployment should not undermine access to a
judge, going as far as suggesting the right to a natural judge”.1’®

While experts stressed the importance of monitoring the working of Al systems not only before
they are deployed, but also in the long term, they also noted that machine-learning and deep-
learning algorithms ultimately challenge the possibility to deliver effective human oversight.
Again, it was noted that “if we are to impose control over Al systems through human oversight,
we need to ask what makes it meaningful and for that purpose we need an understanding of
legal decision making, both as a normative ideal and as collective everyday practices. The
importance of the human element for law sets high expectations for human oversight. It is
unlikely that, despite the best intentions, human oversight as such would provide a solution to
the negative consequences of algorithmisation.”’””

This, in turn, raises the interlinked issues of accountability, and of the possibility to review and
overturn decisions made by or with the support of Al, and to access effective remedies for
individuals whose rights (not only to privacy and data protection, but also to fair trial and non-
discrimination safeguards) have been unduly interfered with by the deployment of Al in the
criminal justice domain. In this regard, HLEG members noted that doubts still exist as to who
exactly should be held responsible for errors or abuses committed in the automated decision-

173 Fair Trials (2020d), “Regulating Artificial Intelligence for Use in Criminal Justice Systems in the EU”, Policy Paper.
174 European Commission (2020h), “A Union of equality: EU anti-racism action plan 2020-2025”, COM(2020) 565 final.
175 Eyropean Commission (2019), “Building trust in human-centric artificial intelligence”, COM/2019/168, p. 3.

176 Koulu, R. (2020) “Proceduralizing control and discretion: Human oversight in artificial intelligence policy”,
Maastricht Journal of European and Comparative Law, 27(6), pp. 720-735.

7 |bid.



60 | CRIMINAL JUSTICE, FUNDAMENTAL RIGHTS AND THE RULE OF LAW IN THE DIGITAL AGE

making process (the developers, the company owning the technology or the public authority
that commissions it and deploys it?). Issues also arise when both the decision maker and the
persons(s) concerned by the decisions taken by (or with the support of) Al are not fully informed
of whether, and the extent to which, such decisions have been automated.

The above shows the importance of the person(s) concerned being in a position to challenge
any decision made through Al in the criminal justice process. Lawyers and civil society
representatives in the HLEG stressed that defendants can only exercise their right to an
effective remedy if they are duly notified of when an Al system has been used, which has or
may have influenced a decision taken about them at any pointin the criminal justice process.'’®
In turn, the chance to overrule and challenge an assessment made by Al crucially requires
notification, as well as a clear and comprehensive explanation of the data processing, and
therefore require the ability to afford technical experts.

2.3.4 Possible impacts of Al on access to justice and equality of arms

At times the argument is made that Al could help in increasing the speed and efficiency of
justice systems. For instance, it is argued that Al could support in dealing with the excessive
workload of courts, in particular lower ones. In some countries (e.g. the UK), it has for instance
been proposed that Al is deployed to deal with the so-called routine cases (such as traffic
offences or petty offences). Beside the fundamental risks that can derive from the systematic
deployment of technologies allowing forms of ‘automatic convictions’ (e.g. in terms of the right
to be tried by an impartial and independent tribunal) or ‘preventive policing’ (e.g. in terms of
the right to be presumed innocent) there a number of other important consequences that can
potentially derive from the use of such automated decision-making tools.

Experts in the group, in particular the defence lawyers, noted for instance that equipping
prosecuting and investigating authorities, as well as courts and judges, with Al technologies,
can have a severe impact on the principle of equality of arms in criminal proceedings. Major
concerns were for instance raised about the fact that certain Al systems are inaccessible for
adequate scrutiny by defendants and their lawyers, and thus create so-called black box
problems. And yet, without information and a clear understanding about how a decision is
made, it is difficult to envisage how defendants can question its accuracy and legality.

Negative implications could also derive from a fair trial perspective because the vast majority
of law firms in Europe (in particular small and medium-sized law firms) would be materially
prevented from proving that certain Al-processed data has been obtained unlawfully.
Empowering prosecutors or courts with Al tools has the potential to upset the very logics
underlying adversarial proceedings, since defence lawyers could de facto be deprived of the
possibility to effectively comment or challenge the evidence used against the defendants.

Another issue is represented by the fact that while certain Al technologies are currently
deployed by certain law firms, they remain far from being accessible to everyone. Al systems
are indeed already only currently used by major law firms, which again generates a problem of

178 Fair Trial (2020d), p. 3.
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equal access to justice. Members of the HLEG stressed the need to support lawyers, also
through their bar associations, in order to adjust to technological developments, as currently
these are enjoyed largely by the state only. National bar associations should provide financial
support enabling law firms (especially small and med—um-sized ones) to have access to digital
defence solutions, such as software allowing the analysis of large amounts of data.

Finally, experts in the group noted that the deployment of Al and automation in the justice
sector can raise new challenges for legal practitioners and professionals in terms of education
and skillsets. Not only might over-reliance on Al systems prevent younger practitioners from
entering the workforce due to the automation of certain processes, but the fact that certain
routine type cases are dealt with by new technologies and Al-empowered systems also means
that junior lawyers are denied the opportunity to learn and practise before taking on more
complex cases.



3. CONCLUSIONS: TECHNOLOGIES FOR FAIR, ACCESSIBLE AND EFFECTIVE
CRIMINAL JUSTICE IN THE DIGITAL ERA

The HLEG identified several challenges raised by the actual or potential deployment of
technologies in the criminal justice domain from a fundamental rights and rule of law
perspective. The use of technologies in the administration of EU justice and court systems, and
in the delivery of justice services, is posing new questions related to whether the outcomes
generated by these innovations accurately reflect the meaning of ‘justice’ in its traditional
sense.

As highlighted by the HLEG, these questions vary significantly depending on the specific type of
(new or old) technology being promoted within justice and court systems, as well as on the
ways, situations and contexts in which their use is promoted. There were, however, a number
of cross-cutting challenges identified during the HLEG discussions.

3.1 Technologies, criminal justice and the need for Better Regulation standards

The Covid-19 crisis has shown how certain types of technologies can play a critical role in
ensuring the continued functioning of justice at national and EU level, especially at times of
persisting health emergencies and in light of the backlog derived from court lockdowns.

Videoconferencing tools and digital communication systems have allowed courts and justice
systems to operate during the health crisis, and by doing so they have contributed to
guaranteeing the delivery of key legal safeguards, including the right to judicial control of
deprivation of liberty and the right to an effective remedy. In contexts where restrictive and
preventive measures are still being adopted to deal with the coronavirus pandemic, these
technologies can mitigate the negative effects of health-emergency regimes and address
immediate concerns related to access to justice.

On the other hand, at both the national and EU level, the Covid-19 crisis has justified the
introduction of measures or the presentation of proposals promoting the use of a wide range
of technologies and enhanced use of data in criminal proceedings. As emerged during the HLEG
discussions, the policy and normative responses developed or implemented at the national and
supranational level to enhance the deployment of technologies and adapt justice and court
systems to the new pandemic reality have wide-reaching organisational, operational and legal
implications.

A critical finding that emerged from the HLEG discussions is that, in several respects,
digitalisation initiatives proposed, elaborated or adopted at the national or EU level to foster
and expand the use of technologies in courts and justice systems occurred despite the absence
of evidence of the exact impacts that they will have on key legality and accessibility factors.
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Neither the measures adopted at national level to foster the use of technologies and data in
criminal justice systems the aftermath of the Covid-19 outbreak, nor the EU’s digitalisation of
justice initiatives have been accompanied by ex ante |As showing their added value, necessity,
proportionality, effectiveness, legal consistency and fundamental rights compliance.

An IA becomes urgent when Covid-19 is not only laying bare the negative consequences of the
lack of digitalisation at the national and European level, but also exposing how the deployment
of certain technologies can translate into interferences with the rule of law, affect the fairness
of criminal proceedings and lead to convictions at lower cost.

International human rights treaty bodies and civil society actors have stressed that, even in
exceptional circumstances such as those of the Covid-19 crisis, technologies such as
videoconferencing in criminal proceedings should only be used if so provided by law, and also
in non-discriminatory, time-limited and demonstrably necessary and proportionate ways,
reflecting the specific characteristics of the individual case. Members of the HLEG agreed that
participation in criminal proceedings via videoconference should not be considered equivalent
to being physically present at a trial, nor in pre-trial hearings or in police custody.

The legality of the measures adopted to promote uses of technologies in criminal justice
systems in the wake of Covid-19 have been, or are being, considered by national courts. In
some cases, as we have seen, they have been declared unconstitutional.

Even looking beyond the Covid-19 crisis, however, it is of utmost importance that initiatives
promoting the use of new technologies, especially in sensitive policy domains such as criminal
justice, are rigorously assessed before their adoption to prevent unjustified interferences with
the legal and judicial protections guaranteed under EU primary and secondary law. These
include not only privacy and data protection rights, but also crucial criminal justice safeguards
such as the right to access to court, the right to effective legal defence and the right to the
presumption of innocence, which are absolute rights that accept no balancing in the EU legal
system.

This kind of Better Regulation assessment is essential to evaluate the impact of EU initiatives
on factors such as fairness of criminal proceedings, accessibility and transparency of courts and
justice systems, and independence of the judiciary. Serious legality and legitimacy challenges
arise when the policy priority —i.e. to promote the use of technologies and data in the justice
sector ‘whenever possible’, or ‘by default’ — is already chosen. In these cases, the risk exists
that proposals are advanced regardless of their impact on the rule of law or fundamental rights.

With specific regard to the proposal for an e-CODEX Regulation, members of the HLEG (and in
particular, academics, lawyers, and representatives of lawyers and civil society actors)
regretted the fact that the Commission’s legislative proposal for the new e-CODEX Regulation
was presented without a proper assessment demonstrating how the IT system envisaged will
be capable of interconnecting national e-justice systems while at the same time adhering to
the principles of a fair trial and due process.

The Commission should duly take into account that, reportedly, only three out of the eleven
organisations that participated in the targeted stakeholder consultations preceding the
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publication of the IA accompanying the e-CODEX proposal actually expressed support for the
choice of eu-LISA as the competent management entity. The fact that among the organisations
that did not support this option there were also associations representing lawyers and other
legal professionals directly involved in the administration of justice at national and EU level
indicates that the e-CODEX proposal does not adequately take into account the actual needs of
all end users of justice and court systems. Instead, it seems to prioritise the interests of actors
and authorities concerned by and involved in law enforcement and security activities.

In view of the upcoming Commission proposal on Al, the HLEG highlighted that Al cannot be
deployed without due and thorough ex ante consideration of the risks that these technologies
bring in terms of both fundamental rights and the rule of law.

In terms of fundamental rights, a key point of criticism was that Al technologies (most notably
machine-learning algorithms) do not allow for a sufficient degree of accountability since it is
not possible for humans to determine or control exactly how the algorithm reaches its decision.
This become especially problematic in a context where, as practice shows, data used by such
algorithms are particularly vulnerable to (racial/gender/other) bias.

As for the rule of law, the group underlined how Al applications have the potential to
undermine the independence of judges in criminal proceedings. Effective judicial oversight
remains essential, and this means that the person(s) involved in overseeing Al-driven or Al-
influenced decision-making processes in the context of criminal proceedings must not blindly
follow the technology.

3.2 Technologies and the blurring of lines between justice and security

The HLEG identified several examples of where initiatives officially labelled as directed at
‘digitalising justice’ are often, in reality, aimed at promoting the interests of actors concerned
with the development of tools and actions in the areas of security and law enforcement.

Initiatives prioritising the needs and demands of investigating and prosecuting authorities, for
instance by speeding up and easing procedures for access to — and exchange and use of — data
in criminal investigations and proceedings, or by expanding the role of EU agencies operating
in the field of security, can sideline or undermine the role of criminal justice oversight actors,
or create undue imbalances between the prosecution and the defence. This generates
challenges from the perspective of the rule of law and fundamental rights guarantees that must
be respected in the EU criminal justice legal system.

The envisaged possibility to use e-CODEX to interconnect (via eEDES) member states’ judicial
authorities with (to date, unspecified) ‘relevant JHA agencies’ risks blurring the lines between
distinct legal fields (criminal justice, law enforcement and internal security, as well as borders
and migration), which respond to different policy objectives and, consequently, are governed
by different principles and subject to distinct rules and safeguards. The fact that eu-LISA, which
according to its own mandate is in charge of interoperability, has been pre-selected as the
agency responsible for e-CODEX is a particularly worrying sign that the interoperability of
systems developed for different purposes is the final direction.
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A further problematic blurring of lines (between the public and the private) would derive from
establishing direct cross-border interconnections between EU and member state investigating
and prosecuting authorities and service providers. This would most notably occur through the
integration of the new e-evidence Regulation (when adopted) into eEDES, as well as through
the enabling of direct cooperation between law enforcement agencies such as Europol and
service providers.

This type of digitalisation initiatives are, in fact, promoting securitisation, which can lead to
mistrust among judicial authorities (who risk losing control over who has access to what and
for which purpose), and have far-reaching negative implications for suspects and their right to
be presumed innocent.

3.3 Equality of arms challenges

Members of the HLEG agreed that initiatives directed at increasing the use of technologies in
the context of judicial proceedings, court systems and transnational judicial cooperation
networks cannot focus exclusively on promoting administrative simplification and automation
of decision making, nor can they be solely aimed at facilitating procedures for the collection,
exchange and processing of data for the purpose of investigating or prosecuting crime.

Equality of arms in criminal proceedings can be undermined if new technologies are deployed
in ways that do not take into account the specific needs of the defence in the digital era. For
instance, where law enforcement actors, the prosecution and judicial authorities have full and
unrestricted access to case files throughout criminal proceedings, the principle of equality of
arms requires that digital CMSs and case files are also fully accessible to the defence.

Defence lawyers in the group confirmed that reducing reliance on paper files, which require
physical access and only allow limited time for their inspection, can be extremely important for
their daily work. The replacement of paper registries through the digitalisation of case files and
the implementation of IT tools and systems for the electronic management of cases create the
potential to reduce delays and increase the quality of legal assistance, with significant
advantages in terms of fundamental rights (including the right to personal liberty).

Equality of arms challenges also emerge with regard to other types of technological solutions
proposed or discussed in the criminal justice domain. Equipping investigating and prosecuting
authorities with systems and tools for accessing and exchanging data (including in a cross-
border context) can sideline the role of judicial oversight actors and judicial decision-making
bodies (judges and courts), as well as preventing legal professionals (defence lawyers) from
participating effectively in the criminal justice process on an equal footing with the prosecution.
This can ultimately undermine the rights of suspects and accused persons.

Also, Al applications can upset the logics underlying adversarial proceedings, since defence
lawyers can de facto be deprived of the possibility to effectively comment or challenge the
evidence used against the defendants.
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3.4 Discrimination challenges

There are important socio-economic factors that define whether new technologies can
enhance or undermine access to justice. The use of technologies in criminal justice cannot
disregard important group-based elements that have far-reaching implications for the way in
which certain categories of individuals practically experience, and ultimately access justice.

Inclusiveness of justice in the digital era also means that the application of new technologies in
the field of justice must be directed at preventing inequality, not only within proceedings, but
also on a wider societal level.

With regard to videoconferencing, experts in the HLEG noted that there are important group-
based subjective elements that condition the extent to which these technologies can affect
access to justice. Deployment of technologies should only be allowed to the extent that it does
not hamper effective access to justice, including for disadvantaged individuals (e.g. persons
with physical or learning disabilities). Special technological safeguards (e.g. settings that enable
visual and non-verbal communication) and technical arrangements (e.g. simultaneous sign
language translations) are need to prevent the risk that the use of videoconferencing
technologies in criminal proceedings create new barriers.

The HLEG discussions also highlighted that socio-economic factors can significantly condition
the extent to which the use of videoconferencing can increase accessibility of justice. For
instance, videoconferencing may help defendants to participate in a proceeding remotely, but
only if they do not reside in places without the necessary infrastructure (e.g. rural areas).'”®
Not taking these elements into account when promoting the digital transformation of justice
administrations and court systems would only translate into unequal and discriminatory justice.

With regard to Al, the key challenge is how to prevent the use of these tools in criminal justice
systems resulting in discrimination, in particular racial. Practice from other jurisdictions shows
that, in fact, there are concrete risks of errors and consequent abuses linked to the pool of
biased data used by Al applications or predictive tools in criminal justice systems. The EU is far
from being immune to similar risks, and should prevent the use of these technologies by EU
law enforcement agencies (e.g. Europol) or member state authorities leading to breaches of EU
non-discrimination legislation.

Members of the HLEG also highlighted the risk of creating new inequalities within EU and
national justice systems if technologies are deployed without addressing the digital divide not
only between different institutional actors (law enforcement, prosecutors and judges) and legal
professionals (big and small law firms), but also across various geographies (urban and rural).

179 Eyropean Parliament (2015), European Parliament Briefing: Bridging the digital divide in the EU.
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3.5 Technologies and the human dimension of criminal justice

The experts noted that the extent to which criminal justice systems are efficient, accessible and
ultimately effective is, in fact, subjective. The meanings acquired by values such as efficiency,
accessibility and effectiveness can differ significantly depending on the categories of
stakeholders considered, and the exact role they play, or are assigned, in the justice process.
The use of technology in fact challenges our understanding of what ‘justice” means and what
its objectives are: to process as many cases as possible with a view to punishing; or to
rehabilitate and restore social ties through an interactive process that aims to restore ‘social
peace’. The latter requires humanity that technology cannot offer.

The HLEG discussions showed that individuals, especially when vulnerable, disadvantaged or
deprived, feel more ‘heard’ in face-to-face conversations during in-person encounters. A key
finding that emerged from the group discussions is that physical presence, personal encounters
and human interaction are at the core of a fair trial, since they give substance to many due
process standards.

As far as videoconference-enabled proceedings are concerned, the research findings and
practical experience shared by experts in the HLEG show that: a) defendants are less likely to
take up legal advice during videoconference hearings; b) videoconferencing does not always
provide the opportunity to entertain the kind of confidential exchanges between lawyers and
their clients that are required to deliver an effective defence; and c¢) defendants who appear
on video from police stations are more likely to get prison sentences.

A key safeguard to be respected in videoconference hearings is the person’s consent. Consent
of the defence for the use of videoconferencing platforms is especially necessary for crucial
hearings. According to the academic experts and lawyers in the group, these include
preliminary hearings, hearings related to evidence gathering and hearings where closing
arguments are presented and discussed.

To be effective, the consent of the defendant must also be ‘informed’. This in turn requires
prior legal advice (which is necessary in order to enable the person concerned to understand
what will happen, as well as the dangers and risks of the procedures). In this regard, defence
lawyers stressed the importance of legal remedies being made available to challenge or revise
the decisions made in the videoconference hearing.

It is not only informed and free consent that remain essential to securing fair trial rights in
videoconference-enabled cross-border proceedings, but also additional safeguards, including
dual legal representation. These safeguards are needed to prevent the use of remote justice
technologies undermining the effectiveness of defence guarantees provided under EU and
national law. Specialised legal training should be made available to all justice users, including
not only prosecutors and judges, but also criminal defence lawyers, so that they are in a better
position to challenge by videoconference.
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Technology has played a crucial role in ensuring the continued
functioning of criminal justice at the EU and national level during the
Covid-19 emergency. At the same time, the use of (old and new)
technologies can profoundly affect the roles, prerogatives and rights of
professionals and individuals involved in, or concerned by, the
administration and delivery of criminal justice. Verification of the impact
that ‘digitalisation of justice’ initiatives can have on all criminal justice
stakeholders is therefore necessary to prevent problems for
fundamental rights and rule of law. The High-Level Expert Group
(HLEG) on Criminal Justice in the Digital Age has examined how
different technologies can affect the functioning of a variety of criminal
justice systems, processes and practices at the national and European
level. The HLEG's discussions provided the expert knowledge needed
to set out recommendations towards better EU policy and law making
in the area of criminal justice in the digital age.
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